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ABSTRACT

Mobile e-commerce is currently an area of rapid growth and being facilitated
by the proliferation of application-enabled mobile devices. This will bring us new
opportunities to do business anywhere and at anytime. Web Services are emerging
to cope with the paradigm shift in Web computing and facilitate business to do e-
commerce efficiently. Web Services allow companies to externalize their business
processes that can be utilized by other business entities or combined to form a
business flow. The integration of mobile computing and Web Services will explode
in the new environment of security and interoperability. Therefore, the
| authentication of participants joining in a particular business flow needs to be
proposed as an additional security on a session by session level. When the service
requests come from mobile users that have certain inherent limitations on their
mobile device capability, the appropriate architecture and framework needs to be
devised.

This research proposed a new architecture and framework of session
authentication for Web Services in mobile computing (SAWIM). SAWIM is a
multi-party session oriented protocol that enables authenticating service instance
participating in a particular session. The proposed model includes session
management protocols and session authentication protocols that are appropriate to
the mobile computing environment. SAWIM framework provides security services
on both the service level and the session level by using SSL protocol and the
developed session authentication protocols respectively. The security services
include confidentiality, integrity, authentication, and non-repudiation. The SAWIM.
system is designed for application in the real business environment. The prototype
of SAWIM was implemented and its results proved to be successful in providing
session authentication for Web Services in mobile computing. This thesis presents a
detailed structure and analysis of SAWIM. The experimental results are also
analyzed, discussed and concluded. Finally, future works for further development
are suggested.
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