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Modern technological advancements as well as the availability of networks to
use the e-mail is a great help to commercial utilities and communications. E-mail has
become a part of everyday life, because it is simple, convenient and fast. The standard
method of sending and receiving e-mail over the internet, the one commonly used, has
almost no security features built into it and no capability for necessary services. E-mail
is susceptible to interception and review by unauthorized or unintended parties at
numerous stages of the communication. These can be serious problems causing a
decrease in e-mail usage. E-mail encryption is not enough to ensure the security of
messages. The system should also ensure that e-mails received are authentic.

This thesis proposed a new model, called the “Secure Electronic Mail” (SEM),
to solve security problems with e-mail. The SEM focuses on security of transferring e-
mail via any public network. It employs the concept of central security control, which
provides a variety of security services to users such as integrity, privacy,
authentication, self-destruction, anonymity, non-repudiation, audit, and accounting.
The SEM was made up of secured encryption, authentication and other security
mechanisms that can be replaced for current development. This approach helps
improve the security in the e-mail system. The prototype of SEM was implemented
and tested. It proved to be secure against passive attacks. This thesis presented a
detailed structure and analysis of SEM. The experimental results were also analysed,
discussed and concluded. Finally, future work for further development are suggested.
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