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The main purpose of message authentication code (MAC) is to maintain the
integrity of messages normally sent via the communication channel. It is applied to
protect the unauthorized alteration of messages and prove genuineness. There are a
number of methods to generate MAC currently in use. One of the most well-known
and widely used method is cipher block chaining MAC (CBC-MAC). However, it is
found that CBC-MAC cannot handle variable-length input messages. This weak point
leads to the vulnerability of CBC-MAC in that a message may be forged.

This research proposes an improved model, called Key Chaining MAC (KC-
MAC), to solve the problem found in CBC-MAC. KC-MAC removes the weak
exclusive-or of CBC-MAC so that an adversary is not allowed to choose any block to
forge a message. To strengthen KC-MAC, key chaining is also added. The key
chaining feature causes a secret key of the next block message to be changed
dynamically, so it is harder to break KC-MAC generation.

The prototype of the proposed model has been developed, implemented, tested
and analyzed with the employment of Data Encryption Standard (DES). The MAC
generation results show that KC-MAC can solve the problem found in CBC-MAC.
The generating performance is almost the same for both methods. However, KC-MAC
has more reliability and strength than CBC-MAC. The detail of KC-MAC has been
presented and implemented. Its results have been discussed. Finally, improvements of]
the model have been suggested.




Fac. Of Grad. Studies, Mahidol Univ. Thesis / v

4037524 SCCS/M : 81191 : INMIABURAADT ; ML, GnernIneuianed)

UsziaSy 195g3uIe msataginszisimitedesiumslasulasdonin
Taoms1¥ms Teanauesiady (CREATION AND ANALYSIS OF THE MESSAGE
AUTHENTICATION CODE BY USING KEY CHAINING) ﬂmzﬂiiumiﬂ’mﬂu%m
fiwus: d15a 2afang, PhD., ginyan waﬁqmw, Ph.D., 98 ¥1¥i1. ISBN 974-663-743-6

Phmneiddgvesmahsiatiestumsasuilas (message authentication code
w3 MAC) wldfe tﬁaﬁ"ﬂyﬂﬁ%naﬁﬂ1mgn€fmﬁuusﬁiummzﬁnﬁumavhm%mﬁ'sms
aﬁu"lﬂnﬂu1'lﬂﬂ5~qﬂm“l‘mwaﬂmnummﬂ"lwauamnwﬂ'luuﬁm wazdaldgnindeya
Tafidluvecess 1u’ﬂwuuumsmmumﬁmiﬁsnwawawaﬁ Fnilsiinudnanniinuay
fiowldfe Cipher Block Chaining (CBC-MAC) apun ldNinIvednuazwun CBC-
MAC liamnsaldanuiasasedennuumvesdoyaiivinai hingi mﬂﬂﬂaauumm"lﬂ
ddedeuyes CBC-MAC flazgniasu/asdeya

mBseatud Sk iansoudilymiwes CBC-MAC 8Fa5enh Key
Chaining MAC (KC-MAC) S3tamnsoudfyvves CBC-MAC Idlasmsonidnmaii
exclusive-or Fuilugaseuves CBC-MAC 'cr'qwa‘lﬁé’qnqﬂ"lzjmuﬁmﬁaﬂi’n’agaﬁwuw‘h
msdoouladld  unsfiugaudede myhwadnii ldnnmadhsiavesndgudeyalylos
niodloundy (Feedback) werflunuesindudmivdhsiatoyadusden Tasiidynin

Tai

‘ﬂ' o ad ‘d’ld i v L s .
m‘ngm’]@uﬂau FFiSon ms leangyuasiady (key chaining)

eave

KC-MAC 14 Data Encryption Standard (DES) iWuduuuylumsian nageu
Lasiinszr aawavesmsnaaswaaliiviuil KC-MAC aunsaudilynives CBC-MAC
18 dauinlsy Ansnmvesieaesitez IndiRsaiuud KC-MAC Hhssiannindedenn
771 CBC-MAC MBS daueTwazBuares KC-MAC msildifanauazasefliw

v dd Yo 0 @ J
wadwin 14 wonniide lduuziifamsi$ulgs KC-MAC TWavu






