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Normally, sending E-mail via Internet system uses Simple Mail Transfer
Protocol (SMTP) to manage transferring data. This protocol has been designed for
general application and it is not adequate for use in applications requiring high level
security. Thus, problems often occurred regarding security issues, for example,
reading, imitating, modifying E-mails by unauthorized people. These are serious
problems causing decrease in E-mail usage. Presently, new systems of sending E-mail
have been developed and implemented for higher security, such as S/MIME, PEM,
and PGP. However, these systems lack management, inspection, and verification.

This thesis proposed the secure E-mail system, called S-mail, having very high
level security. S-mail focus on security of transferring E-mail via Internet. It used the
concept of central security control, which provides better security than the distributed
one. Namely, a server will manage security of the system, including communication
services to users. Then, it encodes data by symmetric and asymmetric cryptosystems.
This approach helps improve the management, inspection, and verification of security
in the emailing system. This will increase confidence of sending importance messages.
S-mail provides many security services such as self-destruct E-mail, anonymous E-
mail, etc. These services are not provided in other systems. Experimentally, S-mail is
one of the highest security E-mail systems. This system can be used for practical
application.This thesis presents the model and structure of S-mail in detail. The
implementation and experimentation are also presented. The results are discussed and
evaluated and the improvements are suggested.




Fac.of Grad.Studies,Mahidol Univ. Thesis / v

3837890 SCCS/M L @139 : IeIMIANRNADT ; M. NeMsneuni e )
fdfgy -szuulsudidtian Insiafiinnnlasads
s o o a oy I a Aa L) = -1
fisirey 25swinom - szwylisudideen Instiandianulaeasisuudunesita
(TRUSTED ELECTRONIC MAIL SYSTEM ON INTERNET) ﬂﬂwﬂsiuﬂ"ﬁﬂ')ﬂﬂﬂaﬂﬂ'l
} 4
fiwus: M3 2edadng, PhD., gad #afmud, Ph.D., 94 wil1. ISBN 974-662-552-7

a v a a1 ] = o . .
Tasnamsaseananedian Insinduszuunsovisoumnesiln 9214 Simple Mail
Transfer Protocol (SMTP) Wudadamslumsiudedoya FafluTals Taneaignoonuumn
w uag lildeenuuuindmiumslFauiall fhilissuununlasadsia v ldRailgm
4” 1 u’.: 9 s a v o a’a’ &
Judegaiimunuanulasasslumsiudanineluilsgiuislusesmsitasusanuns
a & o & Ao quygy 4 A
mud lveanane niemsvluesanune Fuummeuanetrniiiiidldaannusedo
Tumsldaon  uatlgiunidinedumaziamnssuunssudaamnesian Tnsinldtinn
ar a 4 1 P o t yv
YavafsnIngadu 154 S/MIME , PEM, PGP 1@t lsAaussuumariganamsneduns

IAM3 MINVAY MIATIAL Msaanlunsdiiianain

aw as H da = { [ ) 1 R 1
ateativildeueszuyllsudidtmnInsiiniasads Fond S-mail #Hflszuy
[Y o v v 1 A o
anutaeadogs Taonfuteszuunmnlasaselunsdedeyarinunsevisumesitia Tauld
Q o - d A as 1 1
nanmsveansiamsanulasassuuuguinen Sz ldanmdasadshaniwuunszae
A - o o Y A o LY 14 G’I‘ 3y a
fio i Server Mhmimlumsiamsszuunnuiasassvssszuy wowialdusmmed
msdomsdeyadnquadld  uazldndnmadhatadoyalumsflestudenrufidewinunse
116 1A mann159eq Symmetric 118¢ Asymmetric cryptosystems u1l5zgnald Tasuwannu
1 4
fintlizmunsadelunsians msasadey msaamy nuduanudasadvszuusanuio
= =y o t 3 ' A ford ] 4 =
sianTnsiinszi ldiesu Warunidedelumssudedoyages aunsofiveldusmsszun
o ] d' o Y] d' o v (] o
amnlasadslunmeguuuigu samneivharsdueuiedsue wmnelhivszasdoon
'ﬂ 9 ] - v ' dyl:l 4 & 1 . 'i‘_] o
Wi Auau FuImsane marit lutiegluszuvdu vinmsnageunyn S-mail Wuszuui
b4
Tnmnlasadege uazansmi lill$an18v5 Sneniinusatuiies Idivaue luea uay
. o o 3 L]
Tnsaadeves S-mail  nisthlihlszgadldon wdeusininauemisnaaey wansnanou

t 4
wiowisedlsiena uazdereuouuzdmiumsdivilye






