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ABSTRACT

The Digital Signature is one of the cryptographic methods used for
authentication. The two keys, public key and private key, are used for cipherment the
original data. Currently, there is the standard document on the license of US
government for the standard algorithm on the digital signature for signing and verifying
processes. The algorithm consists of the modular and inverse modular computation that
are very complex to implement. The difficulty of computation of discrete logarithm and
the prime factorization of a large number are their strength enduring the attacking or
forging the signature or the data.

The Digital Signature is used to detect unauthorized modifications of data and
to authenticate the identification of the signatory. In addition to the recipient of signed
data can use a digital signature in proving to a third party that the signature is really
generated by the signatory. The Digital Signature Standard has two main algorithms,
the Secure Hash Algorithm (SHA-1) and the Digital Signature Standard (DSS).

SHA-1 is required for use with the Digital Signature Algorithm (DSA) as
specified in DSS. The SHA-1 is used by both the transmitter and intended receiver of a
message in computing and verifying a digital signature. The SHA-1 lets the condensed
message 160-bit long with the original message not longer than 2% bits . The SHA-1
can be also used in others propose, for instance showing integrity of the data. It is
computationally infeasible to find a message which corresponds to a given message
digest, or to find two different messages which produce the same message digest.

The DSS is used to generate the signature and to verify the signature. There is
much complexity in computation with the prime number, modular and modular inverse
computation in the form of bits operation. This thesis proposes the idea to improve this
standard algorithm to be ease of implementation in computation complexity, by
eliminating the inverse modular computation and some modular equation. The DSS
exploits the difficulties in computation of the discrete logarithm to prevent the user
from being attacked and forged the data on the signature by eavesdropper/wiretapping.
The new algorithm proposed by the author can meet this objective. Then the signer and
verifier can perform the digital signature more efficiently. This thesis describes such an
improvement both theoretically and experimentally.





