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ABSTRACT

Web servers use SSL/TLS protocol to establish secure communication
between clients and servers. The mechanism of SSL/TLS relies on a key pair to
validate the server and to protect the confidentiality of the data. However, many
websites are running on third-party servers or on cloud environments where website
owners have no control over the physical servers or the software including the
operating systems but still need to trust and store the private key on the servers. While
it is common to store the encrypted key on the disk, the web server still needs a
decrypted key inside the memory during the operation. Thus, an adversary could obtain
the private key residing on the web server’s memory.

We proposed a secure enclave for a web server running the high privilege
code that handles the secret keys inside an encrypted memory area by utilizing Intel
Software Guard Extension (SGX). This secure enclave protects the key from an
adversary by preventing external access to the secret keys memory area. The
evaluation results showed 19% to 38% reduced throughput depending on which cipher

suite is used and how a session key is handled.
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