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ABSTRACT

This research developed a Digital Video Broadcasting (DVB) Conditional Access
system (CAS) that allows using fixed Control Word (CW). Actually, the CW used to scramble
the video and audio channel is changed in seconds. The only complied Conditional Access
Set-Top-Box (CAS-STB) can be used to watch the channel but the Basic Interoperable
Scrambling System Set-Top-Box (CAS-STB) can not. In order to allow both CAS-STB and
BISS-STB to be used to watch from the same encrypted channel, the CW within the
Entitlement Control Message (ECM) should be modified.

This research project has developed the system called “Conditional Access
System Using Fixed Control Word (CASFCW)”. In CASFFCW, the signal encryption
structure has been changed. We create the conditional access on cable TV signal by using a
fixed key encryption system. The CASFCW has been examined and tested in the actual
applications for many situations. There are five types of STB selected for the experiment in
this research, 1) Set-Top-Box support only BISS brand PSI 2) Set-Top-Box support only
Conditional Access System brand SUN Box (ABV-CAS) 3) STB support only Conditional
Access System brand HUMAX (Irdeto-CAS) 4) STB support only Conditional Access
System brand GMMz (Novel-CAS) and 5) Set-Top-Box support only BISS brand D-Khoom.
The experimental results show that, the BISS-STB cannot be used to watch any channels that
are encrypted by using any CAS. A channel is encrypted by ABV-CAS and allows only their
STB to be used to watch the channel. The STB that support both BISS and Irdeto-CAS or
Novel-CAS are not able to be used to watch the encrypted channel by ABV-CAS. Finally, for
the channel encrypted by using CASFCW, both types of CAS-STB and BISS-STB allow
people to watch the channel.

KEY WORDS: DIGITAL VIDEO ENCRYPTION/ CONDITIONAL ACCESS SYSTEM/ /
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