DESIGN AND IMPLEMENTATION OF SNORT IDS RULES
MANAGEMENT

CHITTHAPORN SAE-NGOW

A THESIS SUBMITTED IN PARTIAL FULFILLMENT
OF THE REQUIREMENTS FOR
THE DEGREE OF MASTER OF SCIENCE
(COMPUTER SCIENCE)
FACULTY OF GRADUATE STUDIES
MAHIDOL UNIVERSITY
2007

COPYRIGHT OF MAHIDOL UNIVERSITY



Fac. of Grad. Studies, Mahidol Univ. Thesis /v

MIDDNUVULAE WA ﬂﬁ‘U?Wﬁ%@ﬂ15L?’E'J‘L!hlell511EJ\‘]ﬂﬁi?’]53%ﬁ®ﬂﬂ15uﬂ§ﬂﬂﬂﬂigﬂﬂﬁﬁﬂ
53‘]J‘]Jﬂ1i§li’3i]ﬁ’é]‘]ﬂ§uﬂ§lﬂ SNORT (DESIGN AND IMPLEMENTATION OF SNORT IDS
RULES MANAGEMENT)

0ol uw1d 4537073 SCCS/M

M. ANINMIADUNAADT)

k4

a a 4 a 4 % 4
AUTNTTUMIAIVANINGMUNUS: gATIIU Ng301591, Ph.D., n53A3 Ae3 IW 1591, Ph.D.,
Jam IgNFAAY, Ph.D.

UNAALD

1 a [ a (% (% a 9 1
Lﬂ?’f]ﬂﬂﬂllﬂ'l?‘]/lt’ﬂﬁﬁlhﬁﬂﬁﬂ?@ MUC-Net ﬁigﬂﬂiﬂ‘lﬂ1ﬂ31hﬂﬁﬂﬂﬂﬂﬂﬁ18ﬂfﬂﬂ]’lmlﬂ

38UY Firewall 3¥UU Anti-virus Lm%i%ﬂﬂ@]iﬁﬂ%ﬂﬁﬂﬂiﬂﬂ?ﬂ IDS leﬁﬂﬂmgiﬂiﬁﬁ%}%ﬁuﬂﬂ

v U aq Q v
a 1Y a Y 1 1Y v 9 Y
ﬂi&iﬂﬂ"ll@xﬁ\lﬁ'nﬂfJ'lﬁﬂﬂﬂﬂﬁuumﬂuﬂﬂﬁﬁﬁ’ﬁlﬂﬂllazﬂﬁlﬁﬂuﬁjuﬂzﬂiﬂﬂﬂWSIH muu%qmua
v
ABM3AAAITZUY Multiple IDS Taguaaz IDS a1W150ATIVIUMIYNTN Lazdd Alert oy |

o 9

dadquaszuuludiunarldsiunm

Y ~

3 { @ 1% o a {
Snort 11U Open-Source 1NEINVILUVATIVIVAYNTNN IA5UANNToNIINAGA Tag

¥a a
9 1

1¥1dnn1381984 Signature 130 Rules lumMIns193udyngn drvannuddquaszuvaniiug
Update Rules 104 @1%511AT0U18 MUC-Net AfdnpazuUnIz Y aynlun1s Update
Rules 1 Tnudeandosiusuiiudiudidy ioflezannnudowazanudonsnnmsyn
N wenIAIY inlFunn Rules AfifauaewdrafulsyAnsamlumsinauves Snor
Snde dnfus s inzAnmunis 190 Rules 199 Snort TuyUKRAARS Snort 428
Tua3soi 151 1eonuuumasiannssuumsu3msiams Rues  dmiuszan
Snort IDS LALINTZ10 1172nUE8 IDS Sensors 113 AAG 1Az uazi IDS Manager
‘ﬁWifﬁ‘ﬁ Update Snort Rules 1AV IDS Sensors tUUSH TUITA Lf‘lﬂ"l{?]l Download 910 snort.org
1oz IDS Sensors MitfiBeH1mMIn3299m3 10U Rules vounToq titoans1uaumsle Rules
winfu usdinenaoARdeIved Rules MszULANGIE Feszunniimsingzing o
Rules tiazindoq dafunazalsy@ngamozituaniy 15118n15@ada Snort IDS 7 Lab
$117u 4 1nTeq uaziimstaifiy Alert Logs nazdinszi ifluna 1 deu vlinud Rules
isudnoefigldau uasny False Alarms Ussian SNMP $1mauinn vinmsthdunanms

MUYBUATDUY

70 wih




Fac. of Grad. Studies, Mahidol Univ. Thesis / iv

DESIGN AND IMPLEMENTATION OF SNORT IDS RULES MANAGEMENT
CHITTRAPORN SAE-NGOW 4537073 SCCS/M

M.Sc. (COMPUTER SCIENCE)

THESIS ADVISORS: SUDSANGUAN NGAMSURIYAROJ, Ph.D., SONGSRI
TANGSRIPAIROJ, Ph.D., VASAKA VISOOTTIVISETH, Ph.D.

ABSTRACT

Mahidol University’s network or MUC-Net has deployed several security
mechanisms including firewalls, anti-virus, and an intrusion detection system or IDS.
But, the distributed structure of Mahidol University’s campuses makes it difficult to
detect and prevent intrusions from inside the network. One essential idea is to install
multiple IDS systems at several locations so that individual IDS would detect any
malicious attempts and send alerts to the central administrators in-charge of the time.

SNORT is the most popular open source IDS based on a set of signatures or
rules for detecting intrusions. Rule updates are primarily done manually by the system
administrator. But, for distributed nature of MUC-Net, the problem of updating rules
to ensure their consistency must be addressed to reduce risks and damages from
attacking. In addition, having every rule active would degrade the performance of
SNORT machines. Hence, the usage of SNORT rules at all locations must be
monitored.

In this thesis, we designed and implemented rules management for a
distributed SNORT IDS that consisted of IDS sensors installed at several locations,
and the IDS manager who automatically updates SNORT’s rules at every IDS sensor
when they are downloaded from snort.org. IDS sensors not only keep track of rules
usage at their machines to minimize the number of active rules, but also ensure rules
consistency among them. The system also analyzes rules usage of individual IDS.
Thus, the IDS’s performance would be enhanced. We install SNORT IDS sensors at
four computer labs, and alert logs for one month periods are collected and analyzed.
We found that only a few rules are actively used, and the number of false alarms is
high for SNMP-type since most network equipments use it for monitoring.
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