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ABSTRACT

The log file is the main instrument for recording all sequential events that have
happened in any computer system. It contains the important records that can be used to
investigate what abnormal behavior occurred in the past, and how it happened.
Currently, log files of enterprise networks have several responsible administrators
residing across departments in an organization. They have different roles and
responsibilities as well. The security policy of the organization will identify who has
the authorization to access which log file of all systems. How the authorization of
accessing log files is designed and implemented would be a significant issue, and that
would be our research focus.

In this thesis, we designed and implemented a trusted framework for managing
log file accesses in a distributed environment. The framework is enforced by the
organization’s security policy that specifies which administrators can access which log
files at what time. The experimental results in the four sample scenarios show that the
developed trusted framework would help us manage the log access authorization very

well.
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