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ABSTRACT

Nowadays the internet has been incessantly attacked in plenty of ways, and has
caused lots of damages. Network attacks frequently happen and extensively studied
are so-called denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks.
One of the most popular intrusion detection system (IDS) is Snort [9] which is open
source software. Snort performs both signature and anomaly detection, and also
provides a prevention mechanism such as dropping malicious packets. However, it
cannot identify anomaly patterns in attack traffic. Therefore, some suspicious traffic

may have gone thru to the target server.

We categorize network traffic into three categories: normal, suspicious and
malicious. Normal traffic is allowed to pass to the target server as usual, but the
technique of traffic shaping is applied for suspicious and malicious traffic in order to
limit the bandwidth of attacking traffic before they reach the target server. In this
thesis, we propose a model that measures the survivability of a web server under DoS
and DDosS attacks, and performs the prevention mechanism using filtering rules. The
server survivability is measured using a timeout indicating how long the server
survived under the attack. The model modifies Snort in-line by incorporating our
prevention mechanism. The experimental results show that the server has a higher

degree of survivability under our proposed model than the original Snort.

KEY WORDS: INTRUSION DETECTION AND PREVENTION / DOS ATTACK /
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