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ABSTRACT 
The purpose of this study was to develop a security model to prevent 

eavesdropping on VoIP networks that is efficient and effective. Our approach was to 
correct the weak points of previous research work which exchanged private keys 
between conversation partners and encrypted data with partial encryption patterns. 
 The scheme of correction was divided into two parts as follows: 

First, the key exchange between conversation partners with the symmetric-
key model using the Elliptic Curve Diffie-Hellman key exchange replaced the simple 
Diffie-Hellman key exchange. 

Second, the process of data encryption which makes use of Elliptic Curve 
Cryptography (ECC) with partial encryption m:n model also enhanced the efficiency 
of eavesdropping protection. 
 A system prototype was built according to these specifications and a series 
of experiments were performed. The results showed that the new model performed 
better in terms of eavesdropping protection and the efficiency of implementation.  
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CHAPTER I 

INTRODUCTION 

 

 

This research is to study an encryption process by partial encryption with 

Elliptic curve cryptography (ECC) as to protect eavesdropping of data which 

emphasizes on two partners’ conversation   in order to increase efficiency of security 

protection for voice data on IP network. 

The process of sending message or communication has been established 

for a long time and there is a continuous development on message sending model. 

Starting from using human as a message sender, we develop to  send a message with 

inventions from nature by using smoke signal, light signal or sound signal that are area 

limited. Therefore, people develop and search for new invention of communication 

such as telephone system, telegraph to reduce area limited problems. Consequently, 

many new technologies emerge for telecommunication which make fast 

communication and with farer distance. 

Voice over IP is one of the communication systems which are developed 

from telephone system and sending data via internet protocol to send voice signal via 

internet protocol which is popularly using due to the low service charge. The 

investment to expand VoIP system is less than the investment for the basic phone or 

the public switched telephone network (PSTN) and the quality development in 

communication is close to the PSTN. 

For the security concern of Voice over IP system, usually on IP network, 

there are many insecurity risks like attacking from viruses such as Trojan Horse, 

including the eavesdropping of telephone conversation from third party, the 

consequences are grave as the results of eavesdropping yield various impacts directly 

to the business or activities of the organization. 

Therefore, the eavesdropping issue is one of the important concerns 

needed to be corrected to protect business damage of organization. There is a study by 

using ECC encryption and analysis, and security protection efficiency. Then a system 
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prototype is developed to be in line with partial encryption as to increase the security 

efficiency by using Diffie-Hellman key exchange and partial encryption. 

In this research we perform various experiments for many different 

encryption models and the efficiency experiment of the designed system by comparing 

to the existing model. The comparison is done in terms of protecting the attack, 

performance and the complexity of program.  

The research composes of 7 chapters as follows: 

• Chapter 1: Introduction discusses the overall work study and the 

organization of this research project document. 

• Chapter 2: Problem Statements explains problems obtain from 

literature survey and describes about objectives and scope of work. 

• Chapter 3: Conceptual Design explains about conceptual design of 

Elliptic curve cryptography to protect eavesdropping and Elliptic curve Diffie-

Hellman key exchange to assist in exchanging key.  

• Chapter 4: System Design explains the designing process by 

expressing in structure chart, including the details of designing steps. 

• Chapter 5: System Implementation explains how to implement the 

designed system. 

• Chapter 6: Experimental Results explains the experimental steps for 

the designed system in its efficiency by testing, recording and comparing the results. 

• Chapter 7: Discussion and Conclusion concludes the experimental 

results and compare them to the existing work obtained from the literature survey.  
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CHAPTER II 

PROBLEM STATEMENTS 

 

 

2.1 Motivations 

Voice over IP (VoIP) is a technique in communication for sending voice 

data over the IP network. The basic concept is that the voice data is converted to data 

packets and transmitted to the destination using internet protocol. After the 

destinations receive the data packet, it converts the data packet to voice data. VoIP is 

adopted in a number of voice communication technologies such as, IP phone, soft-

phone, VoIP on PSTN (Public Switched Telephone Network), VoIP on mobile phone 

network. VoIP is widely popular, due to a number of advantages over PSTN. For 

example, the service cost of VoIP is cheaper and easily scalable. The VoIP system 

consumes less traffic bandwidth, because of the compression technique. Moreover, 

pictures, video, and audio, transmission over VoIP are also possible. It is easy to 

develop an application for supporting upon user requirements. However, VoIP has a 

number of inherited disadvantages in terms of securities. The good examples of the 

problems are denial of service, service abuse, eavesdropping and interruption of 

service. 

Especially, in terms of the eavesdropping, the trapping of a conversation as 

to gain access to confidential information for personal benefits would cause the 

damage to the discoursers. Eavesdropping also leads to the other security problems, 

such as modification of voice data, interception of voice data to intercept transmission 

to their destination and man-in-the-middle. Presently, eavesdropping on VoIP system 

is easily possible, as eavesdroppers can download tools over the internet from various 

sources. Such tools are, for example, UCSniff, Ethereal, Snort and tcpick for 

exploiting eavesdropping on conversations. Therefore, it is important to study and 

analyze this issue in order to prevent and reduce eavesdropping problems. This is a 

challenging and interesting topic. 
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To study and analyze techniques to eavesdrop, the most common methods 

that eavesdroppers use are capturing and recording the conversation. They, then, 

analyze the data to find RTP packets. After they successfully obtain the RTP packets, 

they assembly the RTP packets, then decode the data and lastly listen to the 

conversation. 

There are a number of studies in order to prevent eavesdropping, among 

them; the most common methods are key exchange and data encryption. These 

methods enhance VoIP with more security, thus better protection from eavesdropping. 

There are number of encryption methods, such as DES, AES, RSA and ECC. 

Accordingly, a further study and research to find out the method of key 

exchange and encryption for eavesdropping protection is focused in this thesis. This is 

to develop the eavesdropping protection to be more effective later discussed in the 

next section 

 

 

2.2 Literature Survey 

In this section, key exchange methods and encryption, including how to 

improve security, methods for prevention of eavesdropping of VoIP are discussed. The 

detail of the literature survey is as follows: 

 

2.2.1 Key Exchange Methods 

The eavesdropping protection methods widely used are data encryption. 

Normally, an encryption method requires a key for encryption and decryption. Each 

user must have the own key. The keys may be identical or different. It depends on the 

encryption method. In case of the identical key used for encryption and decryption, it 

is called symmetric-key. In case of the difference keys used for encryption and 

decryption, it is called asymmetric-key. There are the several ways for exchanging the 

keys, such as sending the clear text keys via the network, using key exchange protocol, 

using key distribution center server. However, it is fairly easy to exploit the 

eavesdropping as mentioned earlier. Thus, the sending the clear text keys via the 

network is clearly not secured.  As for using the server to distribute key, ideally only 
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the discoursers should know the key. However, others may be obtained the key 

directly from the server or by using counterfeit server and send spoofing keys to 

discoursers. Thus, key exchange protocol is interesting and is primarily focused for the 

study of eavesdropping protection as discoursers can define their own key. The key 

exchange method studied is as follows: 

 

2.2.1.1 Diffie-Hellman key exchange 

Diffie-Hellman key exchange [1] is a key exchange protocol 

that used for creating and exchanging the shared secreted key. Users have the key 

agreement that only the party of discoursers know. Diffie-Hellman key exchange was 

developed by Whitfield Diffie and Martine E. Hellman, in 1976. It works for sharing 

the secret key in the symmetric-key encryption process. 

Afterward, Diffie-Hellman key exchange is developed to be more secured. 

For examples, a distributed key-changing mechanism [2], which was designed to 

distribute multi-key primarily, used for encryption and decryption. Thus, every time a 

packet is transmitted, the key is changed, resulting in a more secured VoIP. Moreover, 

Diffie-Hellman technique is further developed to multiple two-party keys and one 

multi-party key [3] to enhance the communication between discoursers to have more 

than one secret symmetric key for both encryption/decryption. Therefore, Diffie-

Hellman key exchange method is interesting for creating the shared secret keys in the 

symmetric-key encryption process that can prevent the eavesdropping.   

 

2.2.1.2 Elliptic Curve Diffie-Hellman 

The problem at hands for Diffie-Hellman key exchange is the 

man-in-the-middle. It means the eavesdropper disguised as a conversation partner and 

made the discoursers to understand that he is the real conversation partner. Thus, the 

eavesdropper could get the secret key from the discourser. The detail is explained in 

the figure 2.1. 
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`

User A

`

Man-in-the-middle

`

User B

Network

 

Figure 2.1 Man-in-the-middle method 
 

For this reason, the key exchange algorithm development is needed to 

prevent man-in-the-middle problem. The protocol of interest and study is an Elliptic 

Curve Diffie-Hellman. It creates and exchanges keys, and uses points in Elliptic Curve 

equation as shared secret keys. From the Elliptic Curve Diffie-Hellman key exchange 

researches, it is found that the technique prevent man-in-the-middle problem better 

than Diffie-Hellman key exchange [4][5]. It, moreover, utilizes less process time and 

memory than Deffie-Hellman key exchange [6]. 

 

2.2.2 Data Encryption Methods 

In this section, the encryption methods used for preventing eavesdropping 

is discussed a number of studies of encryption methods is made. Thus, an advantages 

and disadvantages comparison among methods is concluded the methods studied are 

as follows: 

 

2.2.2.1 Data Encryption Standard and Advanced 

Encryption Standard (DES, AES)  

Data Encryption Standard is a block cipher that uses 56 bits 

shared secret key.   It is a symmetric-key encryption, standardized by National 

Institute of Standard and Technology (NIST). The encryption process is fast, and, thus, 

used widely. For example, DES for digital images[7] by using integration of DES 

algorithm and Chaos base image encryption to apply in a new image encryption 

algorithm. Thus would enhance the performance of the Chaos base image encryption. 
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Moreover, implementation of DES on Field Programmable Gate Array(FPGA) fasten 

DES speed.[8]  

In later time when the brute-force attack and guessing password were 

developed to be more efficient, the secret keys size of 56 bits is inadequate to prevent 

attacks. Thus, DES was further developed to employ a new encryption method called 

Triple Data Encryption Algorithm (TDEA). The encryption operation is shown in 

figure 2.2. TDEA encryption operation consists of 3 times of DES 

encryption/decryption that uses 3 distinct keys.   

 

 

Figure 2.2 Triple Data Encryption Algorithm (TDEA) 
 

Later on, a new encryption algorithm is developed to use a longer key that 

make it more difficult to brute force. It is Advanced Encryption Standard (AES), a 

block cipher that encrypted by symmetric-key method similar to DES. It is able to use 

key length of 128 bits, 192 bits and 256 bits for encryption. The key length is 

determined by to the length of cipher blocks. There are a number of applications 

utilizing AES, and a number of aspects of developments, such as, replacing DES – 

easily break by cracker [9], AES on the smart cards application. There is a 

development of AES algorithm by development of s-box which enhances AES 

component efficiency [10], using Graphic Processing Unit (GPU) for assisting AES 

encryption computation to obtain faster speed. [11] 

Moreover, there is a concern in the security of DES, AES, and other 

symmetric-key encryption. If the key is compromised and the attacker gain knowledge 
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of the key, he is able decrypt the conversation messages. Thus, the key must be kept 

confidential. However, there are many methods to solve this problem. Such examples 

are using of the key agreement protocol to send the secret key, or changing of 

encryption method to asymmetric-key that uses public key and private key for both 

encryption and decryption, which will be discussed in the following sections.  

 

2.2.2.2 RSA 

RSA is an asymmetric-key encryption method, invented by 

R.L Rivest, A. Shamir and L. Adleman, in 1977. It used public key and private key for 

both encryption and decryption. The keys are usually large in sizes, such as 1024 bits, 

2048 bits, etc. It is generally hard to guess for the keys. Normally, public key is used 

for encryption while private key is used for decryption. The public key is opened to 

the public. Both public key and private key are generated by modular arithmetic 

calculation. From the literature survey, it is found that when RSA is used to encrypt a 

large message, it takes a long time. Thus, RSA is generally used in digital signature 

[12] and user authentication. Both of which are short message. 

Presently, the 1024-bit keys may be breakable, because of the tools for 

breaking are developed to be more efficient. Thus, a longer key size is needed for 

encryption. In RSA, if a longer key is used, it takes a long process time as well.  

Therefore, a new method with more efficiency is needed to replace RSA. 

 

2.2.2.3 Elliptic Curve Cryptography (ECC) 

Elliptic Curve Cryptography (ECC) is an asymmetric-key 

encryption that uses public key and private key for encryption and decryption similar 

to RSA. A private key is randomly chosen. The key length could be 160 bits, 192 bits 

or 224 bits depending on application it is being used on. A public key is generated 

from an operation between private key and base point on Elliptic Curve equation. 

Then, the public key is exchanged among discoursers. Once the discoursers receive the 

public key, the key then is operated with private key. The operation result is then used 

for data encryption/decryption. 
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In the study of asymmetric-key encryption, ECC uses the process time less 

than that of RSA. [13] The strengths comparison for encryption reported by NIST 

(National Institute of Standard and Technology) is shown in table 2.1. [14] 

 

Symmetric key 
length(bits) 

IFC (e.g.RSA) 
key length(bits) 

ECC (e.g. ECDSA) 
key length(bits) 

80 k=1024 f=160-223 
112 k=2048 f=224-255 
128 k=3072 f=256-383 
192 k=7680 f=384-511 
256 k=15360 f=512+ 

 

Table 2.1 Encryption strength comparison by NIST 
 

It is noted that, in table 2.1, at the same encryption strength, ECC uses 

shorter key than RSA. 

In addition, ECC is used widely. It is primarily used in wireless network 

[15], Mobile Ad hoc Network [16], etc. ECC technology adopted trend in the industry 

is increasing. Thus, ECC technology is an interesting topic to study and develop. 

 

2.2.3 Partial Encryption for Eavesdropping protection  

In the literature survey, only encryption is not strong enough for the data 

security. Especially, when the data is tapped, attackers know the encryption method 

and the key is correctly guessed. The data can be decrypted. Therefore, a study in the 

partial encryption is focused for data security enhancement. In partial encryption, data 

is grouped into blocks, and then some blocks are encrypted while leaving some blocks 

unencrypted. Several methods, such as DES, AES, etc, can be used in partial 

encryption technique.  If the data is tapped, the attacker listened to the voice data that 

is decrypted. Yet, he can not understand the meaning of voice that he listens to. There 

are several pattern for partial encryption, such as 1:M partial encryption :- the 1 block 

of data is encrypted and M-1 blocks are unencrypted [17], M:N partial encryption:- the 

M blocks of data is encrypted and N blocks of data is unencrypted. [18] The limitation 

1:M partial encryption method is that if more than 5 consecutive blocks are 
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unencrypted, data security could be compromised, because the attacker could 

understand the meaning of voice data that he tapped without any decryption. 

In addition, in the research, DES is used for data encryption. Usually, DES 

uses the key size of 56 bits, which is the very short comparing to the other encryption 

methods. It is easy to guess the secret key. Thus, the study to find other encryption 

methods that has the strength more than DES to enhance the data security is made.   

 

 

2.3 Objective 

The objective of this project is to study and experiment the key exchange 

method in data encryption and partial encryption technique as to build a model for 

voice eavesdropping protection. Different encryption methods are used for 

eavesdropping prevention and data security enhancement. Then, a test system is 

designed for checking data security to ensure that encryption is highly effective.     

 

 

2.4 Problem Statements 

Presently, VoIP technology is used widely, because of the low cost and 

variety of applications. However, the eavesdropping problem remains a serious issue, 

which may be the cause of tremendous damages to business. 

In the research survey [17][18], the eavesdropping prevention that uses 

Diffie-Hellman key exchange to exchange secret keys and uses DES for partial 

encryption resulted in several drawbacks. It does not solve man-in-the-middle 

problem. When it is attacked by man-in-the-middle, he could obtain the secret key. 

Another problem is that the 56 bits key length used in DES for partial encryption. It is 

a short key, thus easy to be guessed and render the system insecure.  

Thus, encryption methods are studied to search for efficient eavesdropping 

prevention technique.  
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2.5 Problem Scope 

This project scope and assumption for solving the problem mentioned 

earlier are the following, 

1. Study and experiment to simulate the system as a 2 person party 

conversation. They exchange a secret key prior to the conversation. Once the 

conversation starts, the system also starts to encode voice message using codec G729 

to reduce bandwidth usage. Then the system employs partial encryption technique to 

prevent eavesdropping and to enhance data security. 

2.  The method for key exchange is ECDH. 

3.  The methods for partial encryption are DES, RSA and ECC. 

4.  To study and experiment for eavesdropping prevention, a simulation 

run  based on one way communication on a network from one user to the other user, 

and no packet loss is assumed. 

Copyright by Mahidol University



Thidarat Hatthabunjong   Conceptual Design/ 12 

 

CHAPTER III 

CONCEPTUAL DESIGN 

 

 

3.1 Protection Model for Eavesdropping 

 The research work of eavesdropping protection by using DES with partial 

encryption on digital network still yielded quite a number of weak points regarding the 

security concerns. This chapter will propose a concept to solve the problem of the 

eavesdropping by using Elliptic Curve cryptography (ECC) to encrypt data in partial 

encryption pattern as the following details: 

 

3.1.1 Elliptic Curve Encryption Model for Eavesdropping Protection 

 The model uses the public key and private key for encryption. It used the 

points of Elliptic Curve equation 

          y2 = x3+ax+b (mod q)   (3.1) 

 by 

            4a3+27b2 ≠ 0 (mod q)  (3.2) 

to operate with the private key and public key that use for encryption and decryption.  

We use Elliptic Curve encryption to do partial encryption to replace DES which has 

low security because the shared key in use is a short length. If there is an 

eavesdropping occurs and the shared key in DES is known, the cryptanalysis can be 

done easily. 

The encryption with ECC is using longer length key and can be disclosed. 

The key has more strength in terms of higher security. The system which we designed 

is operated in a conversation that have user A and user B are the discourser. The 

designed system is divided into three parts. 
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3.1.1.1 Key Setup 

This process is designed to exchange the public key for 

encryption between the communicators. The process starts when user A wants to 

communicate. User A generates the Elliptic Curve domain parameters, the number of 

block for partial encryption and the random private key. He calculates his own public 

key and sends the Elliptic Curve domain parameters and the public key to his 

conversation partner, user B. Upon user B receives the message, he randomizes private 

key of his own and calculates his own public key. He sends his own public key to user 

A. The workflow is described in figure 3.1. 

 

 
 

Figure 3.1 Public key exchange between user A and user B 
 
 

3.1.1.2 Voice data Transformation  
 

 
Figure 3.2 Voice data transformation model 
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It is the design of voice data transformation system which is 

started when user A wants to make a conversation. User A sends m:n blocks for partial 

encryption to user B, then user A begins the conversation. The system encodes voice 

signal to reduce bandwidth with codec G729. The encoded data is encrypted with user 

B’s public key for eavesdropping protection. Then the system delivers the encrypted 

data via network to user B. He decrypts the message with his own private key and later 

decodes the decrypted data with codec G729 to listen the message. The workflow is 

summarized in figure 3.2. 

 
3.1.1.3 ECC partial encryption 

 
 

         
 
 

Figure 3.3 Grouping m:n blocks method 
 

This part is to design an encryption with ECC by partial 

encryption in 1:m pattern or m:n pattern. Starting from the encoded conversation voice 

by codec G729 is arranged into the blocks. The obtained blocks are grouped. Each 

group composes of m+n blocks as shown in picture 3.3. In the encrypted a group 

process, the system coverts a block to one point and operates the adding point 

operation with the point that is operated with the user’s key. It repeats the encrypted 

process until the number of the encrypted blocks is equaled m, then it unencrypted or 

don’t make the adding point operation with the blocks n numbers. The results are the 

encrypted data m blocks and unencrypted data n blocks as shown in figure 3.4. 
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Figure 3.4 Encryption method for Elliptic Curve Cryptography partial encryption 

 

The decryption with ECC by partial encryption type is to arrange the 

received data into groups. There are m+n points in one group. Each group is decrypted 

by adding a point with the negative value of the point that was operated with user’s 

key. It repeats the decrypted process until the number of the decrypted points is 

equaled m and ignores adding point operation for n points, after that it coverts points 

to encoded voice data. The encoded voice data is decoded for the next steps. The detail 

is shown in figure 3.5. 

(Pa, Pm(x,y)+kaPb) m blocks 

+

(Pa, Pm(x,y)) n blocks

Convert 

Pm(x,y) to Bit 

Stream

Decode 

G729a

User B

Private key kb

Network

Decrypt m:n

Decrypt m Blocks

Pm(x,y) + kaPb -kbPa

Not Do Anything n 

Blocks

 
 

Figure 3.5 Decryption method for Elliptic Curve Cryptography partial encryption 
 

 

3.1.2 Elliptic Curve Diffie-Hellman for Eavesdropping Protection 
 

Elliptic Curve Diffie-Hellman key exchange is a key exchange developed 

from Diffie-Hellman key exchange using a point of Elliptic Curve equation to be a 

key. The literature survey for eavesdropping protection [17] [18] use Diffie-Hellman 

Key exchange in exchanging key which is always encountered man-in-the-middle 

issue in operating. Therefore, a search for exchanging key method to prevent man-in-

the-middle is to use Elliptic Curve Diffie-Hellman which is considered to be better 

secure and more efficient than Diffie-Hellman key exchange. 
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The use of Elliptic Curve Diffie-Hellman to assist in eavesdropping 

protection is designed to have working model in exchanging key between the two 

communicators, user A and user B. The operation started when user A wants to 

exchange key, user A generates the Elliptic Curve domain parameters and calculates 

the value of parameters to set up a key. User A sends the calculated parameters to user 

B. Upon user B received, User B calculates his own parameters and sends back to user 

A. Both users then use the obtained parameters to calculate his shared key. The 

workflow is shown in the Figure 3.6. 

 

                   
 

Figure 3.6 Elliptic Curve Diffie-Hellman key exchange method 
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CHAPTER IV 

SYSTEM DESIGN 

 

 

According the solutions that are designed for eavesdropping protection on 

VoIP network, they are separated the solutions in 2 issues for solving the problem, the 

first issue is solving the DES partial encryption defect that used the short key and the 

second issue is man-in-the-middle protection for Diffie-Hellman key exchange. 

Elliptic Curve encryption is instead of DES encryption and the Elliptic Curve Diffie-

Hellman key exchange is instead of Diffie-Hellman key exchange. This chapter 

describes the system that is designed in the previous chapter. There is the detail as the 

follow. 

 

 

4.1 Elliptic Curve Encryption Model for Eavesdropping Protection 

This session, the model for eavesdropping protection is designed by using 

Elliptic Curve encryption with partial encryption for solving the DES defect. There is 

the system overview on the figure 4.1. It is separated to 2 subsystems as the Setup Key 

and the Transfer Data. 
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Figure 4.1 Elliptic Curve Encryption Model for eavesdropping protection structure 
chart 

 

The Setup Key process is designed for user’s public key exchange. The 

Transfer Data process is the procedure that encodes voice message from the 

conversation to reduce the bandwidth usage, and encrypts the data with ECC partial 

encryption. The encrypted data is transmitted between the communication parties, 

after that the encrypted data is decrypted and decoded to voice message. There is the 

design detail as the follow. 

   

4.1.1 Setup Key 

Because Elliptic Curve encryption uses the public key for encryption, thus, 

the system is designed the process that used for exchanging the public key. There is 

the procedure for key exchange in the figure 4.2. The process start from, a 

communicator called user A wants to make a conversation. User A sends the request 

to user B. When user B accepts the request from user A, user A starts to send Elliptic 

Curve domain parameters and public key to user B. Upon user B gets the parameters, 
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user B sends his public key to user A. All of these steps are separated to 2 groups, 

Send Key and Receive Key. There is the detail as       

 
 

Figure 4.2 Setup Key process flow 
 

4.1.1.1 Send Key 

This process is designed for sending Elliptic Curve domain 

parameters, the number of blocks for encryption and the public key for partners of the 

conversation. There is the detail as the follow. 

 

4.1.1.1.1 Send Elliptic Curve Domain 

Parameters and Public Key 

Definition: This process used for sending Elliptic Curve domain parameters, public 

key. The process starts from, the origination partner generates the Elliptic Curve 

domain parameters, selects the base point and private key. Then the origination partner 

calculates the public key and sends the Elliptic Curve domain parameters and public 

key to the destination partner. The process shows in the figure 4.3. 
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Figure 4.3 Send Elliptic Curve Domain Parameters and Public Key flowchart 
 

Pseudo code: 
 Generate Elliptic Curve domain parameters; 
 Select base point; 
 Random private key; 
 Calculate public key; 
 Send parameters and public key; 
 

4.1.1.1.2 Send Public Key 

Definition:  This process works for sending the destination partner’s public key. The 

process starts from the destination partner random the private key, calculates the 

public key from the Elliptic Curve domain parameters that is saved in memory and 

sends the public key back to the origination partner. The process detail is shown in the 

figure 4.4.  
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Figure 4.4 Send Public Key flowchart 
 

Pseudo code: 
 Random private key; 
 Get Elliptic Curve domain parameters; 
 Calculate public key; 
 Send public key to network; 
 End; 
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4.1.1.2 Receive Key 

This process is designed to receive Elliptic Curve domain 

parameters for the partial encryption and public key. There is the detail as the follow. 

 

4.1.1.2.1 Receive Elliptic Curve Domain 

Parameters and Public Key 

Definition:  This process works for receiving Elliptic Curve domain parameters and 

public key from the network and saving all parameters. The process is shown in the 

figure 4.5. 

 

 
 

Figure 4.5 Receive Elliptic Curve Domain Parameters and Public Key flowchart 
 

Pseudo code: 
 Get parameters and public key from network; 
 Save parameters and public key; 

 

4.1.1.2.2 Receive Public Key 

Definition:  This process works for receiving the public key from the network and 

saving the key in memory. It shows the detail in the figure 4.6. 
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Figure 4.6 Receive Public Key flowchart 
 

Pseudo code: 
 Get public key from network; 
 Save public key; 
 End; 
 

4.1.2 Transfer Data 

The Transfer Data process is designed for encrypting data by ECC with 

partial encryption pattern for solving DES problem that is mentioned in the previous 

session. The process is shown in figure 4.7. It is separated into 2 subsystems. There 

are the Send Data and the Receive Data. The Send Data process is the step to encrypt 

data with m:n partial encryption and to send encrypted data to partners via VoIP 

network. The Receive Data process is the step to receive encrypted data from VoIP 

network and to decrypt the encrypted data. There is the detail as the follow. 
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Figure 4.7 Transfer Data process flow 
 

4.1.2.1 Send Data 

This process works for receiving the voice data from the 

origination partner, encoding the voice data with codec G729 to reduce bandwidth 

usage, encrypting the data with m:n partial encryption with ECC and sending the 

encrypted data to the destination partner. There are the steps as the follow. 

 

4.1.2.1.1 Encode Data 

Definition:  This process work for receiving the voice data from the origination 

partner and encoding the voice data with codec G729 to reduce bandwidth usage. The 

process detail is shown in the figure 4.8. 
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Figure 4.8 Encode Data flowchart 

 
Pseudo code: 
 Get voice data; 
 Encode voice data; 
 

4.1.2.1.2 Encrypt Data 

Definition:  This process works for encrypting the voice data of a conversation. It 

starts from receiving the encoded data from encode data process. Then the public key 

is calculates for the parameter to encrypt. The encryption is to convert the encoded 

voice data into points and to encrypt data m blocks with the calculated parameters and 

unencrypted data n blocks, then the result is recorded in buff_net. The encryption steps 

are repeated until the blocks are finished. The steps are shown in figure 4.9. 
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Figure 4.9 Encrypt Data flowchart 
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Pseudo code: 
 Get encoded data; 
 Get public key; 

Get M and N; 
Calculate encryption parameter; 
Do until the end of data 

Convert encoded data to points; 
 Encrypt points M:N blocks By public key; 

Write encrypted data to buff_net; 
ENDDO; 

 

4.1.2.1.3 Send Encrypted Data 

Definition:  This process works for sending the encrypted data that is saved in the 

buffer to destination partner. The process is shown in the figure 4.10. 

 

 
 

Figure 4.10 Send Encrypted Data flowchart 
 

Pseudo code: 
 Get packets from buff_net; 
 Send packets to network; 
 End; 
 

4.1.2.1.4 Send M,N 

Definition:  This process works for random M,N for partial encryption, encrypting 

M,N and sending the M,N to network before user begin the conversation. The process 

is shown in the figure 4.11. 
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Figure 4.11 Send M,N flowchart 
 

Pseudo code: 
 Random M,N; 
            Encrypt M,N; 
 Send M,N to network; 
 End; 
 

4.1.2.2 Receive Data 

This process works for receiving the data that is encrypted by 

partial encryption method from the network, decrypting the encrypted data and 

decoding with codec G729 for changing to the normal voice. The process has the 

detail as the follow. 

 

4.1.2.2.1 Receive Encrypted Data 

Definition:  This process works for receiving the encrypted data from network and 

saving in the buffer. The process is shown in the figure 4.12. 
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Figure 4.12 Receive Encrypted Data flowchart 
 
Pseudo code: 
 Get packets from network; 
 Write packets to buff_recv; 
 

4.1.2.2.2 Decrypt Data 

Definition:  This process works for decrypting the encrypted data from the network, it 

starts from the encrypted data is gotten from buff_recv, the public key is calculated for 

the parameter to decrypt. The decryption is to decrypt the encrypted data m blocks 

with the calculated parameters, to un-decrypted data n blocks and to convert points to 

the encoded voice data. The result is recorded in buff_decrypt. The decryption steps 

are repeated until the blocks are finished. The steps are shown in figure 4.13. 

Copyright by Mahidol University



Thidarat Hatthabunjong      System Design/ 30 
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Figure 4.13 Decrypt Data flowchart 
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Pseudo code: 
 Get public key; 

Get M and N; 
Get encrypted data from buff_rev; 
Calculate decryption parameter; 
Do until the end of data  

Decrypt encrypted data M:N blocks; 
Convert points to encode data; 
Write encoded data to buff_decrypt; 

 ENDDO; 
 

4.1.2.2.3 Decode Data 
 

Definition:  This process works for getting the decrypted data to decode with codec 
G729 for changing the decrypted data to normal voice data. The process is shown the 
detail in figure 4.14. 
 

Start

End

Get encoded data from 

buff_decrypt

Decode voice data

 
 

Figure 4.14 Decode Data flowchart 
 

Pseudo code: 
 Get encoded data from buff_decrypt; 
 Decode voice data; 
 End; 

 
4.1.2.2.4 Receive M,N  

 
Definition:  This process works for getting the M, N for decryption process that is 
received from the network. M and N number are decrypted and saved in the system. 
The process is shown the detail in figure 4.15. 
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Figure 4.15 Receive M,N flowchart 

 

Pseudo code: 
 Get M,N from network; 
            Decrypt M,N; 
 Save M,N; 
 End; 
 

 

4.2 Elliptic Curve Diffie-Hellman Key Exchange for Eavesdropping 

Protection  

The design uses Elliptic Curve encryption for key exchange. This issue 

uses to solve the man-in-the-middle problem of Diffie-Hellman key exchange. The 

system overview is shown in figure 4.16. It consists of 2 subsystems. There are the 

Send Parameters and the Receive Parameters. 
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Figure 4.16 Elliptic Curve Diffie-Hellman key exchange for eavesdropping protection 

structure chart 
 

The Send Parameters works for sending Elliptic Curve parameters and key 

components, which used for set up key, to IP network. The Receive Parameters is the 

receiving the Elliptic Curve parameters and key components from IP network. The 

process is shown in figure 4.17. 

 
    

Figure 4.17 Elliptic Curve Diffie-Hellman key exchange process flow 
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There is the detail as the follow. 
 

4.2.1 Send Parameters 

This process works for sending the Elliptic Curve domain parameters and 

key components to the destination partner. There is the detail as the follow. 

 

4.2.1.1 Send Elliptic Curve Domain Parameters and Key 

Components 

Definition:  This process works for sending Elliptic Curve domain parameters and key 

components to the destination. It starts from the origination partner generates the 

Elliptic Curve domain parameters and selects the base point G(x, y). Then the 

origination partner randomizes ka and operates ka with the base point G(x, y). The 

result of the operation is kaG(x, y) which is a key component for the destination 

partner evaluates the key. Then the origination partner sends the Elliptic Curve domain 

parameters and key component kaG(x, y) to the destination partner. The process detail 

is shown in the figure 4.18. 
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Figure 4.18 Send Elliptic Curve Domain Parameters and Key Components flowchart 
 
Pseudo code: 
 Generate Elliptic Curve domain parameters; 
 Select base point G(x, y); 
 Random ka; 
 Calculate kaG(x, y); 
 Send parameters and key components; 
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4.2.1.2 Send Key Components 

Definition:  This process works for sending the key component from the destination 

partner to the origination partner. The process starts from; the destination partner takes 

the Elliptic Curve domain parameters that are saved in the buff_key to operate with the 

random number kb. The result of operation is kbG(x, y) that is the key component for 

key evaluation. Then key component kbG(x, y) is sent to the origination partner. The 

key component in buff_key kaG(x, y) is calculated for key that used for encryption and 

decryption. The key is recorded. The process detail is shown in figure 4.19. 

 

 
 

Figure 4.19 Send Key Components flowchart 
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Pseudo code: 
 Get parameters and key components from buff_key;  
 Random kb; 
 Calculate kbG(x, y); 
 Send calculated parameter; 
 Calculate key; 
 Save key; 
 End; 
 

4.2.2 Receive Parameters 

This process works for receiving the parameters that is created or/and 

calculated by communicator. These parameters used for key exchange process. There 

is the detail as the follow. 

 

4.2.2.1 Receive Elliptic Curve Domain Parameters and Key 

Components 

Definition:  This process works for receiving the Elliptic Curve domain parameters 

and key component from the origination partner via the network. Then the origination 

partner saves the parameters on the buffer “buff_key” for calculating the key 

component and the key to encrypt. The process detail is shown in the figure 4.20. 

 

Start

Stop

Get parameters and key 

components from network

Save parameters and key 

components to buff_key

 
 

Figure 4.20 Receive Elliptic Curve Domain Parameters and Key Components flowchart 
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Pseudo code: 
 Get parameters and key components from network;  
 Save parameters and key components to buff_key;  
 

4.2.2.2 Receive Key Components 

Definition:  This process works for receiving the key components from the destination 

partner via network. Then the origination partner takes the key component to calculate 

the key that used for encryption and saves the value of key. This key is used for 

symmetry-key cryptography. The process detail is shown on the figure 4.21. 

End
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Start

Get calculated parameter 

from network

Calculate key

 
 

Figure 4.21 Receive Key Components flowchart 
 
Pseudo code: 
 Get calculated parameters from network;  
            Calculate key; 
 Save key; 
 End;  
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CHAPTER V 

SYSTEM IMPLEMENTATION 

 

 

5.1 Introduction 

This chapter discusses the implementation of the system designed in the 

previous chapter that used to improve the weak points of DES encryption. Elliptic 

Curve encryption is used to encrypt voice data with the partial encryption pattern. For 

implementation, there are 2 parties in a conversation that is simulated to send voice 

data via IP network. The system flow is shown in figure 5.1. 

  

Figure 5.1 A conversation flow 

Each user has an application for the partial encryption. The application has 

2 sections for processing as mentioned in the previous chapter. The first section is the 

Setup Key process that used for setup the public key to encryption. Another is the 

Transfer Data process that used for encrypting voice data, sending and receiving the 

encrypted data and decrypting the encrypted data. 

 In addition, there is the implementation of Elliptic Curve Diffie-Hellman 

key exchange that used for improving man-in-the-middle of the Diffie-Hellman key 

exchange. The system is simulated a situation that has 2 parties in a conversation. 

They want to make a conversation. Then they generate and exchange the share key 

components. The implementations of Elliptic Curve encryption by partial encryption 

pattern and Elliptic Curve Diffie-Hellman key exchange have the detail as the 

following. 
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5.2 System for Development 

For the implementation of the Elliptic Curve encryption model for 

eavesdropping protection and the Elliptic Curve Diffie-Hellman key exchange for 

eavesdropping protection, there is the hardware and software detail as the follow. 

 

5.2.1 Hardware for System Development 

There is the hardware detail as:  

-  Laptop size 14.1 ” 

-  Processor Intel Core 2 Duo T5850 / 2.16GHz.   

-  Data Bus Speed 667.0 MHz . 

-  Chipset Type Mobile Intel GM965 Express. 

-  Cache Memory type L2 cache, Size 2.0 MB .RAM, 

Technology DDR2 SDRAM 

 

5.2.2 Software for System Development 

There is the software detail for implementation as: 

- Operating system: Microsoft Windows XP Professional  

Service Pack 3 

- Compiler: Microsoft Visual Studio 6  

- API modules: 

o Encode/decode G729 : download from 

www.voiceage.com 

o ECC modules : from en.pudn.com[20] (included 

tommath  library[21] by Tom St Denis)   

o ECDH modules : download from 

www.pudn.com[22] (Include tommath  

library[21] by Tom St Denis) 
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5.3  Program Modules 

The designed prototype is developed with c language. The system shows 

the work processes on DOS window. There is the detail of each module as the 

following. 

 

5.3.1 Elliptic Curve Encryption Model for Eavesdropping Protection 

Modules 

This system uses the Elliptic Curve cryptography by partial encryption to 

enhance the security of sending voice data via IP network. The Elliptic Curve 

encryption model for eavesdropping protection system has 2 sections. There are the 

Setup Key and the Transfer Data that are shown in 4.1 (Figure 4.1). In this session, it 

is specific the encryption and decryption data process by ECC partial encryption. 

There is the implementation detail as the follow. 

 

5.3.1.1 Key Setup 

The Setup Key is the process that generates the public key for 

the communicators. It is separated to 2 processes. These are the Transmit Key and the 

Receive Key. In the deep detail, it consists of the key generating process and the 

public key exchanging process for each communicator. The implementation is 

simulated a conversation that has public key exchange process. There is the detail as 

the follow. 

 

5.3.1.1.1 Send Elliptic Curve Domain 
Parameters and Public Key 

This process works for generating Elliptic Curve 

domain parameters and the public key and sending them to the partner of the 

conversation. There is the detail for implementation as:   

Module Name: Send Elliptic Curve Domain Parameters and Public Key 

Input: -  
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Output: Elliptic Curve domain parameters G(x, y), b, a, q 
      Public key Pa(x, y) 

Procedure:  

   RandomPrimeNumber q, a; 
   Get b and base point G(x, y); 
   Random private key ka; 
   Calculate public key Pa(x, y) = kaG(x, y); 
   Send Elliptic Curve domain parameters and public key;  
 
Outputs example  
 
q=1217425042078398684680279880132568903876219964427404359818389 
a=57697 
b=35089 
Base point G(x, y)= (62753, 15720086) 
Private key ka= 333018277059836177033494153471094390179 
Public key Pa(x, y) = ( 
364574440283475677237871214615388413758481106393062480375829,  
516959352741426637255097918305831110766072581583890487061394) 

 

5.3.1.1.2 Send Public Key 

This process works for generating the public key 

and sending the public key to partner. The process is runs when it gets the data from 

the Send Elliptic Curve Domain Parameters and the Public Key process. The 

implementation is presented the detail as the follow. 

Module Name: Send Public Key 

Input: Elliptic Curve domain parameters G(x, y), b , a, q 

Output: public key Pb(x, y) 

Procedure:  

   Get Elliptic Curve domain parameters G(x, y), b , a, q; 
   Random private key kb; 
   Calculate public key Pb(x, y) = kbG(x, y); 
   Send public key Pb(x, y); 

Inputs example 

q=1217425042078398684680279880132568903876219964427404359818389 
a=57697 
b=35089 
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Base point G(x, y)= (62753, 15720086) 
Private key kb = 257531015935611097766843889170090036687 

Outputs example 

Public key Pb(x, y) = 
(263290561469539690081973979529876136562913847955929790439864,  
1135394324479121930115816185634044567829134083189184550314936) 
 

5.3.1.1.3 Receive Elliptic Curve Domain 
Parameters and Public Key  

This process works for recording the Elliptic Curve 

domain parameters and public key to the memory. This is instead of getting value 

from the IP network. 

 

5.3.1.1.4 Receive Public Key 

This process works for recording the public key to 

the memory. This is instead of getting value from the IP network.  

 

5.3.1.2 Transfer Data 

This process works for encrypting and decrypting the 

conversation message with ECC partial encryption. It consists of data encryption 

process, sending the encrypted data to the network, receiving the encrypted data from 

the network and data decryption process. The implementation is the one way 

communication. The detail of the modules that are implemented is the following. 

  

5.3.1.2.1 Encode Data 

This process works for encoding data with codec 

G729. There is the detail as the follow. 

Module Name: Encode Data 

Input: File.wav 

Output: bitstream 
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Procedure:  

   Read voice data from file.wav; 
   Encode voice data; 
   Write encoded data to file “bitstream”; 
 

The input is a wave file which is recorded from the conversation. When it 

is encoded, the output is recorded to binary file that user can not understand the 

meaning. The output file is smaller than the origination file. 

 

5.3.1.2.2 Encrypt Data  

This process works for encryption the encoded data 

by ECC partial encryption. There is the module detail as the follow. 

Module Name: Encrypt Data 

Input:   bitstream, private key ka, public key Pb,  
            the number of block for encryption m, n 

Output: Encryptoutfile 

Procedure:  

   Get m, n; 
   Get public key Pb; 
    Get private key ka; 
   Calculate kaPb; 
   Find the length of bitstresm file; 
   Group to blocks and find the total of blocks; 
   For(i=0; i<total of blocks; i++) 
      {    

Convert encode data to point Pm (x, y);  
If(j<n-1) {  
       If (j<m) {  
  Calculate Pm (x, y)+ kaPb 
          } else { 
  Do nothing; 
                     }  j++; 
               } else {  
        Do nothing; 
        j=0; 
        } 
 Write encrypted data to file Encryptoutfile; 
} 
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 For the implementation, the input data is the binary file that is sent from 

the encoding process. The output is recorded to binary file format that has the value of 

points in the in hexadecimal.  

 

5.3.1.2.3 Send Encrypted Data 

This process recorded the points that are encrypted 

to a file. It is instead of the sending data to the network process.  

 

5.3.1.2.4 Send M,N 

This process work for random m,n for partial 

encryption and sending m:n to the network. The m and n values are encrypted and 

saved in a file instead of sending m,n into network. The detail is the follow.  

Module Name: Send M,N 

Input:   -  

Output: Filem_n 

Procedure:  

   Random m, n; 
   Encrypt m, n; 
   Send m, n to network; 
     

5.3.1.2.5 Receive Encrypted Data 

This process read the data from a file that is the 

output from the Send Encrypted Data process. It is instead of the getting data from the 

network.  

 

5.3.1.2.6 Decrypt Data 

This process works for decrypting the data that is 

sent via the network. This data is the encrypted data with ECC partial encryption. 

There is the module detail as the follow. 

Module Name: Decrypt Data 
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Input:   Encryptoutfile, private key kb, public key Pa,  
              the number of  blocks for decryption m, n 

Output: Decryptoutfile 

Procedure:  

   Get m, n; 
   Get public key Pa; 
    Get private key kb; 
   Calculate kbPa; 
   While(!feof(Encryptoutfile)) 

{ 
   i=0;  
Read encrypted data; 
If(j<m) { 
       If (j<1) { 
 Calculate Pm (x, y)+ kaPb - kbPa; 
              } else { 
     Do nothing;  
         } 
        j++; 
   } else { 
        Do nothing;  
        j=0; 
 } 
   Convert Pm (x, y) to message; 
   Write the converted message to Decryptoutfile; 
} 
 

From implementation, the input data is a file which gets from the Encrypt 

Data process. When the data is finished to decrypt, the output file is in the binary file 

format.   

 

5.3.1.2.7 Decode Data 

This process works for decoding the data with 

codec G729. There is the module detail as the follow.    

Module Name: Decode Data 

Input: Decryptoutfile 

Output: filedecode.wav 
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Procedure:  

   Read file Decryptoutfile; 
   Decode data; 
   Write decoded data to file “filedecode.wav”; 
 

     For the implementation, the input data is a file that is the output 

from the decrypt data process. When the process is finished, the output is recorded in 

the filedecode.wav that has the information as same as the origination file. 

 

5.3.1.2.8 Receive M,N 

This process read the data from the file that 

recorded m,n for partial encryption. It is instead of the getting data from the network. 

Then m and n are decrypted and recorded in memory. 

Module Name: Receive M,N 

Input: Filem_n 

Output: m, n 

Procedure:  

   Get m, n from network; 
   Decrypt m, n; 
   Save m, n;  
 

5.3.2 Elliptic Curve Diffie-Hellman Key Exchange for Eavesdropping 

Protection Modules 

This module uses Elliptic Curve for key exchange process to solve man-in-

the-middle problem of Diffie-Hellman key exchange. The Elliptic Curve Diffie-

Hellman key exchange is separated to 2 processes. There are the Transmit Parameters 

and the Receive Parameters. The detail is shown in 4.2 (Figure 4.16). There is the 

implementation detail as the follow. 
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5.3.2.1 Send Elliptic Curve Domain Parameters and Key 
Components 

This process works for generating Elliptic Curve domain 

parameters and the key component and sending them to the destination. This process is 

run before users start the conversation.  The implementation detail is the follow. 

Module Name: Send Elliptic Curve Domain Parameters and Key Components 

Input: -  

Output: Elliptic Curve domain parameters G(x, y), b, a, q, n 
    key component kaG(x, y) 

Procedure:  

   RandomPrimeNumber q, a; 
   Get b, order n and base point G(x, y); 
   Random ka; 
   Calculate kaG(x, y); 
   Send Elliptic Curve domain parameters and key component;  
 
Outputs example  

p = 39107 
a = 24331 
b = 20469 
n = 7823 
G(x, y) = (1, 3886) 
ka = 1797 
kaG(x, y) = (734, 35591) 
 

5.3.2.2 Send Key Components 

This process works for generating and sending the key 

component to the origination partner. The implementation detail is the follow. 

Module Name: Send Key Components 

Input: Elliptic Curve domain parameters G(x, y), b, a, q, n 

Output: key kbkaG(x, y) 
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Procedure:  

   Get Elliptic Curve domain parameters G(x, y), b, a, q, n; 
   Random kb; 
   Calculate kbG(x, y); 
   Send key component kbG(x, y); 
   Calculate key = kbkaG(x, y); 
   Save key; 
 
Inputs example 

p = 39107 
a = 24331 
b = 20469 
n = 7823 
G(x, y) = (1, 3886) 
Random kb= 876 
 
Output example 

kbkaG(x, y) =  (37136, 245) 

 

 5.3.2.3 Receive Elliptic Curve Domain Parameters and 
Key Components  

 This process works for recording the Elliptic Curve domain 

parameters and key component to the memory. This process is instead of the getting 

the parameters from the network. 

 

5.3.2.4 Receive Key Components 

This process works for receiving the key component from the 

network. And then the key component is calculated for the secret key that used for 

symmetric-key cryptography method. The implementation detail is the follow.  

Module Name: Receive Key Components 

Input:  kbG(x, y), ka 

Output: key  
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 Procedure:  

   Get key component kbG(x, y) and ka; 
   Calculate key = kakbG(x, y); 
   Save key; 

Inputs example 

kbG(x, y) =  (29829, 35767) 
ka = 1797 

Output example 

kakbG(x, y) =  (37136, 245) 

 

 

5.4 System Testing 

Normally, when the system is designed and implemented, it has to be 

tested to prove that the system has the accuracy and cans work in the real world. This 

section discusses how to test the Elliptic Curve encryption by partial encryption and 

Elliptic Curve Diffie-Hellman key exchange. The detail is in the following. 

 

5.4.1 Elliptic Curve Encryption Model for Eavesdropping Protection 

Testing 

To test the operation of the Elliptic Curve encryption that is implemented 

in section 5.3.1, the accuracy of the module is checked to be used. The test is divided 

into four major sections as the follow. 

a.   Setup key testing  

b.   Encode/Decode testing  

c.   Encrypt/Decrypt testing  

d.   Partial encryption testing  

The tests that we mention above have the detail as the follow. 

 

5.4.1.1 Setup Key Testing 

This test used for checking the parameters that are generated in 

the Setup Key process. The public key and the private key should have the difference 
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values. The testing method is presented the parameters that are generated in each 

process. The results are: 

 
q = 1170643750742533585796565017801524581793056287535910860001223 
a = 44257 
b = 46489 
G(x, y) = (58229, 14051148) 
 
Private key ka= 1077365291337704779276812540415770625384343421583 
Public key Pa= 
(269214686521869695505952553275084139553763530769280476634393,  
913762390784879965526004289135222163008694119532075945246253) 
 
Private key kb=  749254934530056506396735852509208700720680901607 
Public key Pb= 
(678164438673767695365832673948762002269199269275360378015200, 
887300784208255172089479910564498583502159252769643378751331) 
 

When the public key is operated with the private key, the outcome of the 

results should be the same. The results are: 

 
kaPb = (752936687897254652397383970712122187605391535117740356112262, 
47135664111847827135819205744620254600235710920955815089786) 
 
kbPa=( 752936687897254652397383970712122187605391535117740356112262, 
47135664111847827135819205744620254600235710920955815089786) 
 

5.4.1.2 Encode/Decode Data Testing 

The test used for examining the operation of the Encode Data 

and the Decode Data process. It is able to use for encoding and decoding in the real 

way. The checking process is to encode the recorded file in the uncompressed audio 

format and then the results is recorded in a file. The size of the file should be smaller 

than the size of the original file. After that the encoded file is decoded. The result of 

the decoding should be as same as the original and also have the file size as same as 

the original.  
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5.4.1.3 Encrypt/Decrypt Data Testing 

The test used for examining the operation of the Encrypt Data 

and the Decrypt Data process that can encrypt data and decrypt data in the real way. 

The Elliptic Curve encryption testing is to use the text files and audio files that have 

the difference size such as, 10 kbytes, 100 kbytes, 1 Mbytes, 10 Mbytes to encrypt. 

The result is recorded in a file that use to the input of the decryption process. Then the 

file is decrypted and recorded in the new file. After that the result file is compared 

with the original file. The result of comparing has the detail that is as same as the 

original.  

 

5.4.1.4 Partial Encryption Testing 

The test uses to verify the partial encryption process that works 

fine. The system arranges the data into blocks. Each block has 16 characters, then it 

encrypts data with m:n partial encryption, until the end of blocks. For testing, a text 

file is prepared with length about 380 characters. It is used as the test data to encrypt. 

Then the data is encrypted with m:n partial encryption pattern, such as 1:4, 2:3. The 

result is saved in a text file. The result file is used for comparing with the original file 

to verify the characters that is encrypted m blocks and is unencrypted n blocks. The 

next step is to decrypt the encrypted file with m: n partial encryption. The result detail 

is as same as the original. 

 

5.4.2 Elliptic Curve Diffie-Hellman Key Exchange for Eavesdropping 

Protection Testing 

This section used for test the Elliptic Curve Diffie-Hellman key exchange 

that is implemented in the section 5.3.2.  It is simulated an event that has 2 

communicators want to exchange the secreted key. The detail is shown in figure 5.2. 

The test process is to check the outcome that the system calculated. 
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Figure 5.2 Elliptic Curve Diffie-Hellman Key Exchange System Testing flow 

The results from running program must be the points in the Elliptic Curve 

equation, and the points must be the multiples point value of base point. The testing 

starts from.  

1. Define domain parameters of Elliptic Curve equation. The detail as:  let 

the prime number q = 23, a = 1 and b = 4. The equation is   

                                     y2=x3+x+4 (mod 23)                                 (5.1) 

2. Select a base point G(x, y) from the equation y2=x3+x+4 (mod 23). Let 

G(x, y) = (0, 2). The multiples point value of (0, 2) are the following: 

 
  0P=∞               1P=(0, 2)  2P=(13, 12)       3P=(11, 9)         4P=(1, 12)  
  5P=(7, 20)       6P=(9, 11)        7P=(15, 6)         8P=(14, 5)         9P=(4, 7) 
10P=(22, 5)     11P=(10, 5)      12P=(17, 9)       13P=(8, 15)       14P=(18, 9)   
15P=(18, 14)   16P=(8, 8)        17P=(17, 14)     18P=(10, 18)     19P=(22, 18)     
20P=(4, 16)     21P=(14, 18)    22P=(15, 17)     23P=(9, 12)       24P=(7, 3)  

          25P=(1, 11)     26P=(11, 14)    27P=(13, 11)     28P=(0, 21)        
                                                                   By P = (0, 2) 

 

The order of all multiples of point (n) is 29. 

3. Run the program and show the result. The program start from, user A 

runs the application. Upon user B gets the data, user B runs the application and 

calculates the key that is the result of the application. The result detail is the following. 

 
User A results:  

q = 23 
a = 1 
b = 4 
G(x, y) = (0, 2) 
Order number (n) = 29       
Random ka = 6 
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Calculate kaG(x, y) = (9, 11) 
 
User B results:  

Random kb = 16 
Calculate kbG(x, y) = (8, 8) 
 
User A calculate key results:   

kakbG(x, y)  = (4, 7) 
Key = 4 
 
User B calculate key results:   

kbkaG(x, y)  = (4, 7) 
Key = 4 

 

From outputs, the result is shown in the multiples of point of (0, 2) and the 

shared key is 4.  
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CHAPTER VI 

EXPERIMANTAL RESULTS 

 

 

The design and implementations for eavesdropping protection with using 

ECC by partial encryption and using ECDH Key agreement to solve the problem of 

eavesdropping protection of Diffie-Hellman Key exchange are studied and 

experimented on the performance of the ECC. The experiments are comparing the 

encryption/decryption process time and storage with other equaled strength 

cryptography to ECC by referring to the cryptography strength order from NIST. 

(National Institute of Standards and Technology) And also there are the study and the 

experiment for ECC partial encryption in 1:m and   m:n  pattern respectively to 

increase the efficiency of eavesdropping protection where the study and experimental 

details are following: 

 

 

6.1  ECDH Key Exchange 

Elliptic Curve Diffie-Hellman key exchange is a protocol used to create 

the key agreement by exchanging ECC domain parameters between conversation 

partners. Users use the domain parameters to evaluate the shared key and the obtained 

shared key is a point on Elliptic Curve equation. The shared key calculation is using 

the principle of Diffie-Hellman.  This experiment is to study the setup parameters on 

Elliptic Curve equation process, the key parameter exchange process and the setup of 

shared key process to use for encryption and decryption by simulating key agreement 

exchange between user A and user B who want to communicate. 
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Figure 6.1 ECDH Key Exchange 

 

The experiment started from 

1.  User A generates domain parameters in the following Elliptic Curve 

equation  

                                             y2 = x3 + ax + b (mod q)                                  (6.1) 

by random prime number q = 39107, a = 24331 and b = 20469. Thus, the equation is  

 y2 = x3 + 24331x + 20469 (mod 39107). 

 2.  User A selects the base point of the equation G(x, y)   

        y2 = x3 + 24331x + 20469 (mod 39107)                          (6.2) 

The selected base point is (1, 3886) then find the number of multiples of 

point or the order of points which is n = 7823.                                              

3.  User A randomizes the ka, and the ka must be less than the order of 

point that is ka = 1797.   

4.  User A uses ka = 1797 to calculate multiple of point for G(x, y), the 

result is  

                       kaG(x, y) = 1797 (1, 3886)  

                                            = (734, 35591) 

5.  User A sends ECC domain parameters and the calculated kaG(x, y) to 

user B. These parameters are a, b, G(x, y), kaG(x, y), q, n. The sent values are 24331, 

20469,  (1, 3886), (734, 35591), 39107, 7823. 

6. When user B receives ECC domain parameters kaG(x, y), user B 

randomizes kb.  The value of kb must be less than the order n. The random value is 

876. 

7.  User B uses kb to calculate multiple of point G(x, y), the result is  

                                               kbG(x, y) = 876 (1, 3886)  

                                                               = (29829, 35767)  
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8.  User B sends kbG(x, y) that is (29829, 35767) to User A.  

9. When User A receives kbG(x, y) = (29829, 35767), user A will calculate 

kakbG(x, y) which is 

                             kakbG(x, y) =   1797 (29829, 35767) 

                                                              =   1797 (876 (1, 3886)) 

                                                              =   1749 (1, 3886) 

                                                              =   (37136, 245) 

While user B calculates for kbkaG(x, y) which is 

                             kbkaG(x, y) =   876 (734, 35591) 

                                                               =   876 (1797 (1, 3886)) 

                                           =   1749 (1, 3886) 

                                                  =    (37136, 245)    

The results for kakbG(x, y) and kbkaG(x, y) are equal that is (37136, 245), and the 

value use as shared key is 37136.   

 

 

6.2 ECC, 2TDEA and RSA Efficiency Comparisons 

The experiment is to compare the efficiency of ECC with the other 

encryption that has an equal strength security by comparing encryption/decryption 

process time with ECC, 2TDEA and RSA. The experiment detail is 

 

Preparatory process   

Assume the communication data is in the files which their sizes are at 10 

Kbytes, 100 Kbytes, 1 Mbytes and10 Mbytes. 

 

6.2.1 Experiment to Evaluate Process Time and Process Storage for 

ECC 

         It is to evaluate the usage time for encryption/decryption and storage size 

use for each encryption/decryption.  The experimental steps are as follows: 
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Figure 6.2 Encryption/decryption using ECC algorithm  

 
Step 1 

The public key is set up for encryption process that user A initially randomizes ECC 

domain parameters and a private key ka size 160 bits. User A calculates the public key 

that is kaG(x, y) and sends the domain parameters and the public key to user B. When 

user B receives ECC domain parameters and the private key ka, user B randomizes a 

private key kb with the key length 160 bits and then user B calculates his public key 

kbG(x, y) and sends the value of kbG(x, y) to user A. User A uses the value kbG(x, y) 

to calculate kakbG(x, y) for encryption.  

Step 2   

When user A receives kakbG(x, y), user A uses it for data encryption by dividing the 

data into blocks. Each block has a size of 40 bytes. The blocks are converted to points 

and each block is encrypted until all blocks are finished. Timing for the encryption 

process started from the data is converted into points till the encryption process is 

finished. The result is in table 6.1. The encrypted data is sent to user B and saved in a 

file. Record the storage size which the result is in table 6.2. 

Step 3 

When user B receives the encrypted message, user B uses his private key kb to 

calculate kbkaG(x, y) for decryption process. User B arranges the encrypted message 

into points and decrypts the message and then converted back into data. The timing 

started from user B arranges encrypted message into points till the conversion of 

decrypted message back into data. The result is in table 6.1. The decrypted data is 

recorded in a file for verification and also the storage size is recorded in table 6.2. 
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    ECC(ms) 
File Size Encryption Time Decryption Time 
1k 7.52 7.01 
10k 63.69 62.62 
100k 625.40 618.82 
1M 6,326.78 6,322.56 
10M 63,710.87 62,919.12 
100M 646,296.86 648,273.59 

 
       Table   6.1 Encryption/decryption process time of ECC 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Table 6.2 Encryption/decryption storage usages of ECC 
 

The decrypted message has the same details as the original file. 
 
 

6.2.2 Experiment to Evaluate Process Time and Process Storage for 

2TDEA and RSA  

It is an experiment to evaluate the process time and storage size for 

encryption/decryption process with 2TDEA and RSA to compare with the result of 

encryption and decryption with ECC and to analyze the efficiency of ECC whether it 

is acceptable to use.  

   

 

 

 

 

 

 

   ECC(Kbytes) 
File Size Encryption Size Decryption Size 
1k 1.71 1.00 
10k 16.80 10.00 
100k 168.00 100.00 
1M 1,710.08 1,024.00 
10M 17,203.20 10,240.00 
100M 171,008.00 102,400.00 
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6.2.2.1 Experiment to Evaluate Process Time and Process 

Storage for 2TDEA  

 

 
 

Figure 6.3 Encryption/decryption using 2TDEA algorithm  
 
Step 1 

A key is set up with ECDH key exchange to set a shared key for the encryption/ 

decryption process. It starts from user A random the ECC domain parameters and a 

private key ka to calculate kaG(x, y) and sends the ECC domain parameters and   

kaG(x, y) to user B. When user B received the data, user B random a private key kb 

and calculates kbG(x, y) and sends it to user A. Both sides calculate the shared key to 

use in encryption/decryption process. The calculation results are kakbG(x, y) and 

kbkaG(x, y) and the use shared key is the value of “x” in kakbG(x, y) and kbkaG(x, y). 

Step 2   

The encryption process started from using shared key to encrypt and the encryption is 

dividing data in to blocks, each block is 8 bytes. Each block is encrypted until all 

blocks are completely encrypted. The total encryption time is recorded in the table 6.3 

and the encrypted data is save in a file and the storage size is recorded in table 6.4. 

Step 3 

It is a decryption process. When user B receives the encrypted data, user B uses shared 

key to decrypt the data. User B decrypts the data. The decryption time is recorded in 

the table 6.3. The decrypted data is saved on a file and the storage size is recorded in 

table 6.4. The file is used to verify the correctness of decrypted data. 
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6.2.2.2 Experiment to Evaluate Process Time and Process 

Storage for RSA 

   

 
Figure 6.4 Encryption/decryption using RSA algorithm  

 
Step 1 

Prepare public key and private key by saving the value of parameters using for set up a 

key on file. 

Step 2 

The stored parameters are retrieved in the file to calculate for public key. It starts to 

encrypt using the public key from calculated to encrypts the data until all the data is 

fully encrypted. The usage time for encryption process is recorded in the table 6.3 and 

also the encrypted data is saved in a file to evaluate the encryption storage size. The 

result is in table 6.4. 

Step 3  

The stored parameters are retrieved in the file to calculate for private key. It starts 

decryption by using the calculated key to decrypt the data. The time use for decryption 

is recorded in the table 6.3 and the decrypted data is recorded in a file, the storage size 

for decryption is recorded in table 6.4. The file is used to verify the correctness of 

decrypted data.   
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            Table 6.3 Encryption/decryption process time of 2TDEA and RSA 
 

The table 6.3 has indicated that 2TDEA use encryption/decryption 

time less than RSA.  

 
Table 6.4 Encryption/decryption storage usages of 2TDEA and RSA 

 

The table 6.4 has indicated that 2TDEA require the storage size less 

than RSA, the decrypted data with 2TDEA and RSA have the same detailed data as 

the original file. When we compare the encryption/decryption process from three 

methods, the result is in table 6.5. 

 
Table 6.5 Encryption/decryption process time of ECC, RSA, and 2TDEA 

 

 2TDEA Process Time (ms) RSA  Process Time (ms) 

 Key 112 bits  Key 1028 bits 

File Size Encryption Time Decryption Time Encryption Time Decryption Time 
1k 0.81 0.49 50.34 482.07 

10k 1.56 1.29 289.07 4,288.68 
100k 8.64 8.81 2,288.57 43,065.05 

1M 79.82 81.54 22,080.48 448,229.33 
10M 783.84 817.86 222,657.54 4,470,404.33 

100M 8,153.08 8,223.85 2,466,287.94 45,785,094.43 

 2TDEA Process Storage(Kbytes) RSA Process Storage(Kbytes) 

 Key 112 bits Key 1028 bits 

File Size Encryption Size Decryption Size Encryption Size Decryption Size 
1k 1.00 1.00 1.12 1.00 

10k 10.00 10.00 11.00 10.00 
100k 100.00 100.00 109.00 100.00 

1M 1,024.00 1,024.00 1,116.16 1,024.00 
10M 10,240.00 10,240.00 11,161.60 10,240.00 

100M 102,400.00 102,400.00 111,616.00 102,400.00 

 ECC(ms) RSA(ms) 2TDEA(ms) 

Key Size 160 bits 1028  bits 112  bits 

File size Encryption Decryption Encryption Decryption Encryption Decryption 
1k 7.52 7.01 50.34 482.07 0.81 0.49 

10k 63.69 62.62 289.07 4,288.68 1.56 1.29 
100k 625.40 618.82 2,288.57 43,065.05 8.64 8.81 

1M 6,326.78 6,322.56 22,080.48 448,229.33 79.82 81.54 
10M 63,710.87 62,919.12 222,657.54 4,470,404.33 783.84 817.86 

100M 646,296.86 648,273.59 2,466,287.94 45,785,094.43 8,153.08 8,223.85 
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Figure 6.5 Encryption/decryption process time of ECC, RSA, and 2TDEA 

 

From the figure 6.5, it has indicated that 2TDEA uses the shortest 

time in encryption/decryption and follow by ECC and RSA respectively. 

 
Table 6.6 Encryption/decryption storage usages of ECC, RSA and 2TDEA 

 

 ECC(Kbytes) RSA(Kbytes) 2TDEA(Kbytes) 

Key Size 160 bits 1028 bits 112 bits 

File size Encryption Decryption Encryption Decryption Encryption Decryption 
1k 1.71 1.00 1.12 1.00 1.00 1.00 

10k 16.80 10.00 11.00 10.00 10.00 10.00 
100k 168.00 100.00 109.00 100.00 100.00 100.00 

1M 1,710.08 1,024.00 1,116.16 1,024.00 1,024.00 1,024.00 
10M 17,203.20 10,240.00 11,161.60 10,240.00 10,240.00 10,240.00 

100M 171,008.00 102,400.00 111,616.00 102,400.00 102,400.00 102,400.00 
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Figure 6.6 Encryption/decryption storage usages of ECC, RSA and 2TDEA 

 
From the figure 6.6, it has indicated that ECC, 2TDEA and RSA use 

almost the same storage size. 

 

 

6.3 ECC 1: m Partial Encryption 

ECC 1: m pattern is the encryption/decryption of data which is encrypted 1 

block and unencrypted m-1 blocks by ECC. The ECC partial encryption processes 

shorten the time usage but increase the complication in decryption process. This 

experiment is to investigate the efficiency of ECC encryption/decryption process for 

how much time is used. The eavesdropping of conversation can be understood when 

increase the consecutive unencrypted blocks. The experiment is divided into several 

steps with details as follows: 
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6.3.1 Experiment to Evaluate Process Time for ECC 1:m Partial 

Encryption 

It is an experiment to evaluate the usage time in the encryption/decryption 

with 1:m pattern in order to compare the usage time in the encryption/decryption in the 

case of encrypting 1 block and unencrypting m-1 blocks.  

 

Preparatory process  

Simulate the voice of conversation with different length by arranging in a 

voice file of 10 Kbytes (Approx. length 0.006 min), 100 Kbytes (Approx. length 0.07 

min), 1 Mbytes (Approx. length 1.09 min) and 10 Mbytes. (Approx. length 10.42 min) 

 

Step 1 

A public key is set up to use for encryption. It is started from user A set up the ECC 

domain parameters, then user A randomly generates a private key ka  with length 160 

bits and calculates a public key kaG(x, y) and sends the value  of ECC domain 

parameters and public key to user B. When user B received the data, user B also 

randomly generates a private key kb  with 160 bits and calculates his public kbG(x, y) 

and sends his public key to user A. User A calculates value of point kakbG(x, y) for 

encryption.   

Step 2  

It is a step of voice data encoding. When user A starts a conversation, the voice data 

from user A is encoded with codec G729 as to compress the voice data into small data 

packet. This process uses to reduce the bandwidth that is used on network. 

Step 3  

The encode voice data is encrypted with partial encryption 1:m blocks pattern with      

kakbG(x, y). The system arranges the encoded voice data in groups. Each group has m 

blocks. Each block is 16 bytes, and then it converts the encoded voice data in each 

block into points and encrypts only the first block of each group with kakbG(x, y). The 

process time that is recorded for encryption starts from the encoded voice data is 

converted into point until all blocks of encoded voice data are encrypted. The 

experimental result is on table 6.7 and the result is saved in a file.  
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Figure 6.7 Grouping data in to block for partial encryption  

 

Step 4  

When user B receives the encrypted voice data, user B decrypts the data by using his 

private key to calculate for kbkaG(x, y). The system arranges the received data into 

point, and then it decrypts the data only the first point of point M with kbkaG(x, y). It 

converts all points into encoded voice data. The above decryption process is repeated 

until the points are finished. The time usage for the decryption is record into table 6.7. 

Step 5 

The decrypted voice data is decoded with codec G729, the decoded voice data is 

recorded in file. The file is listened to verify the correctness. 
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 1:M 1:1 blocks 1:2 blocks 
Original File 
size(bytes) 

Encoded File 
size(bytes) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

10 k 690  5.74 5.28 3.17 3.02 
100 k 6.9 k 47.15 44.57 25.04 23.33 
1 M 67.7 k 452.85 434.94 237.64 223.36 
10 M 626 k 4,136.96 3,970.28 2,163.17 2,033.63 

     
 1:M 1:3 blocks 1:4 blocks 
Original File 
size(bytes) 

Encoded File 
size(bytes) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

10 k 690  2.52 2.29 2.24 2.08 
100 k 6.9 k 18.64 17.45 14.26 13.71 
1 M 67.7 k 167.51 154.40 131.35 123.44 
10 M 626 k 1,564.33 1,451.43 1,272.57 1,124.14 

  
 1:M 1:5 blocks 1:6 blocks 
Original File 
size(bytes) 

Encoded File 
size(bytes) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

10 k 690  2.09 2.06 1.82 1.55 
100 k 6.9 k 12.99 10.73 10.77 9.69 
1 M 67.7 k 110.87 102.91 100.39 87.22 
10 M 626 k 1,013.45 890.72 899.14 778.20 

 
 1:M 1:7 blocks 1:8 blocks 
Original File 
size(bytes) 

Encoded File 
size(bytes) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

10 k 690  1.79 1.53 1.85 1.55 
100 k 6.9 k 9.97 8.43 9.64 8.40 
1 M 67.7 k 90.36 75.32 83.36 68.76 
10 M 626 k 813.20 700.64 734.03 665.01 

 
    1:M 1:9 blocks 1:10 blocks 
Original File 
size(bytes) 

Encoded File 
size(bytes) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

Encryption 
Time(ms) 

Decryption 
Time(ms) 

10 k 690  1.50 1.40 1.57 1.28 
100 k 6.9 k 8.95 6.92 7.91 6.78 
1 M 67.7 k 77.58 65.23 69.15 58.21 
10 M 626 k 686.37 619.20 644.61 523.78 

 
Table 6.7 Encryption/decryption process time of ECC 1:m partial encryption 

           

From table 6.7 when the number of consecutive unencrypted blocks 

increases, the time used for encryption decreases and the decrypted file has the same 

result of listening quality as the original one. 
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Figure 6.8 Encryption/decryption process time of ECC 1:m partial encryption 

 

6.3.2 Experiment to Tapping Encrypted Data with ECC 1:m Partial 

Encryption 

Usually, the encryption for conversation with 1:m pattern would get worse 

when the number of consecutive unencrypted blocks increases. If there is 

eavesdropping of voice occurred by attacker, the recorded voice is listened clearer 

which makes the attacker better detect the message, therefore, an experiment of 

eavesdropping of voice with partial encryption 1:m pattern is set to investigate what 

are the number of consecutive unencrypted blocks that the message can be understood.  
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Figure 6.9 Information tapping over network 

 

By the following experiment steps 

Step 1 

The public key is evaluated by user A who randomizes ECC domain parameters and 

private key ka   with 160 bits. User A calculates a public key kaG(x, y) and sends the 

ECC domain parameters and the public key to user B. When user B received ECC 

domain parameters and the public key of user A, user B randomizes a private key kb 

with 160 bits and calculates the public key kbG(x, y) and sends his public key to user 

A. User A calculates kakbG(x, y) for the encryption.  

Step 2 

When user A starts the conversation, the voice is encoded with codec G729.  

Step 3  

The encoded voice data is encrypted with encryption 1:m blocks pattern using public 

key  kakbG(x, y) and then  the encrypted message with encryption 1:m pattern is saved 

in a file.  

Step 4 

The eavesdropping is simulated by decoding encrypted voice file and then the decoded 

voice file is recorded in a new file and listened. The result should show it is not able to 

detect the eavesdropping message. 
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6.4 ECC m:n Partial Encryption.  

The experiment is to encrypt data with ECC m:n pattern by encrypting m 

blocks of data and un-encrypting n blocks of data to increase security of ECC.  

   

6.4.1 Experiment to Evaluate Process Time for ECC m:n Encryption 

It is an experiment to evaluate process time for ECC partial encryption m:n 

pattern in order to increase data encryption pattern and to make the eavesdropper more 

difficult to analyze the encryption pattern. The experiment steps are as follows: 

 

Preparatory process   

Simulate a conversation voice file that has 10 Mbytes. (Length 10.42 

minutes) 

 

Step 1 

The public key is set up by user A who randomizes ECC domain parameters and 

private key ka with 160 bits. User A calculates kaG(x, y) and sends ECC domain 

parameters, public key and number of blocks m:n to user B. When user B receives 

ECC domain parameters, public key of user A and number of blocks m:n,  user B 

randomizes private key kb  with 160 bits and calculates the public key kaG(x, y) and 

sends his public key to user A. User A calculates for  kakbG(x, y) for the encryption.  

Step 2  

When user A starts the conversation, the voice of user A is encoded with codec G729 

to compress the voice data smaller. 

Step 3  

The encoded voice data is encrypted with m: n blocks partial encryption pattern as 

kakbG(x, y) being used to encrypt. The encoded voice data is arranged into blocks. 

Each block has a size of 16 bytes, each group consists of m+n blocks. Each block is 

converting into points. The blocks with m numbers are encrypted and the blocks n 

numbers are simply left with unencrypted. The encryption process is repeated until the 

blocks of voice data are exhausted. The encryption time from start to finish is recorded 

into table 6.8. The encrypted data is saved in a file.  
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Figure 6.10 Grouping of data in block for encryption m: n pattern 

 

Step 4  

When user B receives encrypted voice data, the system decrypts the received data by 

using private key kb to calculate kbkaG(x, y). It arranges the encrypted data to points 

and decrypts the encrypted data with kbkaG(x, y) m points and un-decrypts n points, 

and then it converts the points to encoded data. The decryption process is repeated 

until all the points are finished. The process time is recorded in the table 6.8 and the 

decrypted data is saved in a file.   

Step 5 

The decrypted voice data is decoded with codec G729 and saved in a file. Then the file 

is checked for clarity by listening, and the result of listening is like listening to the 

original one.  
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m:n blocks EncryptionTime(Seconds) DecryptionTime(Seconds) 
5:4 5.90 5.54 
5:3 6.57 6.24 
5:2 7.40 7.06 
5:1 8.61 8.23 
4:4 5.59 5.13 
4:3 6.24 5.80 
4:2 7.08 6.71 
4:1 8.57 8.20 
3:4 4.60 4.30 
3:3 5.28 4.98 
3:2 6.21 5.90 
3:1 7.69 7.32 
2:4 3.76 3.42 
2:3 4.38 4.08 
2:2 5.29 4.95 
2:1 6.89 6.63 
1:4 2.42 2.18 
1:3 2.91 2.59 
1:2 3.75 3.40 

1:1 5.36 5.04 

 
Table 6.8 Encryption/decryption process time of ECC m:n partial encryption 

 

The data from table 6.8 indicates that 

For m:n partial encryption, the case m  ≥ n  uses the process time more 

than the case m < n.  
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CHAPTER VII 

DISCUSSION AND CONCLUSIONS 

 

 

7.1   Discussion 

This chapter discusses about the experiment results from the last chapter 

and assesses the efficiency of the designed eavesdropping protection system for the 

following details.  

 

7.1.1 Robustness 

This section describes the robustness of ECC system and the previous 

system obtained from literature survey.[17] When compare the length of key used for 

ECC and DES, the DES (56 bits) key is shorter than ECC (160 bits) which should be 

in a higher risk to be brute-force than ECC. The encryption process of DES using 

symmetric-key, whenever the key is distributed, the decryption of encrypted data is 

easy. But the encryption by ECC with asymmetric-key, whenever the key is 

distributed (public key), the encrypted data is still confidential because it needs private 

key to decrypt. The partial encryption by ECC with 1:m pattern shows that the 

experiment of eavesdropping for encrypted data cannot be understood when listen no 

matter how large the continuous block of data because in the encryption process has a 

step of converting voice data in to point of Elliptic Curve equation before encryption. 

Whenever the eavesdropping occurs, the listener does not understand the voice data 

which is in the point format. For the partial encryption, m:n pattern is to increase more 

partial encryption pattern as to make it more difficult to guess the decryption pattern 

for decryption. 

 

7.1.2 Performance 

This section describes the working efficiency with various different 

encryption processes and the working efficiency for partial encryption with 1:m and 

m:n pattern. We start from the experiment to compare working efficiency for various 
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encryption models which are ECC, 2TDES and RSA. ECC has the highest speed in 

working efficiency when compares to RSA or the similar encryption process with 

asymmetric-key. 

Table 7.1 displays the results of time used in encryption/decryption for the 

above three methods. It shows that ECC has less 37 times of process time used than 

RSA. If we compare the encryption by ECC with symmetric-key (2TDES) method, 

ECC takes more working time. However, as mentioned before, the encryption by 

symmetric-key method can be decrypted when the distribute key is known. People 

who know the key can decrypt and make use of the data. With regard to the key used 

by 2TDES is shorter than ECC, the estimation for used key of 2TDES is easier than 

ECC. The encryption with ECC provide a distribute key that special for encryption. If 

the eavesdropper knows, he still cannot decrypt. Therefore, even ECC uses more 

process time but it has higher efficiency for security protection than 2TDES. 

 

Encryption Methods  ECC-160 bits   RSA-1028 bits  2TDEA-112 bits  

File Size Process Times (ms) 

1k 14.53 532.41 1.30 

10k 126.31 4,577.75 2.85 

100k 1,244.22 45,353.62 17.45 

1M 12,649.34 470,309.81 161.36 

10M 126,629.99 4,693,061.87 1,601.70 

100M 1,294,570.45 48,251,382.37 16,376.93 

 

Table 7.1 The comparison of process time for ECC, RSA and2TDEA 

 

When we use ECC to do partial encryption 1:m pattern, the security 

protection efficiency for data is better than DES partial encryption 1:m pattern because 

the eavesdropping data from experiment is encrypted into point of Elliptic curve 

equation as mentioned before, therefore, the data cannot be easily understood. 

With regarding to partial encryption m:n pattern, the encryption process 

using more encrypted blocks(m) than unencrypted blocks(n) use more process time 

than encrypted blocks m less than unencrypted blocks n which show in table 7.2. 

Therefore, if you want to do partial encryption m:n pattern with good efficiency, It 
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should be set m or the number of encrypted blocks less or equal to n or the number of 

unencrypted blocks. 

m:n blocks Process Time(Seconds) 
5:4              11.44 
5:3              12.81 
5:2              14.46 
5:1              16.84 
4:4              10.72 
4:3              12.04 
4:2              13.79 
4:1              16.77 
3:4                8.90 
3:3              10.26 
3:2              12.11 
3:1              15.01 
2:4                7.18 
2:3                8.46 
2:2              10.24 
2:1              13.52 
1:4                4.60 
1:3                5.50 
1:2                7.15 
1:1              10.40 

 

Table7.2 The total process time by ECC partial encryption m:n pattern 

   

7.1.3 Program Complexity 

This section describes the complexity of program that applies ECC to do 

partial encryption replacing DES by developing partial encryption with DES. We can 

use library that support DES to apply for working which provide the short developed 

code. Data can be encryption/decryption right away. For the program of ECC, it 

contains modules used for exchange key and modules for encryption which the 

encryption modules need mathematical library to assist in encryption. Consequently, 

the developed code for using modules is increased and the program will expand in 

length and follow with the complexity in working, because in the encryption process 

we need to encrypt the data into points of Elliptic Curve equation and then do another 

encryption which can be called double encryptions for better security protection 

efficiency. 
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The developed program by C Language can be further developed with 

other applications easily. 

 

7.2 Conclusion 

The designed eavesdropping protection system using ECC to do partial 

encryption can use for encryption of voice data with robustness and better resistance to 

eavesdropping than using DES and has better efficiency in security protection for both 

1:m pattern and m:n pattern. When capture voice data that encrypt by partial 

encryption for both methods, the listener cannot understand the captured data. It means 

the encryption of data using ECC partial encryption pattern can really protect 

eavesdropping. 

Regarding the using of ECDH Key exchange to replace Diffie-Hellman 

key exchange is workable that can be used to correct the weak points of studied 

project. 
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