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ABSTRACT

According to the nature of IEEE 802.11 wireless LAN, the bandwidth is
shared among wireless devices. However, the bandwidth cannot be fairly shared
among stations, because some users may use greedy applications which prevent other
applications from connecting to the Internet. These applications are, for example,
video streaming applications, download accelerators and P2P applications. Moreover,
the DCF mechanism which is provided in the 802.11 MAC protocol originates the per-
flow unfairness problem between uplink and downlink flows, as uplink flows usually
dominate downlink flows and lead to unfair bandwidth allocation among wireless

stations.

In this research, we propose an adaptive bandwidth allocation mechanism
to provide per-station fairness. The proposed scheme can control the wireless traffic
for fairness of bandwidth allocation among stations. The bandwidth of each station can
be adjusted to minimize the remaining bandwidth. The proposed scheme also covers a
method to prevent domination of uplink flow which affects per-station fairness.
Furthermore, the proposed scheme can be implemented on wireless access routers.
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CHAPTER I
INTRODUCTION

1.1 Motivation

Nowadays, the IEEE 802.11 wireless LAN (WLAN) is widely used and
becomes the main service of IT department for most of organizations. Any WLAN
devices can connect to the Internet without any cables or wires. However, there are
some weak points for the wireless LAN such as security, signal coverage, hand-off,
limitation of user per access point, and the unfairness of bandwidth usage. In this
research, we focus on the last issue, i.e. the unfairness bandwidth usage.

As the nature of wireless environment, the bandwidth will be shared
among wireless devices, while wireless access points or wireless access routers acts as
hubs connecting these devices together. However, in some cases, the bandwidth is not
shared fairly because some users may use applications that consume bandwidth much
more than those of other users, and prevent other applications to connect to the
Internet. These applications are for example, video streaming applications, download
accelerators that create many sessions for one downloading, and the P2P applications
such as the Bittorent.

Beside the greedy applications which lead to unfairness bandwidth
allocation, the DCF which is the media access method in the 802.11 MAC protocol is
another reason to make bandwidth cannot be fairly shared among users. The DCF
mechanism aims to grant equal opportunity for transmitting to all devices in network
including access point and its client. This concept implies that each device obtains one
portion from N number of device for transmitting data to network. When the number
of uplink flow which transmitted from a client increases, the portion of downlink
which is transmitted from access point will be reduced. This is obvious that uplink
flows tries to dominate downlink flows, thus it is per-flow unfairness problem which

leads to per-station fairness also.
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Consequently, there should be some mechanisms to avoid greedy
applications to consume much wireless bandwidth and domination of uplink flows due

to DCF mechanism, so that each user can fairly obtain the bandwidth as well.

1.2 Problem Statement

At present, beside IEEE 802.11a/b/g the IEEE 802.11e/n enables the
capability for QoS management which support wireless traffic control. However, since
802.11e work on data link layer, the existing wireless devices should support this
standard, but there are few devices that could support 802.11e/n now. Thus, a process
to control traffic must work on the wireless access point only. Meanwhile, the
residential wireless router becomes widely used and can be enhanced its functionality
by installing a variety of free firmware. Some firmware likes an OpenWRT enables
users to write their own program to run on wireless router as well. Beside the
residential wireless router, personal computer or laptop can be acted as the wireless
router by integrating with the wireless card which based on Atheros chipset. The
Madwifi is the driver allows wireless card to be performed in AP mode but can be
affected for Atheros chipset only. Moreover, Madwifi driver also allows user to adjust
MAC parameters such as contention window or transmission opportunity. In conclude,
the traffic control process must be worked on access point only to ensure that all kinds

of client standard are compatible with our solution.

1.3 Objectives of the research

The main objective of this research is to design the mechanism which can
control the wireless traffic for fairness bandwidth allocation among users. The
mechanism covers a method to prevent domination of uplink flow which affects per-
station fairness as well. The implementation of this mechanism can be deployed on
residential wireless router or PC based wireless router also. After that, the allocation
mechanism must be able to support lend/borrow model of bandwidth to prevent the
bandwidth wasteful. Not only fairness we also have to study the effect of doing the
traffic control.
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1.4 Scope of the research

e The proposed scheme works on IP layer and involves with MAC

parameters

e This research does not focus on oscillation of wireless capacity.

e This research does not focus on a difference of signal strength among

wireless stations. We assume that signal strength of all wireless station

can receive is excellent.

1.5 Organization of the thesis

This thesis is divided into five chapters as follows:

Chapter 1:

Chapter 2:

Chapter 3:

Chapter 4:

Chapter 5:

Introduction: This chapter discusses an overview of the
research, consisting of Motivations, Problem Statement,
Objectives, and Scope of work.

Literature Review: This chapter reviews some basic knowledge
of QoS, IEEE 802.11, tc command, iperf, OpenWRT, Madwifi,
libpcap and related works.

Proposed scheme: This chapter presents the proposed scheme
that provide per-station fairness.

Experimental Results and Discussion: This chapter presents the
experimental results to verify the effectiveness of our scheme.
Conclusion and Future Plan: This chapter concludes the benefit

of the thesis and discusses the interesting future works.
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CHAPTER I
LITERATURE REVIEW

This chapter will provide the terminology of QoS, the QoS enhancement
of 802.11e, the concept and usage of tc command, iperf, OpenWRT firmware,
Madwifi driver, libpcap and related works.

2.1 Quiality of Service (QoS)

Quality of Service [1] is the ability to provide different ability to different
applications, users or data flow to guarantee a certain level of performance to a data
flow. The metrics of performance often include throughput, delay, jitter and error rate.
To implement the QoS mechanism, there are two proposed architectures. The early is

IntServ and the later is DiffServ.

2.1.1 Integrated Service (IntServ)

The integrated service (IntServ) is computer network architecture to
guarantee QoS which relying on resource reservation protocol (RSVP). Applications
that require QoS guarantee have to reserve the resource of every router in network.
Every router will keep information of admission flows and deal them as high priority.
However, this mechanism is not appropriate for large scale of network due to heavy
load of information must be kept in every router.

2.1.1.1 Flow Based

Providing the QoS of IntServ is a flow based mechanism
which means different traffic flow will get different performance. A flow is an
individual data stream between two applications, usually identified by five variables
such as source IP address, destination IP address, source port, destination port and the
transport protocol. When an application requires an IntServ service, it uses a RSVP to
signal other routers along the path to reserve the resource for specific flow.
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2.1.1.2 Resource Reservation Protocol (RSVP)

The RSVP [2] performs resource reservation for a given data
flow by signaling to the other routers. Every router in the IntServ region has to comply
with RSVP protocol. Otherwise, the QoS cannot be achieved in that router hop.
Information of a data flow and its specification are stored in each router and updated
each other periodically. When traffic transmits through the IntServ router, it will
police the traffic according to admission flow information and its specification.

2.1.1.3 Advantages

IntServ provides the QoS capability to specific application,
voice and video applications can achieve the better traffic channel. RSVP is capable to
reserve the resource across the network, thus the end-to-end traffic is guaranteed to
meet the requirement.

2.1.1.4 Disadvantages

The IntServ model is not popular used in the present due to
following reasons. All devices along the data flow path must comply with RSVP
protocol and need the full awareness. When the scale of network is large, each router
in network will lose the memory for maintaining the RSVP information. And signaling

packet has more probability to lose in large network also.

2.1.2 Differentiated Service (DiffServ)

The differentiated service (DiffServ) is computer network architecture for
classifying, managing network traffic and providing QoS guarantees on IP network.
The differentiation process is done on edge router of network only by adding the
DSCP header to the payload. In DSCP header, it contains the priority level or traffic
type. When packets are forwarded to internal network, the core router just lookup their
DSCP field and deal them according to their priority level. From this approach,
DiffServ can cope the problem of resource reservation protocol (RSVP) in large scale
of network.

2.1.2.1 Class Based
In DiffServ model, traffic is classified by one or combination
of parameters, such as source IP address, destination IP address, source port,

destination port and the transport protocol, to specific traffic class. The classifying is
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performed on edge router, thus there is no need for additional process at inner router.
When data packet has been classified, it will be marked by Differentiated Services
Codepoint (DSCP) which is 6 bits length reside in the IP header. DSCP defines the
treatment level of each packet, also called Per-Hop Behavior (PHB). Inner router just
lookup the DSCP of transmitted packets and treat them according to PHB type.

2.1.2.2 Per-Hob Behavior (PHB)

The Per-Hob Behavior (PHB) [3] is identified by 6 bit length
that cited in IP header. Therefore, number of classes can reach to 64 classes in
DiffServ model. However, PHB define four standard that network device should
comply. First, Default PHB is the traditional best effort service. Second, Expedited
Forwarding (EF) PHB provides the low-loss and low-latency traffic which is suitable
for voice, video and real-time traffic. Third, Assured Forwarding (AF) PHB provides
an assurance of delivery on condition that traffic does not exceed the predefined rate.
Fourth, Class Selector PHB is defined to perform compatibility with the IP precedence
field in the Type of Service (TOS) byte of the IP header.

2.1.2.3 Advantages

DiffServ is able to guarantee the QoS on IP network. All
processes such as classifying and policing are done on edge router only. There is no
additional process for inner router, it implies that no pre-setup or reservation process
between routers. This leads the DiffServ has less complexity and mostly implemented
in the present. The scalability problem of IntServ can be solved too.

2.1.2.4 Disadvantages

Due to all jobs are done on edge router only in DiffServ model,
there is no guarantee on traffic which transmits across the network. The intermediate
network probably congests or is improperly, thus end-to-end traffic cannot be

guaranteed.

2.2 IEEE 802.11 Wireless LAN
The IEEE 802.11 [4] is a set of standards for wireless LAN
communication. It defines the protocol on Physical, MAC and LLC layers, so it may

be viewed as Wireless Ethernet.
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2.2.1 Modulation

There many modulation techniques in IEEE 802.11 standards. The original
of 802.11 use the frequency-hopping (FHSS) and direct-sequence spread spectrum
(DSSS) techniques to produce a data rate at 1 or 2 Mbps. The 802.11b improved the
direct-sequence spread spectrum from legacy 802.11 with complementary code keying
(CCK) to produce a data rate at 11 Mbps. While both 802.11a and 802.11g used the
orthogonal frequency division multiplexing (OFDM) technique to produce a data rate
at 54 Mbps.

2.2.2 Carrier Sense Multiple Access with Collision Avoidance

(CSMAJ/CA)

The CSMA/CD mechanism of ethernet cannot detect the collision on
wireless media because not every station can sense each other (hidden node), thus
CSMA/CA come up to cope with this problem. The technique behind CSMA/CA is
Request-to-Send (RTS) and Clear-to-Send (CTS) mechanism [5]. When a station is
allowed to transmit, it will broadcast a RTS packet to all station. The RTS packet will
tell the time that media is accessed, thus each station can know how long it has to wait
until channel is idle. Then the receiving station replies with CTS packet which also
contains the information of how long the channel will be used. Thus, hidden node
problem can be solved. After receiving RTS packet, a station begins to transmit the
actual packet immediately. For each packet transmission, a sender has to wait for an
acknowledgment (ACK) from the receiver. If it does not receive the ACK packet
during timeout period, it will assume that collision occurs and retransmit.

Beside RTS/CTS mechanism, 802.11 also support two services consist of
Distributed Coordination Function (DCF) and Point Coordination Function (PCF) to
allocate channel access to each station. In DCF, all wireless station accept the rules
that it must wait for an inter frame spacing (IFS) in each period of transmission. When
channel is idle, sender has to wait for DCF IFS (DIFS) before sending the RTS packet.
After receiver receives the RTS packet, it has to wait for short IFS (SIFS) before
replying the CTS packet. Then, sender has to wait for SIFS before transmitting the
actual data and receiver also wait for SIFS before response the ACK. After that, when

channel turns idle, other stations who need to access channel must wait for DIFS and
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additional backoff time. The backoff time which is the function of exponential random
value and slot time is added for avoiding the collision. Contention window (CW) is the
key parameter to impact the backoff time. The exponential random value is randomly
chosen over the interval 0 to CW value, where CW is an integer within the range of a
CWmin and a CWmax. The CW parameter takes the CWmin as an initial value and
will be doubled the value when transmission does not success until this value reaches
the CWmax. Figure 2.1 depicts the CSMA/CA scheme. In PCF, the channel access
time is managed by an AP. The PCF is optional and not popular due to few

implemented hardware device.
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Figure 2.1 The RTS/CTS scheme [5]

2.2.3 IEEE 802.11 Network Mode
Each 802.11 device can operate in one of four following modes [6].
2.2.3.1 Infrastructure Mode
This mode is also called as AP or Master mode. All
communication needs to go through an access point (AP). The AP connects to the
wired network infrastructure. The wireless interface in infrastructure mode can only
communicate with wireless interface which associated with managed mode.
2.2.3.2 Managed Mode
A wireless interface in this mode will join a network created
by infrastructure mode, thus it can be called as client mode. The frequency channel is

changed to conform to infrastructure mode also. Managed mode interface cannot
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communicate with each other directly, and will only communicate with an associated
infrastructure mode.

2.2.3.3 Ad-hoc Mode

There is no access point in this mode. The network in this
mode is point-to-point connection, each wireless interface in this mode will
communicates directly to each other. All stations have to be in range of each other to
communicate and conform to network name and frequency channel.

2.2.3.4 Monitor Mode

A wireless interface in this mode does not transmit any data
but listen to all traffic on specific channel. The benefit of this mode is traffic
monitoring and problem analysis on wireless link. Monitor mode is not used for
normal communications.

2.2.3.5 IEEE 802.11a

IEEE 802.11a operates in the 5 GHz band and supports up to 8
non overlap channels. The OFDM modulation is used in this standard and produces a
data rate up to 54 Mbps in theory but about 27 Mbps in practical. However the high
frequency band of this standard makes the range shorter and incompatible with
802.11b/g.

2.2.3.6 IEEE 802.11b

IEEE 802.11b operates in the 2.4 GHz ISM band which
consists of 11 channels. It uses DSSS with CCK modulation to produce a data rate at
11 Mbps in theory but only 5 Mbps in practical. It also supports legacy 802.11 at 1 and
2 Mbps.

2.2.3.7 IEEE 802.11¢g

IEEE 802.11g operates in the 2.4 GHz ISM band like 802.11b
and also consists of 11 channels (with 3 non-overlap channels). It uses the
combination of DSSS and OFDM to produce a data rate at 54 Mbps and also
compatibles with 802.11b. However, the actual throughput of 802.11g is about 22
Mbps. Table 2.1 compares the specification of IEEE 802.11a/b/g and legacy.
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802.11 Protocol | Frequency Band | Throughput Bit rate Modulation
Legacy 2.4 GHz 1 Mbps 2 Mbps DSSS
a 5 GHz 27 Mbps 54 Mbps OFDM
b 2.4 GHz 5 Mbps 11 Mbps DSSS
g 2.4 GHz 22 Mbps 54 Mbps OFDM

2.2.4 IEEE 802.11e

IEEE 802.11e [7] is an amendment to the 802.11 standard that defines QoS
enhancement for wireless LAN. For legacy 802.11, there is only one backoff instance
in a wireless station for transmission attempt. But in 802.11e, there are multiple
backoff instances in a wireless station which each backoff will be parameterized with
specific traffic category parameters to achieve the QoS differentiate. These parameters
consist of arbitration inter frame space (AIFS), contention window (CW), persistence
factor (PF) and transmission opportunity (TXOP). From this approach, packets in
higher priority class have the opportunity to be transmitted more than in lower priority

class.

2.3 TC (Traffic Control) Command

The tc [8] command line tool provides an interface to the kernel structure
which performs the traffic shaping, scheduling, policing and classifying. There are

there components of tc command consists of gdisc, class and filter.

2.3.1 Qdisc

The qdisc is the main component for the t¢ command which is simply
means a scheduler. Every output interface needs a scheduler to arrange the packets
into queue. The default scheduler is FIFO which what packet coming to a queue first
will be sent out from the queue first and the next packet must wait until the first
finished. There are many kinds of qdisc and they can be classified to two groups such
as classless qdisc and classful gdisc. The classless gdisc cannot classify the traffic, the

transmitted data will be governed by the same policy. The classful gdisc can classify
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the traffic to predefined classes. Different traffic class means different method to treat
data in the queue. The classful gdisc involves with two components of tc consists if
class and filter. Classes are the traffic categories which each class contains the
required rate, ceil and rate. Filters are the classifiers which classifying the packets to
each class. The classful gdisc can organize the classes in the hierarchical structure

which a class can be child of another class. Syntax of tc qdisc is shown in Table2.2.

Table 2.2 The tc qdisc usage

tc qdisc [ add | del | replace | change | get ] dev STRING
[ handle QHANDLE ] [ root | ingress | parent CLASSID ]
[ estimator INTERVAL TIME_CONSTANT ]

[ [ QDISC_KIND ] [ help | OPTIONS]]

tc qdisc show [ dev STRING ] [ingress]

2.3.1.1 First-In First-Out (FIFO)

The FIFO qdisc does not arrange any data in the queue. It
simply receives the packet to a queue and transmits it from the queue in sequence
order. However, this qdisc can limit the buffer size for avoiding the buffer overflow.
The incoming packets which exceed the buffer size will be dropped. The limit
parameter is used to define a buffer size. The buffer size can be defined as number of
byte or number of packet. Figure 2.2 illustrates the FIFO scheme.
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Figure 2.2 First-In First-Out (FIFO) scheme [9]

2.3.1.2 Stochastic Fair Queuing (SFQ)

The SFQ qdsic tries to fairly allocate opportunity to transmit
data from a queue among a number of flows. Hash function is used to divide the traffic
into separate FIFOs which are transmitted from the queue in a round-robin manner.
This hash function is changed periodically because there is probability that hash
function is unfairness. The perturb parameter is used to set this period. Figure 2.3

illustrates the SFQ scheme.

Stochastic Fair Queuing (SFQ)
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Figure 2.3 Stochastic Fair Queuing (SFQ) scheme [9]
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2.3.1.3 Token Bucket Filter (TBF)

TBF [10] is the classless gdisc which can shape the transmitted
traffic at the specific rate. Shaping can be done by using the token and bucket. The
main idea is the data can be transmitted if and only if there is available token in the
bucket. Thus, limiting the amount of tokens can limit the rate of transmitted data also.
When the token is not available, the transmitted data has to wait in the queue until the
token is available. Moreover, the amount of tokens cannot exceed the bucket size.
Thus, the size of bucket can limit the rate of bursty traffic. There are four key
parameters can be configured in TBF qdisc. First, the rate parameter is used to set the
speed of transmission. Second, the burst parameter defines the bucket size. This is the
maximum amount of bytes that bucket can contain the tokens concurrently. Normally,
the larger shaped rate requires a larger bucket size. For example, traffic 10 Mbps
requires at least 10 kbyte of bucket size. Third, limit parameter tells the number of
bytes can be queued waiting for the tokens to become available. Lastly, latency
parameter is similar to limit but a value is defined in amount of time. Figure 2.4

illustrates the TBF scheme.
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Figure 2.4 Token Bucket Filter (TBF) scheme [9]
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2.3.1.4 Hierarchical Token Bucket (HTB)

HTB [11] is a very flexible classful scheduler which supports
the borrowing mechanism. Basically, traffic can be shaped by using the Token Bucket
Filter (TBF) scheduler. The TBF scheduler cannot handle the borrowing mechanism,
so HTB extends this feature from TBF. For the borrowing concept, a parent class can
lend its own bandwidth to its child classes when it has remaining bandwidth. This

model improves the bandwidth utilization. Figure 2.5 illustrates the HTB scheme.

Hierarchical Token Bucket (HTB)
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Figure 2.5 Hierarchical Token Bucket (HTB) scheme [9]

2.3.2 Class

Class exists when the qdisc is classful only. Class is used to define the
traffic category and its required bandwidth rate. There are many parameters involve
with class such as rate, ceil, burst, cburst and prio. Rate is used to set the guarantee
bandwidth. Ceil is used to set the possible maximum bandwidth. If a parent class has
the remaining bandwidth, the child class can borrow bandwidth from the parent class
until its rate reaches to configured ceil. Burst is the size of rate bucket and cburst is a
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size of ceil bucket. And prio defines the priority of class which lower value of this

parameter will be served first. Syntax of tc class is shown in Table 2.3.

Table 2.3 The tc class usage

tc class [ add | del | change | get ] dev STRING
[ classid CLASSID ] [ root | parent CLASSID |

[ [ QDISC_KIND ] [ help | OPTIONS ] ]

tc class show [ dev STRING ] [ root | parent CLASSID ]

2.3.3 Filter

Filter acts as a classifier to classify packets for each predefined class. Each
packet is classified by information in the header such as source/destination IP address,
source/destination port and protocol. Syntax of tc filter is shown in Table 2.4.

Table 2.4 The tc filter usage

tc filter [ add | del | change | get ] dev STRING
[ pref PRIO ] [ protocol PROTO ]
[ estimator INTERVAL TIME_CONSTANT ]
[ root | classid CLASSID ] [ handle FILTERID ]

[ [ FILTER_TYPE ] [help | OPTIONS ] ]

tc filter show [ dev STRING ] [ root | parent CLASSID ]




Akkasit Trunganont Literature Review / 16

2.3.4 Example of tc usage
Suppose that there are four wireless stations connect to same wireless

router, as illustrated in Figure2.6. We want to fairly allocate the download bandwidth
to each station by assuming that wireless capacity is 16 Mbps. Hence, each station
should obtain 4 Mbps bandwidth. Moreover, we also require that maximum bandwidth
of each station can be reach to 16Mbps when there is available bandwidth. This

requirement can be implemented via tc command as describes in Table 2.5.

Capacity = 16 Mbps
Fair Rate = 4 Mbps

(<%>)

Wireless Router

192.168.1.11 192.168.1.14

192.168.1.12 192.168.1.13

Figure 2.6 Example of wireless LAN topology

Table 2.5 The tc script which provide the fair rate to four wireless station when

capacity is 16 Mbps

tc qdisc add dev ethl root handle 1:0 htb

tc class add dev ethl parent 1:0 classid 1:10 htb rate 16mbit

tc class add dev ethl parent 1:0 classid 1:11 htb rate 4mbit ceil 16mbit

tc filter add dev ethl parent 1.0 protocol ip u32 match ip dst
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192.168.1.11/32 flowid 1:11

tc class add dev ethl parent 1:0 classid 1:12 htb rate 4mbit ceil 16mbit

tc filter add dev ethl parent 1:0 protocol ip u32 match ip dst
192.168.1.12/32 flowid 1:12

tc class add dev ethl parent 1:0 classid 1:13 htb rate 4mbit ceil 16mbit

tc filter add dev ethl parent 1.0 protocol ip u32 match ip dst
192.168.1.13/32 flowid 1:13

tc class add dev ethl parent 1:0 classid 1:14 htb rate 4mbit ceil 16mbit

tc filter add dev ethl parent 1.0 protocol ip u32 match ip dst
192.168.1.14/32 flowid 1:14

The scheduler we use for this traffic control is hierarchical token bucket
(HTB) which supports the bandwidth borrowing model. That means child class has
ability to borrow bandwidth from parent class in case that parent class has available
bandwidth. For this scenario, there is one parent class which rate is set to 16 Mbps.
And this parent class has four child classes which their rate are set 4 Mbps and ceil are
set to 16 Mbps. This configuration can be illustrated in logical view as Figure 2.7.
However, this configuration might provide the unfairness behavior due to there is a
station consumes much of UDP traffic while other stations consume TCP traffics. As
the nature of UDP traffic, UDP traffic totally dominants the TCP traffic. Thus, the
UDP station will try to consume as much as possible it can. This behavior prevents

other stations to obtain fair rate.
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Rate: 16 Mbps

Rate: 4 Mbps  Rate: 4 Mbps Rate: 4 Mbps Rate: 4 Mbps
Ceil: 16 Mbps  Ceil: 16 Mbps  Ceil: 16 Mbps  Ceil: 16 Mbps

Figure 2.7 The hierarchical view of HTB qdisc structure

2.4 Iperf

Iperf [12] is an end to end bandwidth measurement tool. The measurement
can be done by generating the TCP or UDP flow from one side to another side and
evaluate these metrics such as throughput, jitter and packet loss. While, Iperf is a
command line base tool, the next version of it, Jperf is a Iperf extension with user
interface which enhance the usability. Figure 2.8 displays the appearance of Jperf

program.
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Figure 2.8 The appearance of Jperf tool [12]
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2.4.1 Example of iperf usage
Examples of TCP traffic transmitting/receiving are following
Server side: IP address is 192.168.1.10
Iperf server opens a port 5555 for receiving the TCP flow and periodically reports the

result every 1 second.

#iperf —s —p 5555 —i 1

Client side;

Iperf client saturates the TCP flow to station 192.168.1.10 via port 5555.

#iperf —c 192.168.1.10 —p 5555

Examples of UDP traffic transmitting/receiving are following
Server side: IP address is 192.168.1.10
Iperf server opens a port 5555 for receiving the UDP flow and periodically reports the

result every 1 second.

#iperf —s —u —p 5555 —i 1

Client side:
Iperf client transmits a 10 Mbps UDP flow to station 192.168.1.10 via port 5555.

#iperf —c 192.168.1.10 —p 5555 —u —b 10m

2.5 OpenWRT

OpenWRT [13] is a Linux-based firmware program for embedded devices
such as residential gateway. It enables users to use a home wireless access router as
one Linux device. Users can telnet or use the secure shell to the OpenWRT wireless
access router and execute many basic commands like they do on Linux. For example,
Is command to display files in specific directory or ps command to show current
working processes. In addition to basic commands, users can install other packages to
extend the features of OpenWRT wireless router. For example, tcpdump package can
be installed to monitor the inbound/outbound traffic; and tc package can be installed to
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enable the traffic control feature. Moreover, the OpenWRT is an open source, so that
everyone can get it for free. Therefore, OpenWRT is very popular and widely used

today. Figure 2.9 displays the web user interface of OpenWRT.
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Figure 2.9 The appearance of OpenWRT user interface

2.6 Madwifi

Madwifi [14] is an open source driver for wireless LAN devices but
depends on the proprietary Hardware Abstraction Layer (HAL). Typical wireless LAN
driver allows a wireless NIC to be managed or ad-hoc mode only but the madwifi
driver enhances the wireless NIC to act as infrastructure mode to be an access point
and monitor mode as well. Moreover, the madwifi driver allows user to modify much
of 802.11 parameters. For instance, the security standard in 802.11 like WEP and
WPA, channel frequency, data bit rate and QoS parameters like CW and TXOP.
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2.7 Libpcap

Libpcap [15] is an open source library that provides a high level interface
to network packet capture system. The goal of libpcap is to provide a platform-
independent API for packet capture mechanism. It is designed to be used for many
programming languages such as C, C++, Perl, Python, Java, C# and Ruby.

The processes how libpcap works for sniffing the packet are following.
Note that the prototype code in this section is C language base.

2.7.1 Setting the device

The process simply starts from determining the network interface we want
to sniff the packet, i.e. eth0. This simple pseudo code can be used for setting the
device, char *dev = argv[1]. The argv[1] is an received argument when the main

program is executed.

2.7.2 Opening the device for sniffing
This process aims to initialize the pcap session of the interface we want to

sniff. The prototype of this function is as follow.

pcap_t *pcap_open_live(char *device, int snaplen, int promisc, int to_ms, char *ebuf)

The first argument is the device that we specified in the previous process.
The second argument, snaplen is an integer which defines the maximum number of
bytes to be captured by pcap. The third argument, promisc is used to define the
interface mode: promiscous or non-promiscous mode. The fourth argument, to_ms is
the read time out in milliseconds. Lastly, ebuf is a string we can store any error
messages within (as we did above with errbuf). The function returns our session

handler.

2.7.3 Filtering the traffic
For some situations, we want to sniff the packet that match to specific

condition, ie. only SMTP traffic which relies on port 25. There are two phases in this
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process, compiles the filter expression, then applies the expression has been compiled.

To compile the filter expression, the prototype is as follow.

int pcap_compile(pcap_t *p, struct bpf_program *fp, char *str, int optimize,
bpf_u_int32 netmask)

The first argument is our session handle (pcap_t *handle in previous
process). The second argument is a reference to the place we will store the compiled
version of our filter. The third argument defines the required filter expression, in
regular string format. Next is an integer that decides if the expression should be
"optimized" or not. Finally, the net mask of the network the filter applies to is
specified. The function returns -1 on failure, all other values imply success.

After the filter expression has been compiled, we have to apply it. The
prototype of this function is as follow.

int pcap_setfilter(pcap_t *p, struct bpf_program *fp)

The first argument is our session handler, the second is a reference to the
compiled version of the expression (presumably the same variable as the second

argument to pcap_compile()).

2.7.4 The actual sniffing

In this process, pcap waits for incoming packets which already complied
with the filter expression we defined in the previous process. Every time it gets a new
packet in, it calls another function that we have already defined. The function it calls
can do anything with sniffed packet, ie. prints the header information of packet or
stores only IP header of packet in to data structure. The prototype of this function is as

follow.

int pcap_loop(pcap_t *p, int cnt, pcap_handler callback, u_char *user)
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The first argument is our session handle. Following that is an integer that
tells pcap_loop() how many packets it should sniff for before returning (a negative
value means it should sniff until an error occurs). The third argument is the name of
the callback function (just its identifier, no parentheses). The last argument is useful in

some applications, but many times is simply set as NULL.

2.7.5 Close the pcap session
When the sniffing process has finished, we close our session and complete

the process. The prototype of this function is pcap_close(handle).

2.8 Related Works

There are many related research works on bandwidth allocation on

wireless LAN and per-station fairness. This section will discuss these works.

2.8.1 Bandwidth Management System in Wireless Router

This work [16] proposed the QoS management on wireless router by
extending the capability of OpenWRT. Project developer develops the user interface
for administrator to define the classes and their bandwidth rate. Administrator can also
identify the users to specific class via user interface. The traffic differentiation process
is done by queue’s packet marker in wireless router. The test result shows that
obtained bandwidth of wireless station conforms to predefined configuration in

wireless router.

2.8.2 Adaptive bandwidth sharing mechanism for quality of service

administration in infrastructure wireless networks

This research [17] proposed adaptive Q0S management schemes in
infrastructure  WLAN. There are two proposed schemes consist of wireless
differentiation (WD) scheme for UDP flows and wireless differentiation with
prioritized ACK scheme (WDPA) for TCP flows. The technique behind both schemes
is assigning the priority level of traffic in MAC header. The priority information in

MAC header will affect the contention window of medium access mechanism. Higher
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priority level implies lesser time to wait before transmission and vice versa. The
simulation result shows that proposed schemes can differentiate different type of
traffic and guarantee the QoS. However, all tasks in the proposed scheme are done on
data link layer, so implementation in real world seems to be hard.

2.8.3 Proposal of Wireless Traffic Control Schemes for Wireless LANs

This research [18] proposed two wireless traffic control schemes such as
QoS management and load balancing between access points. All works are done on a
separate device called wireless traffic control (WTC). WTC acts as a gateway of
access points, implies that all wireless traffic must transmit through the WTC. To
obtain the QoS guarantee, WTC assigns two different priority buffers consist of
guarantee flow buffer and best effort flow buffer. Packets in guarantee flow buffer
have ability to be transmitted in certain rate while packets in best effort flow will be
transmitted when there is remaining bandwidth. When packets come to WTC, it will
analyze the information contained in the packet header and distribute them to the
appropriate buffer. The evaluation shows that both TCP and UDP flows can be

effectively controlled to meet the QoS requirement.

2.8.4 Weighted Window for Fair Bandwidth Allocation in WLANS

Seyedzadegan and Othman proposed the weighted window scheme to
provide fair bandwidth allocation among wireless stations [19]. Controlling the rate for
fairness allocation can be done by manipulating the window size of TCP layer in each
wireless station. The adapted window size must correspond to number of active
wireless station and buffer size of an access point. The simulation results show that
this scheme is effective, as each wireless station can fairly consume bandwidth.
However, this scheme focuses on fairness for TCP traffic only. There still be fairness

problem when UDP traffic is exist in wireless LAN.

2.8.5 Distributed Access Time Control for Per-Station Fairness in
Infrastructure WLANSs
The Distributed Access Time Control (DATC) scheme [20] is proposed to

control the rate of TCP traffic for each station. This scheme is based on channel access
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time. When sending rate during a sample period exceeds the fair rate, the station will
decrease its flow rate by adjusting the dropping probability. The channel access time
of each station is fairly allocated by dividing the sample period by number of active
stations. The simulation results show that this scheme can achieve both per-flow and
per-station fairness of TCP flows. However this scheme cannot cope with UDP flows

and implementation requires the computation at wireless stations.

2.8.6 TCP Fairness Issues in IEEE 802.11 Networks: Problem

Analysis and Solutions Based on Rate Control

Blefari-Melazzi et al. [21] proposed the rate-limiter mechanism to provide
the per-flow fairness between uplink and downlink traffics in wireless network. The
rate-limiter controls the uplink traffic at specific rate which rises up the downlink
bandwidth to meet the fairness. The rate of uplink can be adapted to reduce the
bandwidth waste, as the downlink traffics are not greedy. The adaptation of bandwidth
allocation is based on the number of packet loss at the downlink buffer. If there is no
packet loss, it implies that no congestion at downlink buffer, thus the rate of uplink
should be increased. Otherwise, the rate of uplink will be decreased to avoid the
domination of uplink. The simulation results and results from real test-beds [22]
confirm that this proposed scheme can provide the per-flow fairness and the controlled
rate can be adapted to reduce the bandwidth waste. Moreover, the rate-limiter is based

on Token Bucket Filter which sits on IP layer.

2.8.7 The TCP Fairness in WLAN: A Review

Seyedzadegan, et al. [23] reviewed other research works about TCP
fairness in wireless LAN which covers both per-flow and per-station fairness. The per-
flow unfairness comes from a DCF mechanism which uplink TCP flows are always
dominant downlink TCP flows. There are many techniques to meet the per-flow
fairness, i.e. reduce the contention window of AP, expand the buffer size of AP, using
the dual queues at AP and drop the uplink flow when it exceeds one half of whole
bandwidth. The per-station unfairness can be occurred when each station has the
different number of flows. This kind of unfairness can be solved by giving the fair

channel access time to each wireless station. The authors also discuss the practical
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degree of implementation for each proposed scheme. However, these previous works

cannot maintain the fairness when the UDP traffic exists.

2.8.8 Dynamic Contention Window Control to Achieve Fairness

between Uplink and Downlink Flows in IEEE 802.11 WLANSs

This research [24] proposed the approach to provide per-flow fairness
between uplink and downlink by dynamically adjusting the CWmin parameter at
access point. By nature of 802.11 MAC control, uplink flows try to dominate
downlink flows due to DCF mechanism which grants equal chance of transmission for
all wireless devices including access point and its client. The idea of this research is
minimizing the backoff time of access point to increase an opportunity of downlink
transmission by adjusting the minimum contention window size (CWmin). The
researchers made the mathematical analysis to find the optimal CWmin based on only
number of downlink flows to provide per-flow fairness. When number of downlink
flow increases, the CWmin of access point has to be decreased to grant more chance
for downlink flows. Due to, CW parameter is adjusted only at access point, there is no

modification require in the MAC protocol at wireless stations.

2.8.9 Related Works Comparison
All related works comparison is described in Table 2.6.

Table 2.6 Related Works Comparison

Implement | Implement

Name ] Technique Provide
on layer on device
Manipulating _
) ) ] ) Fairness among
Weighted Wireless | the window size _
) 4 ) ) stations but only
Window station of TCP in each )
) TCP traffics
station
QoS on ) Extending the Predefined QoS
) Wireless .
Wireless 3 capability of management on
Router

Router OpenWRT wireless router
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- Assign two
Additional _ o QoS for both TCP
WTC _ different priority
Machine and UDP flows
buffers
Limit rate of
- uplink flow and | Per-flow fairness
Rate- Additional _
o ) detects the between uplink and
Limiter Machine )
packet loss at downlink
downlink buffer
Adaptive
] Assigning the bandwidth sharing
WD and All wireless o
) priority level of | for QoS, effect to
WDPA devices o
traffic in MAC | both TCP and UDP
flows
Fairly allocate
_ Both per-flow and
Wireless channel access ) )
DATC ] ) per-station fairness
station time to each
_ of TCP flows
station
Dynamic o
Access Optimize ]
Cw _ _ Per-flow fairness
Point CWmin of AP

Control
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CHAPTER IlI
PROPOSED SCHEME

In this chapter, we propose an adaptive traffic control mechanism to solve
the unfair bandwidth allocation problem of the wireless downlink traffic. This
mechanism works on the IP layer and involves with a CW parameter in MAC layer.
The implementation could be done on wireless router with OpenWRT firmware or

laptop based wireless router with Madwifi driver.

3.1 Overview of proposed scheme

Nowadays, current wireless LAN standard (802.11 a/b/g) does not support
the QoS mechanism which is a cause of unfair bandwidth allocation. In some cases,
some users may use applications that consume bandwidth much more than those of
other users, and prevent other applications to connect to the Internet. These
applications are for example, video streaming applications, download accelerators that
create many sessions for one downloading, and the P2P applications such as the
Bittorent. In addition, the DCF mechanism in 802.11 MAC layer originates the per-
flow unfairness which leads to unfair bandwidth allocation among users in network.
Consequently, there should be some mechanisms to avoid misuse applications to
consume much wireless bandwidth and domination of uplink flows due to DCF
mechanism, so that each user can fairly obtain the bandwidth as well.

In this work, we propose an adaptive traffic control mechanism to solve
the unfair bandwidth allocation problem. This mechanism works on IP layer and
involves with CW parameter in MAC layer. It was implemented on laptop based
wireless router. The key to solve the unfair bandwidth allocation is that, first the
wireless access router must be able to analyze the current wireless traffic, so that we
can know the number of wireless stations in wireless network, how much bandwidth

each station consumes and greedy status of each station. Second key point is that the
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wireless access router must be able to control the traffic by shaping or policing.
Therefore, we can prevent the greedy station to consume bandwidth much more than
other stations. Traffic control is based on the information we analyzed. Another key
point is that wireless access router must be able to configure Contention Window
(CW) parameter in MAC layer in order to prevent the domination of uplink flows.

The system overview is illustrated in Figure 3.1. Either direction of traffic
IS upstream or downstream, traffic will be analyzed on wireless router and be
controlled in the fair manner, so that each wireless station can consume bandwidth
equally. In addition, allocated bandwidth for each station will be fairly intra-allocated
for both uplink and downlink. For uplink traffic, it will be shaped to specific
bandwidth rate before transmitting to Internet. While the traffic transmitted from
Internet or downlink traffic will be shaped before transmitting to wireless stations as
well. Note that these tasks are done periodically in order to provide a semi real-time
traffic control. Beside traffic controlling for per-station fairness which done on IP
layer, the wireless access router requires to adjust CW (contention window)
parameters in MAC layer to increase transmission opportunity of downlink to prevent
uplink domination due to DCF mechanism. To increase downlink traffic opportunity,
the CW parameter of wireless access router should be adjusted to possible minimum

value so that minimize backoff time for downstream.

Wireless Traffic Monitoring
and Measurement
+
Traffic Control on Both “
o : o
Direction Per Station Qi
00

l

plink

Wireless Router \
Upling
&
Downjjn,e

Internet Traffic

Wireless Stations

Figure 3.1 Logical view of our proposed scheme



Akkasit Trunganont Proposed Scheme / 30

3.2 Main ldeas

There are four main ideas for bandwidth allocation. First, the bandwidth
must be allocated fairly among stations. Thus, the given rate for each station is the
achievable capacity divided by number of wireless station. We call this rate as the fair
rate. After each station obtains fair rate, it will fairly intra-allocate its obtained
bandwidth to uplink and downlink. Second, bandwidth can be intra-adjusted between
uplink and downlink when a station requires more bandwidth on either uplink or
downlink direction. Uplink rate can intra-borrow bandwidth from downlink rate and
vice versa. Third, when a station requires bandwidth much more than its portion on
both uplink and downlink and other stations do not consume whole of their portion,
the greedy station is able to inter-borrow bandwidth from un-greedy station in order to
increase the link utilization. For example, there are two wireless stations each
allocated 10 Mbps of bandwidth. We assume that the first station wants to consume
bandwidth much more than its portion on both uplink and downlink direction, and the
second station has no transmission. In this case, we see the remaining or wasted
bandwidth will be 10 Mbps. Thus, the rate for each station should be flexibly adjusted
to reduce the wasted bandwidth. The greedy station may borrow some bandwidth from
an un-greedy station. Moreover, the lender station is able to claim its bandwidth back
from borrower station when it needs to consume much more. Fourth, each station must
hold the minimum guarantee bandwidth. More specific, each station holds minimum
guarantee bandwidth for both uplink and downlink direction. In case of TCP traffic
transmission which requires ACK packet back to maintain the transmission, the TCP
throughput will be severely degraded when either uplink or downlink holds too less
bandwidth rate.

3.3 System Design

Based on above concept, there are three main functions in our proposed
scheme: packet sniffing, traffic analysis, and the adaptive bandwidth allocation. These
tasks have to be performed in sequence. Figure 3.2 illustrates the block diagram of our
scheme. Note that packet sniffing must be performed all the time, while other

functions are performed periodically, e.g. for every ten seconds.
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Periodical Tasks

Y
Y

Packet Sniffing i Traffic Analysis Adaptive Bandwidth Allocation

Wireless Router

Figure 3.2 Block Diagram of Adaptive Traffic Control Mechanism on Wireless

Router

3.3.1 Packet Sniffing

This module aims to keep the data of packets transmitted through the
wireless interface of wireless access router. This module is implemented by using the
libpcap module. It looks into the IP header of each packet to find information such as
source/destination IP address, source/destination port, protocol, and packet length. The
data will be kept in link-list structure and will be analyzed by the next module. Figure

3.3 illustrates the flow chart of packet sniffing process.

y

Sniff the packet at wireless interface (ethl) of
wireless router and store it in linklist data structure

Does program
terminated

Yes

Free data in linklist

A
End

Figure 3.3 Flow chart of Packet Sniffing Process
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3.3.2 Traffic Analysis

The objective of this module is to obtain the information of the current
wireless traffic such as the number of wireless stations, IP address of each station, how
much bandwidth each station consumes, greedy status of each station and the fair rate
for each station. The number of stations active in wireless LAN can be found by
intercepting the result of the wl command and the DHCP lease file or intercepting the
result of the arp command and wlanconfig command.

Next, bandwidth consumption rate for each station can be calculated by
looking up the source/destination IP address and the packet length of data we sniffed.
If the source/destination IP address matches to the IP address of the wireless station,
packet length will be accumulated and kept into an account. If source IP address of the
packet matches to the IP address of the wireless station, it will be calculated as uplink
consumption. Similarly, destination IP address of the packet which matches to the IP
address of the wireless station will be calculated as downlink consumption. Figure 3.4
illustrates the flow chart of the calculation of bandwidth consumption rate for each
station.

Next, greedy status of each station can be determined by detecting the
dropped or backlog packets on both uplink and downlink queue in each station. If
there is a dropped or backlog packet on any queue, it implies that queue does not
satisfy with its bandwidth rate and indicates that it is greedy. In addition to detect the
overlimit packet on the queue, if the queue holds the bandwidth rate as less as
minimum guarantee bandwidth, it also implies that this queue is greedy as well. There
are three levels of greedy status consists of intra-greedy, inter-greedy and un-greedy
levels. When either uplink or downlink of a station indicates that it is greedy, the
greedy status of this station is intra-greedy. While, if both uplink and downlink of a
station indicates that they are greedy, this station holds inter-greedy station. And the
station will be un-greedy status if and only if both its uplink and downlink do not
indicate that they are greedy.

Lastly, the fair rate can be calculated from the wireless capacity divided by
the number of wireless stations. In concluding, this module will generate the

information of current wireless traffic in consumption table which records the IP
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address, bandwidth consumption and greedy status of each station. This consumption

table will be used in next task, adaptive bandwidth allocation.

Start

Initialize the consumption table
according to wireless stations
consumeTable.[down,up]Consumey; = 0

\
currentPacket = first packet of sniffed
traffic in linklist

Yes currentPacket

currentPacket.srcl
matchs the ip address
of wireless stations

currentPacket.dstIP
matchs the ip address
of wireless stations

No

consumeTable.downConsumecyrentpacket.dstip | CONsumeTable.upConsumecyrrentpacket.dstip
+= currentPacket.size += currentPacket.size

| |
v

currentPacket = next packet of sniffed
traffic in linklist

Y

Free data in linklist

Y

consumeTable.[down,up]Consume; =
(consumeTable.[down,up]consume; * 8) / pollingTime

End

Figure 3.4 Flow chart of the calculation of Bandwidth Consumption for each station
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3.3.3 Adaptive Bandwidth Allocation

The objective of bandwidth allocation is to fairly allocate bandwidth to
each wireless station and reduce the wasted bandwidth. The method of bandwidth
allocation is based on greedy status of each wireless station. Intra-greedy stations try
to intra-adjust their bandwidth rate between uplink and downlink. If an uplink is
greedy, the uplink rate will intra-borrow bandwidth from downlink, and vice versa.
Inter-greedy stations try to inter-borrow bandwidth from other stations especially un-
greedy stations. The un-greedy stations allow their bandwidth to be lent to inter-
greedy stations. And they can claim bandwidth back when they need to use bandwidth
more than their current portion rate.

By default, each station can obtain bandwidth as much as its fair rate to
prevent a greedy station overwhelms other stations. However, controlled rate for each
station may not be a fair rate. It can be adaptively changed to utilize the bandwidth.
Greedy stations that want to consume more can borrow bandwidth from un-greedy
stations those have a remaining bandwidth. The key point is that we will not borrow
nor lend the entire remaining bandwidth, but will gradually and equally borrow and

lend the bandwidth to all stations.

Table 3.1 Adaptive Bandwidth Allocation Algorithm

FOR ALL UN-GREEDY STATION
IF minGuaranteeRate > C.upConsume;
remainingUpBW; = C.upRate; — minGuaranteeRate
ELSE
remainingUpBW; = MAX(C.upRate; — C.upConsume;- minGuaranteeRate, 0)
ENDIF
IF minGuaranteeRate > C.dnConsume;
remainingDnBW; = €.dnRate; — minGuaranteeRate

ELSE




Fac. of Grad. Studies, Mahidol Univ. M.Sc.(Computer Science) / 35

remainingDnBW; = MAX(C.dnRate; — C.dnConsume;- minGuaranteeRate, 0)
ENDIF
ENDFOR
totalRemainingBW = ), remainingUpBWi + Y, remainingDnBWi

totalRemainingBW

borrowRate = :
stationNum

totalBorrow = borrowRate * greedyNum
FOR ALL Station C {
CASE C.greedyStatus OF
INTRA-GREEDY:
holdRate = C.upRate; + €.dnRate;
IF Uplink is greedy

C.dnRate; = MAX(C.dnRate; - (holdRate * STEP_RATIO),

minGuaranteeRate)

C.upRate; = MIN(C.upRate; + (holdRate * STEP_RATIO), holdRate -

minGuaranteeRate)
ELSE IF Downlink is greedy

C.upRate; = MAX(C.upRate; - (holdRate * STEP_RATIO),

minGuaranteeRate)

C.dnRate; = MIN(C.dnRate; + (holdRate * STEP_RATIO), holdRate -

minGuaranteeRate)
ENDIF
INTER-GREEDY:
C.upRate; = C.upRate; + (borrowRate / 2)

C.dnRate; = €.dnRate; + (borrowRate / 2)
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UN-GREEDY:

remainingUpBW i

C.upRate; = C.upRate; - (totalBorrow * ( —
totalRemainingBW

remainingDnBW i

C.dnRate; = C.dnRate; - (totalBorrow * ( —
totalRemainingBW

Default;
ENDCASE

ky

Generate the tc script according to C.upRate; and C.dnRate; and execute it

Although un-greedy stations can lend their bandwidth to others, they have
the minimum guarantee bandwidth to prevent the situation that TCP traffic cannot
maintain its transmission rate due to lack of the response ACK packet back. The
guarantee rate is default defined as 0.5 Mbps.

In the first stage, all wireless stations will get a fair rate and this rate will
be fairly intra-allocated to uplink and downlink. After periodic packet sniffing, our
adaptive bandwidth allocation algorithm will be applied. Table 3.2 provides an
overview of our allocation algorithm. The bandwidth allocation process is based on
greedy status of each wireless station. For intra-greedy stations, their rate will be intra-
adjusted between uplink and downlink. If an uplink is greedy, the uplink rate will
intra-borrow bandwidth from downlink, and vice versa. The adjusted rate for an intra-
greedy station depends on STEP_RATIO parameter which default value is 20% from
its own bandwidth rate. For inter-greedy stations, they will borrow bandwidth from
un-greedy stations. The borrow rate for greedy-stations depends on remaining
bandwidth of un-greedy stations and number of wireless station. The remaining
bandwidth can be simply calculated by subtract un-greedy stations ‘used bandwidth
from their held bandwidth on both uplink and downlink. However, the remaining
bandwidth has to consider the minimum guarantee bandwidth which forces the station

keeps some bandwidth left in both uplink and downlink. Thus, the remaining
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bandwidth has to subtract the minimum guarantee bandwidth too. Then, both uplink
and downlink rate of inter-greedy stations will be equally increased by half of borrow
rate. For un-greedy stations, their bandwidth rate on both uplink and downlink will be
decreased by proportion to the ratio remaining bandwidth on each queue to total
remaining bandwidth in the network.

After the bandwidth is allocated to each station completely, the
consumption table will be updated. The new bandwidth rate will be added. This
consumption table will be kept and be used again in next period of traffic control
process. Finally, tc script will be generated in order to change the rate in traffic control
rules and will be executed on the wireless access router. The configuration of tc script
are following.

e TC script will be applied to two interfaces which are Internet and

wireless interfaces

e The main qdisc is HTB.

e The number of class and filter depends on the number of stations.

e Each class specifies the rate in consumption table.

e Uplink rate is defined on Internet interface and downlink rate is

defined on wireless interface.

e The qdisc of each class is TBF with 1 ms of latency and 20 kbyte of

burst setting.

e Each filter classifies the traffic based on the IP address of wireless

station.

3.3.4 Contention Window Setting

The set of previous tasks is bandwidth allocation for per-station fairness
based on traffic control which works on network layer. However, this process can
provide per-station fairness if and only if there is only downlink traffic in the network.
If there is multiple of greedy uplink flow exists in the network, per-station fairness
could not be obtained. Because of DCF mechanism provided in 802.11 MAC layer
aims to grant equal media access opportunity to all stations in the network including
access point and its client. It implies that downlink traffic which transmitted from

access point might be dominated from uplink due to access point has transmission
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chance just one over N number of wireless station. The domination of uplink flows is
per-flow unfairness and could be turned to per-station unfairness as well. To prevent
the domination of uplink, we propose a solution that minimizes the backoff time of
access point to improve downlink transmission by adjusting the contention window
(CW). The contention window parameter is the range of integer from CWmin to
CWmax which will be randomly chosen to multiply with slottime to produce the
backoff time. Thus, minimize the CW of access point implies that backoff time will be
shorten, and then downlink flows can obtain more opportunity to transmit.

Because of we do not know the exact CW value of wireless clients, we
suggest that CWmin of access point should be configured to possible minimum value.
Some wireless NIC of client employs 802.11a/b/g which CW parameters completely
depend on manufacturer and some wireless NIC which intends to be attacker, for
instance DoS, will configure its CW parameters to be very small value. Thus our
solution is setting the CWmin of wireless router to be 1 which is the possible

minimum value of this parameter.
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CHAPTER IV
EXPERIMENTAL RESULTS AND DISCUSSION

This chapter provides the experimental results to verify the effectiveness
of our proposed scheme. We organize this chapter to two parts. First part, we make a
set of experiments to survey the impact of unfair bandwidth allocation, impact of
applying traffic control on wireless router with variation of parameters and the
effectiveness of the proposed scheme which controlling the downlink traffic only. We
also express the situation that an uplink flow dominates a downlink flow which
implies that controlling downlink traffic only is not enough to obtain per-station
fairness. Note that we use a Linksys WRT54GL as the wireless router in the first part,
and then we shift from Linksys router to laptop based wireless router in the second
part due to hardware limitation. For the second part, we employ a set of experiments to
verify the effectiveness of proposed scheme which controlling on both uplink and

downlink flows with CW adjusting for per-station fairness.

4.1 First Part of the Experiments

The software and hardware of wireless station, wired station and wireless
access router specification in every experiment in the first part are described in Table
4.1, Table 4.2 and Table 4.3 respectively.

Table 4.1 Wireless station specification

Computer/Processor Intel Core 2 Duo 2.0 GHz
Memory 1GB
Operating System Microsoft Windows XP Service Pack 3

Wireless Interface Linksys WUSB54G [25]
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Throughput Measurement Tool | Iperf 1.7.0

Table 4.2 Wired station specification

Computer/Processor Intel Core 2 Duo 2.0 GHz

Memory 1GB

Operating System Microsoft Windows XP Service Pack 3
Network Interface Card 10/100 Mbps

Throughput Measurement Tool | Iperf 1.7.0

Table 4.3 Wireless access router specification

Manufacturer Linksys WRT54GL [26]

CPU 200 MHz

Memory 16 MB of RAM and 4 MB of Flash Memory
Firmware OpenWRT WhiteRussian RC6

4.1.1 Experiment 1: Impact of unfair bandwidth allocation per station

In the first experiment, we simulate the situation that there is one station in
wireless LAN uses the applications like video streaming or download accelerator
which overwhelm the total bandwidth. The experiment consists of two wireless
stations: one consuming TCP traffic and another consuming UDP traffic. TCP traffic
is assumed to be applications like HTTP, FTP, SMTP and etc., while UDP traffic is
assumed to be an application like video streaming. The topology of this experiment is
illustrated in Figure 4.1. We also try two cases in this experiment. First, both UDP and
TCP stations start to consume the bandwidth at the same time (at time 0). Second, we
let the TCP traffic start first at time 0, and the UDP traffic just starts transmission at
time 120 seconds with the data rate of 21 Mbps. Figure 4.2 and 4.3 reveal the

experimental results of these two cases.
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Figure 4.3 Average Throughput of 1 UDP and 1 TCP flows while TCP starts first (at
second 0) but UDP starts later (at second 120)

4.1.2 Experiment 2: Impact of traffic control on wireless router

In this experiment, we explore the impact of traffic control to the
maximum achievable throughput of both TCP and UDP traffic. We connect the sender
station to the OpenWRT wireless access router via the 100Mbps Ethernet cable, while
the receiver station connects via the wireless. Iperf program is used to saturate the
network in order to find the maximum achievable throughput of both TCP and UDP in
the wireless link. Next, we enable the traffic control mechanism on the wireless access
router by using the tc program with following parameters: a HTB as a main qdisc, one
child class which defines rate at achievable throughput when tc is not enabled with
FIFO qdisc and one filter rule to classify packets transmitted to receiver station. As
shown in Figure 4.4, the maximum throughput of UDP is around 21 Mbps, while that
of TCP is around 17 Mbps. However, the maximum throughput slightly decreases
when the traffic control is enabled. The reason behind this is probably because the tc
program requires more memory and computation resources. Moreover, the maximum
achievable throughput of UDP is always higher than TCP. This is due to a larger

overhead and the congestion control of TCP.
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Figure 4.4 Average Achievable Throughput of 1 UDP and 1 TCP flows

Moreover, to find the effectiveness of tc program to prevent the unfair
bandwidth consumption among multiple stations, we perform an experiment with four
wireless stations. The tc is enabled and configured as followed: the HTB as qdisc, four
children classes with FIFO qdisc, and four filters that classifies based on the IP
address of wireless station. Rate for each class is set to 5.25 Mbps, which is derived
from the maximum achievable throughput of 21 Mbps divided by number of wireless
station, and ceil is varied between 5.25 and 21 Mbps. There are three cases in this
experiment: (1) 3 UDP with 1 TCP flows, (2) 2 UDP with 2 TCP flows, and (3) 1
UDP with 3 TCP flows. Figure 4.5, 4.6 and 4.7 reveals that tc can effectively solve the
unfair bandwidth consumption problem, as the TCP throughput continuously
increases. Moreover, we can observe that when ceil is set equal to rate (5.25 Mbps),
the fairness among wireless stations is better. In conclusion, although UDP flows still

dominate TCP flows, tc can improve the fairness among wireless stations.
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Figure 4.5 Average Throughput of 1 TCP and 3 UDP flows when tc is enables on

wireless router
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Figure 4.6 Average Throughput of 2 TCP and 2 UDP flows when tc is enables on

wireless router
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Figure 4.7 Average Throughput of 3 TCP and 1 UDP flow when tc is enables on

wireless router

However, there is a tradeoff between ceil value. If ceil is high, the wasted
bandwidth can be prevented, but the fairness will be decreased due to the UDP
domination and vice versa. Thus, we need a smarter mechanism to adaptively control

rate to each wireless station for more fairness and less bandwidth waste.

4.1.3 Experiment 3: Effect of our proposed scheme to improve per-

station fairness

To verify that our proposed scheme can improve the fairness of bandwidth
per station, we perform an experiment with three stations receive TCP traffic, while
one station receives UDP traffic at rate of 10 Mbps. The maximum achievable
throughput is assumed as 16 Mbps. Therefore, the fair rate for each station is 4 Mbps.
We conduct two cases for this experiment. First, there is no adaptive bandwidth
allocation mechanism on wireless access router. Second, the adaptive bandwidth
allocation module is periodically executed every 10 seconds on wireless access router.
Figure 4.8 reveals that UDP traffic totally dominant TCP traffic when the adaptive
bandwidth module is not executed. Figure 4.9 reveals that UDP traffic dominates TCP
traffic at the first 10 seconds. After the adaptive bandwidth module is executed, the
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throughput of UDP traffic is greatly decreased, while the throughput of TCP traffic
slightly increases, which leads to a better fairness.

To evaluate the fairness, in this paper, we use the fairness index proposed
by Raj Jain [27]. Equation (1) presents the calculation of

Fairnessindex = (szi)zz 1)
ny x:

while X is the actual throughput of each wireless station and n is the
number of active wireless station.

According to (1), the fairness index in this experiment improves from 0.60
(Figure 4.8) to 0.82 (Figure 4.9). In conclusion, our adaptive traffic control can

prevent the domination of UDP traffic and also increase the fairness of bandwidth
allocation.
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Figure 4.9 Average Throughput of 3 TCP and 1 UDP flows when adaptive control

mechanism is deployed on wireless router

4.1.4 Experiment 4: Effect of our proposed scheme to minimize the

remaining bandwidth

To verify that our proposed scheme is able to adjust the rate to minimize
the remaining bandwidth, we perform an experiment to confirm that the throughput of
TCP traffic can grow until exceed the fair rate, when there is a remaining bandwidth.
This experiment also consists of four wireless stations: three stations transferring 0.1
Mbps of UDP traffic, and the last station receiving the TCP traffic. Figure 4.10 reveals
that the TCP throughput dramatically drops at second 10 due to our adaptive traffic
control mechanism. After that, it gradually increases, while throughputs of other UDP
flows remain stable. Thus, the remaining bandwidth is reduced. In conclusion, our

proposed scheme can reduce unused/remaining bandwidth, and increase the link
utilization.
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Figure 4.10 Average Throughput of 1 TCP and 3 UDP flows when adaptive control

mechanism is deployed on wireless router

4.1.5 Experiment 5: Impact of traffic control to stability of wireless

router and discussion

During our experiments, we found that the wireless access router
sometimes stops functioning when we executed the tc program and injected high
volume of traffic to the router. Therefore, we investigated factors that may cause this
abnormality. One factor that we consider is computation and memory resources
required by the tc program on our limited resource of wireless access router. Thus, we
performed an experiment to prove our assumption. This experiment focuses on the
number of filter rules in the tc configuration, the number of actual hit filter rules, and
the amount of traffic we injected into the network. Results of six cases in this

experiment are shown in the Table 4.4. In all cases, the rate of each station is shaped at
4 Mbps.
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Table 4.4 Results of achievable throughput when tc is deployed in vary cases

_ Received
Number | Number (')\]IcuaTtlfgl Predefined :::Ligim:ti‘: Through
Case | offilter | of traffic | . Rate gnp put per
hit filter per flow flow
rules flows (Mbps)
rules (Mbps) (Mbps)
1 16 1 1 4 20 4
2 16 2 2 4 15 4
3 5 1 1 4 16 4
4 5 2 2 4 16 4
5 16 4 4 4 3 None
6 16 4 4 4 0.25 0.25

From Table 4.4, we found that the number of filter rules does not cause
this abnormality, but the number of hit rules does. Comparing case 1 and 5, the total
transmitted throughput of case 1 is 20 Mbps, while that of case 5 is just 12 Mbps.
However, the received throughput of case 5 is zero, while that of case 1 is 4 Mbps.
Moreover, the case 6 confirms that the amount of traffic affects the performance of
wireless access router. The configuration of case 6 is similar to that of case 5, except
the transmission rate which is set to only 250 kbps. We found that the received
throughput is 250 kbps as well. In conclusion, more number of hit filter rules and more
amount of traffic tend to cause our wireless access router stop functioning.

The tc configuration of the experiments we conduct so far is traffic
shaping. The traffic shaping implies that when the traffic exceeds its demand rate,
excess traffic will not be dropped but be stored in the buffer and transmitted later. This
kind of traffic control might increase the heavy load to wireless router for store and
forward the packets in the queue. It also may be one reason that that proposed scheme
is not stable and prefers to stop functioning when amount of traffic is huge as we
discussed in previous experiment. To reduce that load, we change the traffic control
mechanism from traffic shaping to traffic policing. For traffic policing, the excess
traffic will be drop immediately then the wireless router does not need to use resource

for delaying the packets any more.




Akkasit Trunganont Experimental Results and Discussion / 50

To implement the concept of traffic policing, we add more configuration in
the tc script. By default, the qdisc of children class in classful gdisc like HTB is FIFO
which is some kind of attempting to delay the excess packets. Dropping the overrated
packets can be done by adding the TBF qdisc to children class. The limit parameter of
TBF is used to set the amount of time that packets can sit in the buffer to wait for
available token. We set the latency to 1 ms which is the most possible low value. We
also set the burst parameter to 20 kbyte, thus it can transmit the burst traffic up to 20
Mbps.

4.1.6 Experiment 6: Effect of our proposed scheme when the traffic

control mechanism is change from traffic shaping to traffic policing

The objective of this set of experiments is to ensure that our scheme can be
worked properly in large set of associated clients and amount of traffic. There are 5
wired stations as sender and 10 wireless stations as receiver in the networks. The
topology in this experiment is illustrates as Figure 4.11. There are three set of
experiments to explore the effective of our proposed scheme, first, ability to provide
per-station fairness, second, ability to re-allocate the remaining bandwidth to greedy
stations, and lastly, ability to dynamically re-allocate bandwidth based on the number

of wireless station.
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Figure 4.11 The experiment topology with 10 wireless stations
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4.1.6.1 Ability to provide per-station fairness

In the first set of experiment, we emulate the situation that the
network is saturated in order to confirm the per-station fairness when both TCP and
UDP co-exist like Experiment 111. However, the scenario in this experiment is not the
same as Experiment I11. The maximum capacity is set to 20 Mbps, five TCP flows five
UDP flows with rate of 4 Mbps all are transmitted at time 0. Results in Figure 4.12
reveal that because our adaptive mechanism functions at time 10 second, the
throughput of TCP flows are depressed by the UDP traffic. After that, throughputs of
each TCP and UDP flow are quite equivalent, as the fairness of this experiment is
0.834. In conclusion, our proposed scheme can provides the per-station fairness in the

larger number of wireless station.

Avg Throughput of 5 UDP and 5 TCP flows when our algorithm is
deployed

Throughput (Mbps)

o s P,
o " gt -
1 TS RN L) A ri B 1MILY

0 AT . . . TCP3
0 15 30 45 TCP4

Time (second) TCPs

Figure 4.12 Average throughput of 5 UDP and 5 TCP flows when our proposed
scheme is deployed

4.1.6.2 Ability to re-allocate the remaining bandwidth to

greedy stations

In the second set of experiment, we want to confirm that our
mechanism supports the borrowing mechanism by re-allocating the remaining

bandwidth to greedy stations like Experiment 1\VV. However, in this experiment, we
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transmit eight UDP flows with 1 Mbps each, one greedy UDP flow with 5 Mbps, and
one TCP flow. The maximum capacity is set to 20 Mbps. We assume that the
throughput of TCP flow should be able to increase as it uses the slow start algorithm.
Experimental results in Figure 4.13 reveal that both throughputs of the greedy UDP
flow and TCP flow drop after time 10 second. However, after we re-allocate the
bandwidth according to the remaining bandwidth, the throughputs of both are
gradually increased.

Avg Throughput of 9 UDP and 1 TCP flows when our algorithm is
deployed
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Figure 4.13 Average throughput of 9 UDP and 1 TCP flows when our proposed

scheme is deployed

4.1.6.3 Ability to dynamically re-allocate bandwidth based on

the number of wireless station

The objective of the third set of experiment is to verify our
capability that can dynamically re-allocate bandwidth based on the number of wireless
client. In this experiment, we transmit five UDP flows each with data rate of 4 Mbps
to five wireless clients. After time 60 second, we transmit other five UDP flows to
other five wireless clients. The maximum achievable throughput is assumed as 20

Mbps. Therefore, the fair rate for each station is 2 Mbps. Experimental results in
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Figure 4.14 reveal that the bandwidth allocation for each UDP flow could dynamically
adjust, as at around time 70, the average throughput of each UDP flow drops from
around 3.5 Mbps to 1.5 Mbps when 10 UDP transmissions are simultaneously
performed. In conclude, our proposed scheme is able to re-allocate bandwidth based
on the number of wireless station. Moreover, the fairness index of Figure 4.14 is
0.827, which is quite high.

Avg Throughput of 10 UDP flows when our algorithm is
deployed

UDP1at t=0

UDP2 at t=0
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UDP7 at t=60

0 30 60 90 UDPs at t=60

Time (second) UDP9 at t=60

Figure 4.14 Average throughput of 10 UDP flows when our proposed scheme is
deployed

4.1.7 Experiment 7: Impact of unfair bandwidth allocation between

uplink flow and downlink flow

The objective of this experiment is to survey the impact of unfair
bandwidth allocation between uplink and downlink. In this experiment, there are two
wireless stations exist in the network. One station tries to transmit data to Internet at
20 Mbps while another station tries to download data from Internet at the same rate, 20
Mbps. Topology of this experiment is illustrated as Figure 4.15. Both stations start to
transmit/receive data at the same time and there is no traffic controlling in this
experiment. Experiment results in Figure 4.16 reveal that a UDP uplink flow

obviously dominates a UDP downlink flow. The UDP uplink flow obtains the
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bandwidth rate around 13 Mbps while the UDP downlink flow obtains just around 6
Mbps. Thus, we can conclude that the traffic control process on downlink traffic only
cannot provide per-station fairness in case that there is an uplink flow exists in the
network.

0)
)UDP 20 Mbps

UDP 20 Mbps

A

Figure 4.15 Network Topology of Experiment 7
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Figure 4.16 Throughput of a 20 Mbps uplink and a 20 Mbps downlink flows
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4.2 Second Part of the Experiments

The software and hardware of wireless station and wired station are same
as the first part of experiment but the wireless access router is changed from Linksys
wireless router to laptop based wireless router which its specification is described in
Table 4.5.

Table 4.5 Laptop based wireless access router specification

Computer/Processor Intel Pentium M 1.3 GHz
Memory 736 Mbps

Operating System Linux Redhat Enterprise 5
Wireless NIC TP-Link TL-WN510G [28]
Wireless NIC Driver Madwifi 0.9.4

4.2.1 Experiment 8: Impact of CW parameters to wireless capacity

Since the backoff time of each wireless station depends on contention
window (CW) parameter. The objective of this experiment is to survey the impact of
CW parameters to wireless capacity. The topology of this experiment consists of one
wired station connected to laptop wireless router and a wireless station also connected
to the wireless router via wireless link. The wireless link will be saturated in both
uplink and downlink direction with variation of CW parameters setting. We vary the
CWmin from 1 to 10 and fix the CWmax to possible maximum value as we can set in
this device as 232. Note that these set of CW parameters can be set to both wireless
router and wireless station and we set both of them as equal.

Experiment results in Figure 4.17 reveal that CWmin value obviously
affects the wireless capacity. When the CWmin value is increased, the achievable
capacity of both kind of traffic type and both direction will be degraded except the
uplink UDP traffic. Actually, an uplink flow will not be effected by CW parameters if
the wireless interface of the station does not support QoS mechanism which is already
embedded in 802.11e/n. The legacy 802.11a/b/g wireless interface will ignore the QoS

parameters advertised from access point and remain its default MAC parameters. The
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wireless station in this experiment employs only 802.11g standard which does not
interest the CWmin advertised from wireless router, thus achievable throughput of
uplink UDP flow will not be degraded. However, uplink TCP flow still is degraded
because of degradation of downlink traffic effects ACK packet. The ACK packet
cannot instantly response back in order to maintain its high data rate. In conclude, CW
parameters effects the wireless capacity, higher value of CW means lower value of
wireless capacity. Moreover, we suggest that CWmin of wireless access router should
not be lower than 5 in order to prevent the capacity degradation.

35

m Up UDP
m UP TCP

m Down UDP
® Down TCP

Achievable Throughput (Mbps)

CWmin (AP&STA)

Figure 4.17 Wireless capacity on both uplink and downlink direction with variation of
CWmin parameter

4.2.2 Experiment 9: Impact of CW parameters to per-flow fairness

The objective of this experiment is to survey the impact of CW
parameters to per-flow fairness. The topology of this experiment consists of one wired
station connected to laptop wireless router and two wireless stations also connected to
the wireless router via wireless link. The wireless link will be saturated in both uplink
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and downlink direction with variation of CW parameters setting. One station tries to
transmit data to wired station while another station tries to download data from wired
station. We conduct four cases for transmission on both direction such as 1) Up-UDP
and Down-UDP, 2) Up-TCP and Down-TCP, 3) Up-UDP and Down-TCP and 4) Up-
TCP and Down-UDP. Note that UDP traffic is transmitted at 20 Mbps data rate. Both
stations start to transmit/receive data at the same time and CWmin of wireless router is
varied from 1 to 5 to observe the impact of this parameter to different kind of traffic in
per-flow fairness aspect. The results of four cases in this experiment are illustrated as
Figure 4.18 — 4.21 respectively.

From the results, we can notice that downlink traffic obviously
dominates uplink traffic when CWmin parameter is lower in every case. We also
observe that when CWmin is configured to 5, the throughput of uplink and downlink
become nearly the same except fourth case, Up-TCP and Down-UDP. However,
obtaining the per-flow fairness between uplink and downlink does not mean per-
station fairness will be obtained. There should be a traffic control process to control
both uplink and downlink for per-station fairness. Since the traffic control process can
directly shape the downlink traffic before a station request for access the channel, so
we can let the downlink flow dominates uplink flow by setting CWmin to minimum
value. Another reason to set CWmin to minimum value is that we do not exactly know
a value of CWmin of each wireless client. If a wireless client is attacker who want to
jam the traffic and adjusts its CWmin to minimum value for increasing transmission
opportunity, setting CWmin of wireless router to minimum value can prevent this kind
of attack. In conclude, the domination of uplink flow can be prevented by setting
CWmin of wireless router lower than 5 and we suggest that this parameter should be
set to possible minimum value which is 1 to enhance the per-station fairness and

prevent some attacking like DoS.
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4.2.3 Experiment 10: Effect of our proposed scheme to improve per-
station fairness (part 1)

The objective of this experiment is to verify the effectiveness of our
proposed scheme to improve per-station fairness. There are many experiments in
several situations which can be divided to three parts such as one direction of traffics
exist in the network, two directions of traffics exist in the network and multiple traffic
flows per station.

4.2.3.1 One direction of traffic exists in the network

In this set of experiments, there are two wired stations
connected to a laptop wireless router via 100 Mbps Ethernet link and four wireless
stations connected to the laptop wireless router with 54 Mbps wireless link. There are
two cases to verify the effectiveness of proposed scheme in this section. First, three
wireless stations download 20 Mbps of UDP traffics while another station download a
TCP traffic flow. Second, three wireless stations upload 20 Mbps of UDP traffics
while another station upload a TCP traffic flow. The proposed scheme is applied with
following parameters: wireless capacity is 20 Mbps, interval time is 10 seconds, step
ratio is 0.2, minimum guarantee rate is 0.5 Mbps and CWmin/max of wireless router is
1 and 10 respectively. Figure 4.22 illustrates the topology of this experiment.

The experiment results of both cases are illustrated as Figure
4.23 and 4.24. For the first case, we see that when traffics start to transmit, downlink
TCP traffic was totally dominated from other UDP flows. Then, 10 seconds later, the
bandwidth allocation mechanism is executed and each station will obtain fair rate and
the station also fairly intra-allocate to both uplink and downlink. Thus, the downlink
TCP traffic could not be depressed by the UDP traffic flows any more. However,
amount of traffic on downlink queue of every station require much more bandwidth
while uplink queue of every station does not consume any bandwidth. Thus, 10
seconds later which the allocation process is executed again, bandwidth in each station
will be intra-adjusted between uplink and downlink. In this case, downlink tries to
borrow bandwidth rate from uplink according to step ratio parameter. We see that
downlink will increase its rate step by step until uplink has no remaining bandwidth.
Then, the downlink traffics remain at that rate while uplink rate portion keeps the

minimum guarantee bandwidth. For the second case, the throughput of each station
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varies slightly when the proposed scheme is not executed. However, when the
proposed scheme is executed, the per-station fairness is noticeable better. We also
calculate the fairness index of both cases in this experiment which are 0.98 and 1.0
respectively. From the results in this experiment, we can conclude that our proposed
scheme is able to provide per-station fairness in one direction of traffic situation in

wireless network.

Figure 4.22 Network Topology of Experiment 10
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Figure 4.23 Average throughput of 1 downlink TCP flow and 3 downlink UDP flows

when proposed scheme is applied
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proposed scheme is applied
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4.2.3.2 Two directions of traffic exists in the network

In this set of experiment, the topology and parameters setting
are same as previous experiment but the direction of traffic flows is different. There
are four cases in this set of experiments consist of 1) 3 Down-UDP and 1 Up-TCP, 2)
3 Down-TCP and 1 Up-UDP, 3) 1 Down-UDP and 3 Up-TCP and 4) 1 Down-TCP
and 3 Up-UDP. The experiment results of four cases are illustrated as Figure 4.25 —
4.28. From all four cases results, we notice that downlink traffic in any traffic type
(TCP or UDP) will dominates uplink traffic when the bandwidth allocation process is
not executed yet, at first 10 seconds. The downlink domination is originated from
CWmin setting of wireless router. The CWmin of wireless router is set to possible
minimum value which is 1, allows much of opportunity to downlink flows. However,
when bandwidth allocation process is executed, downlink traffic will be policed at the
fair rate, and gives the channel access opportunity to uplink traffic as well. After first
execution of the allocation mechanism, each station tries to intra-adjust its bandwidth
between uplink and downlink and remains its maximum portion to utilize the
bandwidth. In addition, the fairness indices in this experiment are calculated as 0.97,
0.99, 0.96 and 0.98 for each case respectively In conclude, our proposed scheme is
able to provide per-station fairness in two direction of traffic situation in wireless

network.
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Figure 4.25 Average throughput of 3 downlink UDP flows and 1 uplink TCP flow

when proposed scheme is applied
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Figure 4.26 Average throughput of 3 downlink TCP flows and 1 uplink UDP flow

when proposed scheme is applied
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Figure 4.27 Average throughput of 1 downlink UDP flow and 3 uplink TCP flows

when proposed scheme is applied
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when proposed scheme is applied

4.2.4 Experiment 11: Effect of our proposed scheme to improve per-

station fairness (part 2)

For the previous experiments, we conduct that each station consumes only

one flow on both direction. The later set of experiments will try to inject two traffic

flows per station.

4.2.4.1 One direction flows per station

In this set of experiments, there are two wired stations

connected to a laptop wireless router and three wireless stations connected to the

laptop wireless router with wireless link as shown in Figure 4.29. There are four cases

to verify the effectiveness of proposed scheme in this section as followed. Note that a
UDP flow will be transmitted at 20 Mbps data rate.
1) Station A downloads 1 UDP flow, station B downloads 2 UDP flows

and station C uploads 1 TCP flow

2) Station A downloads 1 TCP flow, station B downloads 2 TCP flows

and station C uploads 1 UDP flow

3) Station A downloads 1 UDP flow, station B uploads 1 TCP flow and

station C uploads 2 TCP flows
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4) Station A downloads 1 TCP flow, station B uploads 1 UDP flow and
station C upload 2 UDP flows

Figure 4.29 Network Topology of Experiment 11

The proposed scheme is applied with following parameters:
wireless capacity is 20 Mbps, interval time is 10 seconds, step ratio is 0.2, minimum
guarantee rate is 0.5 Mbps and CWmin/max of wireless router is 1 and 10
respectively. The experiment results of four cases in this section are illustrated as
Figure 4.30 — 4.33.

The results in this set of experiments are similar to previous set
of experiment. The downlink traffics always dominate uplink traffics when the
bandwidth allocation process is not executed. After that, each station can obtain the
bandwidth rate in fair manner which is confirmed by the fairness index. The fairness

index values in this set of experiments are 0.97, 0.99, 0.98 and 0.97 respectively. In
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conclude, the proposed scheme is able to provide per-station fairness although a

station consumes much more than 1 flow.
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Figure 4.30 Average throughput of three stations based on description of Experiment

11-1 (one direction flows) when our proposed scheme is applied
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11-2 (one direction flows) when our proposed scheme is applied
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Figure 4.32 Average throughput of three stations based on description of Experiment

11-3 (one direction flows) when our proposed scheme is applied
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11-4 (one direction flows) when our proposed scheme is applied
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4.2.4.2 Two direction flows per station
In this set of experiments, the topology and parameters setting
are same as previous experiment but the direction of traffic flows is different. There
are four cases to verify the effectiveness of the proposed scheme in this section as
followed. Note that a UDP flow will be transmitted at 20 Mbps data rate.
1) Station A downloads 1 UDP flow and uploads 1 TCP flow, station B
downloads 1 UDP flow and station C downloads 1 UDP flow
2) Station A downloads 1 TCP flow and uploads 1 UDP flow, station B
uploads 1 UDP flow and station C uploads 1 UDP flow
3) Station A downloads 1 UDP flow and uploads 1 UDP flow, station B
downloads 1 UDP flow and station C downloads 1 UDP flow
4) Station A downloads 1 TCP flow and uploads 1 TCP flow, station B
uploads 1 TCP flow and station C uploads 1 TCP flow

The experiment results of four cases in this section are
illustrated as Figure 4.34 - 4.37. For the first 10 seconds which the bandwidth
allocation process has not executed yet, the domination of the station that consumes
multiple traffic flows is obvious except for the fourth case which all traffic flows are
TCP. After that, the allocation process execution lets each station obtains fair rate. At
this time, the multiple flows station slightly gains more bandwidth than other stations
due to both uplink and downlink direction consumption. However, single flow stations
can intra-adjust their rate to utilize their own bandwidth in 10 seconds later, next
allocation process execution. Per-station fairness can be achieved due to fairness index
of every cases is 0.99.

However, the intra-fairness between uplink and downlink
within the station could not be obtained. As the result of Figure 4.34 and 4.35which a
multiple flows station consume both UDP and TCP flows, the UDP flow still
dominates the TCP flow within the station. But, the result of Figure 4.36 and 4.37
which a multiple flows station consumes either UDP or TCP flows, the throughput
between uplink and downlink flows are equal. Thus, intra-fairness can be obtained if
and only if the wireless station consumes the same type of traffic.
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Figure 4.34 Average throughput of three stations based on description of Experiment

11-1 (two direction flows) when our proposed scheme is applied
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Figure 4.36 Average throughput of three stations based on description of Experiment

11-3 (two direction flows) when our proposed scheme is applied
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4.2.5 Experiment 12: Effect of our proposed scheme to minimize the

remaining bandwidth

The objective of this experiment is to verify the effectiveness of our
proposed scheme to minimize the remaining bandwidth. In this set of experiments,
there are two wired stations connected to a laptop wireless router and four wireless
stations connected to the laptop wireless router with wireless link. There are two cases
to verify the effectiveness of proposed scheme in this section. First, three wireless
stations download 1 Mbps of UDP traffics while another station downloads a 20 Mbps
of UDP traffic flow. Second, three wireless stations upload 1 Mbps of UDP traffics
while another station upload a 20 Mbps of UDP traffic flow. The proposed scheme is
applied with following parameters: wireless capacity is 20 Mbps, interval time is 10
seconds, step ratio is 0.2, minimum guarantee rate is 0.5 Mbps and CWmin/max of

wireless router is 1 and 10 respectively.

Figure 4.38 Network Topology of Experiment 12
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Experimental results in Figure 4.39, 4.40 reveal that the greedy station is
able to borrow bandwidth from un-greedy station to utilize the wireless link. When the
bandwidth allocation operation is performed, throughput of greedy flow will be
dropped to fair rate. Then, the station who wants to consume greedy flow holds the
intra-greedy status and tries to intra-adjust its bandwidth rate until there is no
remaining bandwidth on both uplink and downlink inside the station. Then, the station
changes the greedy status to inter-greedy and tries to inter-borrow bandwidth from
other stations that their statuses are un-greedy. In conclude, the proposed scheme is

able to minimize the remaining bandwidth either greedy flow is uplink or downlink
flow.
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Figure 4.39 Average throughput of 1 downlink 20 Mbps of UDP flow and 3 downlink
1 Mbps of UDP flows when proposed scheme is applied
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CHAPTERV
CONCLUSION AND FUTURE WORK

As the nature of wireless environment, the per-flow unfairness can be
occurred from two reasons. First, some users may use applications like video
streaming and P2P applications that consume bandwidth much more than those of
other users, and prevent other applications to connect to the Internet. Second, the DCF
which is the media access method in the 802.11 MAC protocol originates the per-flow
unfairness problem which uplink flows usually dominates downlink flows. This
occurrence leads to per-station fairness as well

. The proposed scheme fairly controls bandwidth on both uplink and
downlink direction to all wireless station. After each station obtains fair rate,
bandwidth can be intra-adjusted between uplink and downlink when a station requires
more bandwidth on either uplink or downlink direction. Uplink rate can intra-borrow
bandwidth from downlink rate and vice versa. Moreover, when a station requires
bandwidth much more than its portion on both uplink and downlink and other stations
do not consume whole of their portion, the greedy station is able to inter-borrow
bandwidth from the un-greedy station in order to increase the link utilization. In
addition to traffic control process, the CWmin parameter of wireless router is also
adjusted to prevent uplink flows domination.

From experimental result, we found that the proposed scheme can meet
objectives of this work that it can provide per-station fairness either uplink or
downlink traffic flows exist in the network. The proposed scheme also is able to adapt
the bandwidth rate to utilize the wireless link. The greedy stations can gradually
borrow bandwidth from un-greedy station which implies that remaining bandwidth
will be reduced. In addition, the proposed scheme is compatible for legacy wireless
devices due to all processes are centralized on wireless router.

However, the efficiency of the proposed scheme depends on wireless

capacity value. In this research, we define the wireless capacity as the specific and
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constant value which conflicts to the fact that wireless capacity is very instable. The
higher setting of capacity could degrade the per-station fairness while the lower setting
of capacity could waste the bandwidth. Thus, wireless capacity prediction in real time
IS very interesting topic and could be the future work.

Moreover, CWmin parameter setting in this work is static set to minimum
value. It could penalize the overall performance due to dynamic scale of wireless
LAN. When number of wireless station increases, CWmin parameter should be
adapted to optimal value to provide best performance. Beside CW, other parameters

like AIFS or TXOP are quite interest to consider to improve the efficiency.
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APPENDIX A
ADDITIONAL EXPERIMENTAL RESULTS

A.1 Experiment 1: Wireless Capacity Observation

Due to the wireless capacity is very instable, we try to find the related
factors of this occurrence. Thus, we conduct a set of experiments to explore the factor
of wireless capacity instability. In this experiment, we use one wired station connected
to wireless access router and one wireless station also connected to this wireless
router. This wireless station will be saturated with UDP traffic to achieve wireless
capacity. We also give the assumption that number of nearby wireless devices affects
the wireless capacity. Then, we set another one station as a monitor station. The
monitor station uses AirMagnet card as a Wireless NIC and also AirMagnet Analyzer
as the monitor tool. Table A.1 — Table A.4 describes the hardware specification of this

experiment. Figure A.1 illustrates the topology of this experiment.

Table A.1 Wireless station specification

Computer/Processor Intel Core 2 Duo 2.0 GHz

Memory 1GB

Operating System Microsoft Windows XP Service Pack 3
Wireless Interface Linksys WUSB54G [22]

Throughput Measurement Tool | Iperf 1.7.0

Table A.2 Wired station specification

Computer/Processor Intel Core 2 Duo 2.0 GHz

Memory 1GB

Operating System Microsoft Windows XP Service Pack 3
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Network Interface Card

10/100 Mbps

Throughput Measurement Tool

Iperf 1.7.0

Table A.3 Wireless access router specification

Manufacturer Linksys WRT54GL [23]
CPU 200 MHz
Memory 16 MB of RAM and 4 MB of Flash Memory
Firmware OpenWRT WhiteRussian RC6

Table A.4 Monitoring station specification
Computer/Processor Intel Pentium M 1.3 GHz
Memory 736 Mbps

Operating System

Windows XP SP3

Wireless NIC

AirMagnet Card

Wireless NIC Driver

AirMagnet Driver

Monitoring
Station

Figure A.1 Network Topology of Experiment 1
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The frequency channel of wireless communication in this experiment is
channel 6 and traffic is saturated for 1 hour. Number of AP and STA nearby the place
that we conduct the experiment is monitored every 5 minutes. Figure A.2 reveals the
result of this experiment. Achievable capacity is very fluctuate due to maximum
achievable throughput is around 21.5 Mbps but minimum achievable throughput is
around 0 Mbps. The average throughput in this set of experiment is 18.72 Mbps and
the standard deviation is 1.68. We also present this information in histogram form as
illustrated in Figure A.3. The distribution of this data set is not so broad. When we
ignore the outliners which z value is 0.67, 17.3 and 1.28, the average achievable

throughput is around 18.7 Mbps.

Capacity Observation
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Figure A.2 Wireless Capacity Observation and Number of Nearby Wireless Devices



Akkasit Trunganont Appendices / 84

— MNormal

Mean =18.73
Stel. Dev. =1 65
M =3 600

204

157

Percent
i

| ~

T T T
0.00 5.00 1000 15.00 20.00 2500

Throughput (Mbps)

Figure A.3 Histogram of Achievable Capacity

Next, we consider the assumption that number of nearby wireless devices
affects the wireless capacity. We found that number of nearby wireless devices does
not affect the wireless capacity. As Figure A.2 shown, the number of nearby wireless
devices is not stable but wireless capacity remains its throughput in the same fashion.

Then, we change the assumption that the factor could affect the wireless
capacity is background traffic in the same channel frequency. In the next experiment,
we add another wireless station connected to another AP which accesses the same
frequency channel with our AP which used to observe the wireless capacity. We try to
generate the background traffic by allowing the addition station to download a heavy
TCP flow. Note that the addition station is placed far away from the AP that we use to
observe the capacity around 50 meters, so the observed station can sense very low

signal from background traffic AP.
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Figure A.4 Wireless Capacity Observation and Number of Nearby Wireless Devices

when there is a background traffic flow exists in the network

From Figure A.4, the experiment result verifies that background traffic
apparently affects the wireless capacity. The maximum achievable throughput is 20.4
and the minimum achievable throughput is 0 Mbps. However the histogram as shown
in Figure A.5 presents the wide distribution of data and also left-skew. The maximum
throughput when we ignore the outliers as considering at 75%, 80% and 90% of data
set are 8.75, 9.53, 11.4 Mbps respectively while the minimum throughput are 2.86,
2.13 and 1.28 Mbps respectively. The average throughput is around 5.81 Mbps and
standard deviation is 4.40. In conclude, the background traffic within same channel
frequency extremely degrades the wireless capacity although the background traffic is

far away from.
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Figure A.5 Histogram of Achievable Capacity when there is a background traffic

flows exists in the network

A.2 Experiment 2: Effect of CWmin of STA to 802.11e device

The objective of this experiment is to survey the impact of CW parameters
to wireless capacity similar to Experiment 8 in Chapter IV. We shift the wireless client
from LinksysWUSB54G to PCI GW-US300 mini2 which support the 802.1le
standard. The topology of this experiment consists of one wired station connected to
laptop wireless router and a wireless station also connected to the wireless router via
wireless link. The wireless link will be saturated in both uplink and downlink direction
with variation of CW parameters setting. We vary the CWmin from 1 to 10 and fix the
CWmax to possible maximum value as we can set in this device as 232. Note that
these set of CW parameters can be set to both wireless router and wireless station and
we set both of them as equal.

The experimental result from Figure A.6 reveals that CWmin value of

STA affects the capacity of wireless device that support 802.11e standard. Compare
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this result with the result of ExperimenlV-8, the Linksys WUSB54G client does not
support 802.11e and ignore the advertised QoS parameters from beacon frame, thus
the UDP uplink flow will not be affected.

PCI GW-US300 mini2

35

= Up UDP
m UP TCP

Down UDP

® Down TCP

Achievable Throughput (Mbps)

1 2 3 4 5 6 7 8 9 10

CWmin (AP&STA)

Figure A.6 Wireless capacity on both uplink and downlink direction with variation of

CWmin parameter

A.3 Experiment 3: Vary the CWmin with our proposed scheme

A.3.1 Down-UDP 3 Flows and Up-UDP 1 Flow

Topology of this experiment is illustrated as Figure A.7. The wireless
capacity is set to 20 Mbps and the interval time of allocation process execution is
every 5 seconds. Note that each UDP flow consumes 20 Mbps data rate and each TCP
flow is best effort flow. CWmin value is varied from 5 to 2 but CWmax value is fixed
at 10.
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Figure A.7 Network Topology with 3 downlink UDP flows and 1 uplink UDP flow
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Figure A.8 Throughput of 3 downlink UDP flows and 1 uplink UDP flow when our

proposed scheme is deployed and CWmin of AP is 5



Fac. of Grad. Studies, Mahidol Univ. M.Sc.(Computer Science) / 89

30
0
25 0 IR
0p 0
PP
3 o
o v T 8 qQ Up-UDP#1
E Uu &U““é% Uf Qaﬁ\é’yﬁ% aﬂ\“a”Bcp%af%
5 0 Pelpy Down-UDP#1
o % Down-UDP#2
3
o) \}
I'E LY Down-UDP#3
=== Total Throughput

Time (Sec)

Figure A.9 Throughput of 3 downlink UDP flows and 1 uplink UDP flow when our
proposed scheme is deployed and CWmin of AP is 4
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Figure A.10 Throughput of 3 downlink UDP flows and 1 uplink UDP flow when our
proposed scheme is deployed and CWmin of AP is 3
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Figure A.11 Throughput of 3 downlink UDP flows and 1 uplink UDP flow when our
proposed scheme is deployed and CWmin of AP is 2

A.3.2 Down-TCP 3 Flows and Up-UDP 1 Flow

Topology of this experiment is illustrated as Figure A.12. The wireless
capacity is set to 20 Mbps and the interval time of allocation process execution is

every 5 seconds. Note that each UDP flow consumes 20 Mbps data rate and each TCP

flow is best effort flow. CWmin value is varied from 5 to 3 but CWmax value is fixed

at 10.
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Figure A.12 Network Topology with 3 downlink TCP flows and 1 uplink UDP flow
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Figure A.13 Throughput of 3 downlink TCP flows and 1 uplink UDP flow when our
proposed scheme is deployed and CWmin of AP is 5
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Figure A.14 Throughput of 3 downlink TCP flows and 1 uplink UDP flow when our
proposed scheme is deployed and CWmin of AP is 4
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Figure A.15 Throughput of 3 downlink TCP flows and 1 uplink UDP flow when our
proposed scheme is deployed and CWmin of AP is 3
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A.3.3 Down-UDP 3 Flows and Up-TCP 1 Flow

Topology of this experiment is illustrated as Figure A.16. The wireless
capacity is set to 20 Mbps and the interval time of allocation process execution is
every 5 seconds. Note that each UDP flow consumes 20 Mbps data rate and each TCP
flow is best effort flow. CWmin value is varied from 5 to 2 but CWmax value is fixed

at 10.

Figure A.16 Network Topology with 3 downlink UDP flows and 1 uplink TCP flow
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Figure A.17 Throughput of 3 downlink UDP flows and 1 uplink TCP flow when our

proposed scheme is deployed and CWmin of AP is 5
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Figure A.18 Throughput of 3 downlink UDP flows and 1 uplink TCP flow when our

proposed scheme is deployed and CWmin of AP is 4
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Figure A.19 Throughput of 3 downlink UDP flows and 1 uplink TCP flow when our
proposed scheme is deployed and CWmin of AP is 3
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Figure A.20 Throughput of 3 downlink UDP flows and 1 uplink TCP flow when our
proposed scheme is deployed and CWmin of AP is 2
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A.3.4 Down-UDP 1 Flow and Up-TCP 3 Flows

Topology of this experiment is illustrated as Figure A.21. The wireless
capacity is set to 20 Mbps and the interval time of allocation process execution is
every 5 seconds. Note that each UDP flow consumes 20 Mbps data rate and each TCP

flow is best effort flow. CWmin value is varied from 5 to 2 but CWmax value is fixed

at 10.

Figure A.21 Network Topology with 1 downlink UDP flow and 3 uplink TCP flows
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Figure A.22 Throughput of 1 downlink UDP flow and 3 uplink TCP flows when our
proposed scheme is deployed and CWmin of AP is 5
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Figure A.23 Throughput of 1 downlink UDP flow and 3 uplink TCP flows when our
proposed scheme is deployed and CWmin of AP is 4
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Figure A.24 Throughput of 1 downlink UDP flow and 3 uplink TCP flows when our
proposed scheme is deployed and CWmin of AP is 3
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Figure A.25 Throughput of 1 downlink UDP flow and 3 uplink TCP flows when our
proposed scheme is deployed and CWmin of AP is 2
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A.4 Experiment 4: Vary the Interval time with our proposed scheme
Topology of this experiment is illustrated as Figure A.26. The wireless
capacity is set to 20 Mbps and the interval time of allocation process execution is
varied to 5, 10 and 30 seconds. Note that each UDP flow consumes 20 Mbps data rate
and each TCP flow is best effort flow. CWmin and CWmax values are fixed at 1 and

10 respectively.

C=20; p={5,10,30};
t=120; CWmin=1;
CWmax=10

Figure A.26 Network Topology with 2 Downlink UDP flows and 2 Uplink TCP flows

From the experimental results as shown in Figure A.27 — A.29 reveal that
interval time setting provides tradeoff between achievable capacity and fluctuation
rate. We can notice that when the interval time becomes shorter, the achievable
throughput will be increased due to minimize remaining process is quickly executed.
The average achievable throughputs of Figure A.27 — A.29 are 16.21, 15.43 and 13.30
Mbps respectively. However, the shorter interval time provides much of oscillation

which is improper for traffic sensitive applications like video conference.
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Figure A.27 Throughput of 2 downlink UDP flows and 2 downlink TCP flows when

our proposed scheme is deployed and interval time is 5 seconds
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Figure A.28 Throughput of 2 downlink UDP flows and 2 downlink TCP flows when
our proposed scheme is deployed and interval time is 10 seconds
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Figure A.29 Throughput of 2 downlink UDP flows and 2 downlink TCP flows when

our proposed scheme is deployed and interval time is 30 seconds

A.5 Experiment 5: When our proposed scheme is not deployed

The objective of this experiment is to verify that bandwidth cannot be
fairly shared among stations in some situations. There are six situations in this
experiment consist of 1) 1 Down-TCP flow and 3 Down-UDP flows 2) 1 Up-TCP
flow and 3 Up-UDP flows 3) 3 Down-UDP flows and 1 Up-TCP flow 4) 3 Down-TCP
flows and 1 Up-UDP flow 5) 1 Down-UDP flow and 3 Up-TCP flows 6) 1 Down-TCP
flow and 3 Up-UDP flows. Topology of this experiment is illustrated as Figure A.30.
There are two wired stations connected to laptop based wireless access router via
Ethernet link and four wireless stations connected to wireless access router via
wireless link. Note that each UDP flow consumes 20 Mbps data rate and each TCP
flow is best effort flow. CWmin and CWmax values are fixed at 1 and 10 respectively.
The fairness index of each experiment is also calculated as follows 0.7, 0.4, 0.71, 0.31,
0.44 and 0.46 respectively.
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Figure A.31 Throughput of 1 Down-TCP flow and 3 Down-UDP flows when our
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Figure A.32 Throughput of 1 Up-TCP flow and 3 Up-UDP flows when our proposed
scheme is not deployed
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Figure A.33 Throughput of 3 Down-UDP flows and 1 Up-TCP flow when our

proposed scheme is not deployed
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Figure A.34 Throughput of 3 Down-TCP flows and 1 Up-UDP flow when our

proposed scheme is not deployed
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Figure A.35 Throughput of 1 Down-UDP flow and 3 Up-TCP flows when our

proposed scheme is not deployed
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APPENDIX B
AIRMAGNET SOFTWARE

AirMagnet software allows user to sniff packets transmitted in the air. The
program will analyze the sniffed packets to useful information to user. It provides
much of wireless information such as number of AP, number of STA, throughput
utilization of each AP, interference score, frequency channel information and also top
10 reports. This information significantly assists the network administrator to track the
origin problem in wireless network. Figure B.1 — B.8 illustrates the user interface and

information provided by this software.
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APPENDIX C
WLAN-ATC MANUAL

The wireless LAN adaptive traffic control (WLAN-ATC) is the
implementation of our proposed scheme. The implementation is based on C language.

The program is able to analyze the current wireless traffic and control the traffic to

each station based on the analysis. At present, the program is developed to version 3

which supports traffic controlling on both uplink and downlink direction while the

previous version supports only downlink traffic controlling. Moreover, the current

version is compatible for both OpenWRT based wireless access router and laptop

based wireless access router with MadWifi driver.

The WLAN-ATC program can be simply direct executed via wlan-atc3

command. However many parameters are allowed to adjust by adding some arguments

followed by simple execution. These parameters are described as followed.

Uplink Interface (-u) - The specified value is used for uplink traffic
control process. Default value is vlanO0.

Downlink Interface (-d) - The specified value is used for downlink
traffic control process. Default value is ethl.

Capacity (-c) - The specified value is achievable wireless capacity.
Default value is 20 Mbps.

Network Address (-n) - The specified value is the network address of
wireless stations. The stations which do not reside in this network range
will be ignored. Default value is 192.168.1.

Polling Time (-p) - The specified value is the interval time of each
adaptive traffic control process. Default value is 5 seconds.

Max Clients (-m) - The specified value is the row size of consumption
table. It limits the number of wireless stations to be controlled. Default

value is 20.



Akkasit Trunganont Appendices / 112

e Minimum Capacity (-w) - The specified value is used when the
wireless capacity is determined. The observed capacity will be used as
the new capacity for traffic control process. However, if the observed
capacity is lesser than this specified value, the new capacity will be set
as the minimum capacity parameter instead. Default value is 10 Mbps.

e Minimum Guarantee Rate (-g) - The specified value is the minimum
guarantee bandwidth rate for both uplink and downlink to prevent TCP
throughput degradation. Default value is 0.5 Mbps.

e Free Time Frequency (-f) - The specified value is the interval time of
each capacity observation. Default value is 12 rounds of polling time.

e Step Ratio (-s) - The specified value is the intra-adjust ratio between
uplink and downlink. Default value is 0.2 which is 20% from held
bandwidth of the station

e Burst (-b) - The specified value is the bucket size of TBF queuing
discipline in traffic control process. Default value is 20 kbyte.

e Latency (-I) - The specified value is the time that can be queued
waiting for tokens to become available. Default value is 1 millisecond.

e Debug (-e) - The specified value is used as the flag for printing the
activity log. Zero value means this mode is disabled while positive
number means this mode is enabled. Default value is 0.

e Ignore Silent Station (-i) - The specified value is used as the flag for
ignoring the silent station. The silent station is an active wireless station
who does not consume any bandwidth in the network. Zero value
means this mode is disabled while positive number means this mode is
enabled. Default value is 0.

e AP Type (-a) - This specified value is used to define the device type
which run this command. Due to the WLAN-ATC can be run on either
Linksys wireless router or laptop based wireless router with MadWifi
driver, this parameter can be either linksys or madwifi. Default value is
linksys.

To provide more understanding, we give two examples of WLAN-ATC

usage. First, we want to run the program on wireless router with 18 Mbps wireless
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capacity and 10 seconds time interval. We use a following command. Note that the
uplink interface and the downlink interface of the wireless router are ethO and athO
respectively.

#wlan-atc3 —c 18 —p 10

Second, we want to run the program on laptop based wireless router with
24 Mbps wireless capacity, 10 seconds time interval and displaying the activity log.
We use a following command. Note that the uplink interface and the downlink
interface of the laptop based wireless router are ethO and athO respectively.

#wlan-atc3 —a madwifi —u ethO —d athO -c 24 —p 10 e 1
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APPENDIX D
WLAN-ATC INSTALLATION ON WIRELESS ACCESS
ROUTER

D.1 Required Hardware:

First we require the Residential Wireless Access Router which supports
the OpenWRT firmware, for example, Linksys WRT54GL. Next, we also require a
Linux based PC. The additional PC will be used to generate the WLAN-ATC package.
This package will be later installed on OpenWRT.

D.2 OpenWRT Installation and Configuration

This section describes how to install an OpenWRT firmware on wireless
access router and its configuration. Note that version of OpenWRT is WhiteRussian
RC6 and some configurations such as proxy configuration and DNS configuration are
based on Mahidol University network.

1. Download OpenWRT firmware from
http://downloads.openwrt.org/whiterussian/rc6/bin/openwrt-wrt54gs-
squashfs.bin

2. Install an OpenWRT by upgrading the firmware of wireless access
router (via GUI)

3. After installation has completed, telnet to wireless router (via CLI)

4. Create new password
#passwd

5. ssh 192.168.1.1

6. Change DNS to Mahidol DNS
#vi [tmp/resolv.conf

7. Change from 127.0.0.1 to 202.28.162.1
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8. Change Advertised DNS to Mahidol DNS
#vi letc/dnsmasg.conf
9. Insert dhcp-option=6,202.28.162.1,202.28.162.2
10.#vi /etc/firewall.user
11.Uncomment two lines which allow port 22 from WAN
12.#vi [etcl/ipkg.conf
13.Insert src timfreeman http://www.fungible.com/openwrt/packages
14.1n Mahidol Network, proxy must be set in order to download files from
Internet
#export http_proxy=http://USER:PASSWD@proxy-
update.mahidol:8080
15.#ipkg update
16.#ipkg install tcpdump
17 #ipkg install tc
18.#ipkg install ntpclient
19.Set Time Zone
#echo "ICT-7" > Jetc/TZ
20.#vi /etc/init.d/S55ntpclient
21.Insert /usr/shin/ntpclient -c 1 -s -h clock.mahidol.ac.th &
22 #chmod 744 S55ntpclient
23.#ipkg install wl
24.Create a script used to list available stations

#vi /bin/scan.sh

#1/bin/sh

for MAC in “wl assoclist | awk ‘{print $2}"

do

echo -n "Computer: “grep -i ${MAC} /tmp/dhcp.leases | awk '{print
B4}

echo -n " IP: “grep -i ${MAC} /tmp/dhcp.leases | awk '{print $3}"";
echo -n " Expires: “grep -i ${MAC} /tmp/dhcp.leases | awk ‘{print $1}'|
awk {print strftime("%x %X",$1)}"™";

echo -n " Signal Strength: “wl rssi $SMAC | awk ‘{print $3}" dBm" ;
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echo noun

done

25.#chmod ug+x /bin/scan.sh

26.#ipkg install iftop

27 #In -s /usr/lib/libpcap.s0.0.9.4 /usr/lib/libpcap.so.0.8

28.#ipkg install libgcc

29.#ipkg install openssh-server

30.#mkdir /root

31.#vi /etc/passwd

32.Change HOME_DIR of root from /tmp to /root
Ex. root:$1$60$101Kemy5EcFQqKP5zcCft.:0:0:root:/root:/bin/ash

33.SSH without password
#ssh-keygen —t rsa

34.#scp /root/.ssh/id_rsa.pub
root@REMOTE_IP:/root/.ssh/authorized_keys [At OpenWRT]

35.#scp /root/.ssh/id_rsa.pub root@192.168.1.1:/root/.ssh/authorized_keys
[At remote server]

36.#ipkg remove dropbear

37.#ipkg install openssh-client

38.Reboot

39.Get the new fingerprint for both OpenWRT and Server

40.Fix IP Address to specific MAC Address

#vi /etc/ethers

00:1E:E5:A3:BA:73 client139
00:1E:E5:A3:B8:7C client140
00:1E:E5:A4:83:75 client141
00:1E:E5:A4:75:36 client142

41 #vi letc/hosts

127.0.0.1 localhost OpenWrt

192.168.1.139 client139
192.168.1.140 client140
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192.168.1.141 clientl41
192.168.1.142 client142

42.Initial script to load necessary traffic control modules

#vi /etc/init.d/S55insmod

/sbin/insmod /lib/modules/2.4.30/sch_htb.o
/sbin/insmod /lib/modules/2.4.30/cls_u32.0
/sbin/insmod /lib/modules/2.4.30/cls_fw.o

/sbin/insmod /lib/modules/2.4.30/sch_ingress.o

D.3 OpenWRT-SDK Installation and Configuration
This section describes how to install an OpenWRT-SDK to build a

software package to be deployed on wireless access router and its configuration.

1.

N o gk~ w N

Download OpenWRT-SDK from
http://downloads.openwrt.org/whiterussian/rc6/OpenWrt-SDK-Linux-
1686-1.tar.bz2

#tar —jxvf OpenWrt-SDK-Linux-i686-1.tar.bz2

#cd OpenWrt-SDK-Linux-i686-1.tar.bz2/package

#mkdir wlan-atc3

#cd wlan-atc3

#mkdir src

Create Makefile for building OpenWRT package

#vim Makefile

define Build/Compile

$(MAKE) -C $(PKG_BUILD_DIR)\

LIBS="-nodefaultlibs -Igcc -Ic -luClibc++" \
LDFLAGS="-nodefaultlibs $(EXTRA_LDFLAGS)" \
CXXFLAGS="$(TARGET_CFLAGS) $(EXTRA_CPPFLAGS) -
nostdinc++" \

$(TARGET_CONFIGURE_OPTS) \
CROSS="$(TARGET_CROSS)"\
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ARCH="$(ARCH)"\
$(1);
endef

define Package/wlan-atc3/install
$(INSTALL_DIR) $(1)/bin
$(INSTALL_BIN) $(PKG_BUILD_DIR)/wlan-atc3 $(1)/bin/

endef

$(eval $(call BuildPackage,wlan-atc3))

8. #cd src
9. Create Makefile for compiling the source codes
#vim Makefile

# build wlan-atc executable when user executes "make"
wlan-atc3: wlan-atc3.0

$(CC) $(LDFLAGS) wlan-atc3.0 -0 wlan-atc3 -Ipcap -Ipthread
wlan-atc3.0: wlan-atc3.c

$(CC) $(CFLAGS) -c wlan-atc3.c

# remove object files and executable when user executes "make clean”
clean:

rm *.0 wlan-atc3

10.#vim wlan-atc3.c

//Put Source Code Here

11. Copy pcap.h, pcap-bpf.h and pthread.h to this path

D.4 WLAN-ATC Installation

This section describes how to build a WLAN-ATC package and installed
in OpenWRT firmware.

1. #cd /PATH/TO/OpenWrt-SDK-Linux-i686-1
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2. Build the package#

make V=99

#cd bin/packages

#scp wlan-atc3_3_mipsel.ipk root@192.168.1.1:/root
#ipkg install wlan-atc3_3 mipsel.ipk

#ssh 192.168.1.1 —I root

#ipkg install wlan-atc3_3_mipsel.ipk

N o a B~ w
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APPENDIX E
WLAN-ATC INSTALLATION ON LAPTOP BASED WIRELESS
ACCESS ROUTER

E.1 Required Hardware

There are two required devices to conduct the laptop based wireless access
router. First, we require a laptop with Linux OS. Second we need an Atheros based
Wirless NIC to connect to the laptop, for example, TP-Link TL-WN510G. Moreover,
the Wireless NIC has to compatible with MadWifi, more information at

http://madwifi-project.org/wiki/Compatibility.

E.2 MadWifi Installation

This section describes how to install MadWifi driver on the laptop based
wireless router.

1. Download MadWifi driver from
http://sourceforge.net/projects/madwifi/

2. #tar —zxvf madwifi-0.9.4.tar.gz

3. #cd madwifi-0.9.4

4. Modify source code of driver to allow CW adaptation via iwpriv
command
#vim net80211/ieee80211 wireless.c

Edit function ieee80211 ioctl_setwmmmparams

Change case IEEE80211_ WMMPARAMS_CWMIN

From if (params[3] < O || param[3] > 15) - if (params[3] <O ||
params[3] > 1024)

Change case IEEE80211 WMMPARAMS_CWMIN

From if (params[3] < O || param[3] > 15) - if (params[3] <O ||
params[3] > 1024)
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#vim net80211/ieee80211 proto.c

Edit function ieee80211 wme_updateparams_locked

In if ((vap->iv_opmode == IEEE80211 M HOSTAP && ...... )
Change from [WME_AC_BE] to [WME_AC_VO]

In if ((vap->ic_opmode == IEEE80211 M HOSTAP && ...... )
Comment every line in this block

#make
#make install

#modprobe ath_pci

E.3 Make a laptop acts as the wireless access router

This section describes how to configure a laptop to act as the wireless

access router.

1.
2.

#cd /etc/sysconfig/network-scripts
#vim ifcfg-ath0

DEVICE=ath0
BOOTPROTO=none
IPADDR=192.168.1.0
NETMASK=255.255.255.0
ONBOOT=yes
ESSID=Ben-Test
TYPE=Wireless
CHANNEL=6

#vim ifcfg-eth0

DEVICE=eth0
ONBOOT=yes
BOOTPROTO=none
IPADDR=192.168.2.1
NETMASK=255.255.255.0

#wlanconfig athO destroy
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5. #wlanconfig athO create wlandev wifi0 wlanmode ap

6. #iwconfig ath0 essid SSID_NAME

7. #ifup athO

8. #echo 1 > /proc/sys/net/ipv4/ip.forward

9. #iptables —flush

10.#iptables —table nat —flush

11 #iptables —delete-chain

12 #iptables —table nat —delete-chain

13.#iptables —table nat —append POSTROUTING —out-interface eth0 —j
MASQUERADE

14 #iptables —append FORWARD —in-interface ethl - ACCEPT

E.4 Start DHCP service to assign IP address to wireless
stations

This section describes how to configure the dhcpd service to assign a pool
of IP address to wireless stations.
1. #vim /etc/dhcpd.conf

ddns-update-style interim;

ignore client-updates;

subnet 192.168.1.0 netmask 255.255.255.0 {
option routers 192.168.1.1;
option subnet-mask 255.255.255.0;
option domain-name-servers 202.28.162.1, 202.28.162.2;
range 192.168.1.150 192.168.1.200;
default-lease-time 21600;

max-lease-time 43200;

host 139 {
hardware ethernet 00:1E:E5:A3:BA:73;
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fixed-address 192.168.1.139;
option routers 192.168.1.1;

host 140 {
hardware ethernet 00:1E:E5:A3:B8:7C;
fixed-address 192.168.1.140;
option routers 192.168.1.1;

host 141 {
hardware ethernet 00:1E:E5:A4:83:75;
fixed-address 192.168.1.141;
option routers 192.168.1.1;

host 142 {
hardware ethernet 00:1E:E5:A4:75:36;
fixed-address 192.168.1.142;
option routers 192.168.1.1;

¥
¥

2. #cd /etc/sysconfig/network-scripts
3. #vim ifcfg-ath0:0

DEVICE=ath0:0
IPADDR=192.168.1.1
NETMASK=255.255.255.0
TYPE=Wireless

4. #ifup ath0:0
5. #service dhcpd start
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E.5 Start NTPD service to act as the NTP server

This section describes how to configure the ntpd service to act as the NTP

Server.

#vim /etc/ntp.conf

restrict 127.0.0.1

restrict -6 ::1

restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap
restrict 192.168.2.0 mask 255.255.255.0 nomodify notrap

server 127.127.1/0  #local clock
fudge 127.127.1.0 stratum 10

driftfile /var/lib/ntp/drift

keys /etc/ntp/keys

logfile /var/log/ntpd.log

#service ntpd start

E.6 Create the Initial Scripts

This section describes how to ensure that all configurations will be

properly set after bootup.

1.

#vim /etc/rc.local

/usr/local/etc/wireless_router

usr/local/etc/insmod

#vim /usr/local/etc/wireless_router

#!1/bin/bash

MODE=ap
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ESSID=bentest
WLANCONFIG=/usr/local/bin/wlanconfig
IWCONFIG=/shin/iwconfig
IFUP=/sbin/ifup
IPTABLES=/sbin/iptables

## Start the athO interface as an access point ##
$WLANCONFIG athO destroy

$WLANCONFIG ath0 create wlandev wifi0 wlanmode $MODE
$IWCONFIG ath0 essid $ESSID

$IFUP athO

$IFUP ath0:0

## Allow packets to transmit across the interfaces ##
/bin/echo 1 > /proc/sys/net/ipv4/ip_forward

## NAT the source address of wireless clients to be wireless router
address ##

SIPTABLES —F

SIPTABLES —t nat —F

$IPTABLES —t nat —A POSTROUTING —o eth0 -] MASQUERADE
SIPTABLES —A FORWARD -1 ath0 —j ACCEPT

## Sync the clock ##

/usr/shin/ntpdate clock.mahidol.ac.th

## Start the dhcpd service ##
letc/init.d/dhcpd start

## Start the ntpd service ##
[etc/init.d/ntpd start

3. #vim /usr/local/etc/insmod
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#1/bin/bash

/sbin/insmod/lib/modules/2.6.18-8.el5/kernel/net/sched/sch_htb.ko
/sbin/insmod/lib/modules/2.6.18-8.el5/kernel/net/sched/sch_tbf.ko
/sbin/insmod/lib/modules/2.6.18-8.el5/kernel/net/sched/cls_u32.ko

E.7 CW Setting

This section describes how to configure contention window (CW)
parameters.

1. #wlanconfig athO list wme

2. #iwpriv athO cwmin 00 1

3. #iwpriv athO cwmax 0 0 10

4. #wlanconfig athO list wme

E.8 WLAN-ATC Installation
This section describes how to install WLAN-ATC program.
1. #cd /PATH/TO/wlan-atc3 source code

2. Create Makefile for compiling the source codes
#vim Makefile

# build wlan-atc executable when user executes "make"
wlan-atc3: wlan-atc3.0

$(CC) $(LDFLAGS) wlan-atc3.0 -0 wlan-atc3 -Ipcap -Ipthread
wlan-atc3.0: wlan-atc3.c

$(CC) $(CFLAGS) -c wlan-atc3.c

# remove object files and executable when user executes "make clean"
clean:

rm *.0 wlan-atc3
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3. #make

E.9 MadWifi Un-installation

This section describes how to uninstall MadWifi driver.
#ifconfig athO down

#ifconfig ath0:0 down

#ifconfig wifi0 down

#cd /PATH/TO/madwifi-0.9.4
#scripts/madwifi-unload
#scripts/find-madwifi-modules.sh $(uname —r)

#make uninstall

© N o ok~ w DN PE

#make clean
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