WEB TRAFFIC CLASSIFICATION

SAMRUAY KAOPRAKHON

A RESEARCH PROJECT SUBMITTED IN PARTIAL
FULFILLMENT OF THE REQUIREMENTSFOR
THE DEGREE OF MASTER OF SCIENCE
(COMPUTER SCIENCE)

FACULTY OF GRADUATE STUDIES
MAHIDOL UNIVERSITY
2009

COPYRIGHT OF MAHIDOL UNIVERSITY



Research Project
entitled
WEB TRAFFIC CLASSIFICATION

sy rondnloy

Lect. Siwaruk Siwamogsatham,
Ph.D.
Co-advisor

i No g

Asst. Prof. Auemphorn Mutchimwong, Assoc. Prof. Supachai Tangwongsan,

Ph.D. Ph.D.

Acting Dean Program Director

Faculty of Graduate Studies Master of ScimF.c Programme

Mahidol University in Computer Science
Faculty of Information and
Communication Technology
Mahidol University

Copyright by Mahidol University



Research Project

entitled

WEB TRAFFIC CLASSIFICATION

was submitted to the Faculty of Graduate Studies, Mahidol University
for the degree of Master of Science (Computer Science)

August 24, 2009

fﬂjw l.m'éﬁc'w\

-----------

Asst. Prof. Auemphorn Mutchimwong,
Ph.D.

Acting Dean

Faculty of Graduate Studies

Mahidol University

Lect. Sudsanguan Ngamsuriyaroj,
Ph.D.
Member

...............................................

R Yy
%mm Jéfmmu """

Ph.D.

Acting Dean

Faculty of Information and
Communication Technology
Mahidol University

Copyright by Mahidol University



ACKNOWLEDGEMENTS

| would like to express my sincere gratitude and deep appreciation to my
advisor, Dr. Vasaka Visoottiviseth, for her recommendation, endurance,
encouragement, and all the academic as well as persona advice she has given me
throughout the course of this research project.

| am grateful to my project committee members: Dr. Sudsanguan
Ngamsuriyaroj and Dr. Siwaruk Siwamogsatham, for their valuable advice, comments
and suggestions on this research project.

Thankful acknowledgement is also due to the officials of Mahidol University
Computing Center who are contact point during this research. My appreciation also
goes to the Department of Computer Science and the Computing Center of Mahidol
University for giving me valuable knowledge.

| am deeply indebted to the Revenue Department of Thailand for providing me
an opportunity to study, its understanding and encouragement throughout the course of
during my study.

Finally, 1 would like to thank everybody who was important to the successful
realization of research project. | am also grateful to my family for encouragement.
This research project is sincerely dedicated to family and al the teachers who had

taught me since my childhood.

Samruay Kaoprakhon



Fac. of Grad. Studies, Mahidol Univ. Research Project / iv

WEB TRAFFIC CLASSIFICATION
SAMRUAY KAOPRAKHON 4836589 ITCS/M
M.Sc. (COMPUTER SCIENCE)

RESEARCH PROJECT ADVISORY COMMITTEE: VASAKA VISOOTTIVISETH,
Ph.D., SUDSANGUAN NGAMSURIYAROJ, Ph.D., SIWARUK
SIWAMOGSATHAM, Ph.D.

ABSTRACT

A wide use of the Internet introduces various online services such as online
games, radio, music, TV and video clips, which communicate over Hyper Text
Transfer Protocol (HTTP). These services maybe consume a large bandwidth.
Therefore, if there are some employees using these services, the misuse could directly
impact network bandwidth consumption. In this work, we aim to classify web traffic
into three types: audio, video and normal web traffic. We propose a classification
method based on the information flow. Our classification use a combination of
keyword matching techniques and statistical behavior profiles. Keywords are pre-
defined by observing from both audio and video traffic. Behavior profiles consist of
three attributes, which are the average received packet size, a ratio of the number of
server-client packets, and the flow duration. Each attribute has an independent
threshold of mean () and standard deviation (c). The experimental results show that
our method can classify audio, video and normal web traffic with high precision and

recall.
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CHAPTER|
INTRODUCTION

1.1 Motivation

Currently, web technologies gains more attention in many industries. Most of
popular web traffic comes from various applications over Hypertext Transfer Protocol
(HTTP) such as streaming over HTTP and HTTP tunnel.

Streaming over HTTP has rapidly grown in Thailand. A radio online is one of
streaming applications over HTTP that have a large number of visitors. It highly
consumes the network bandwidth.

For bandwidth consumption concern, we focus on the streaming applications
over the HTTP. The audio and video streaming over the HTTP protocol are two types
of applications that consume a large portion of HTTP traffic. Examples of the audio
application over the HTTP protocol are the music online and a radio online. For the
video application, it may be the traffic from video clip as on youtube or the
broadcasting traffic from TV online.

In this project, we proposed a Web traffic classification system based on flow
information. Our classification system use a combination of keyword matching
technique and statistical behavior profiles. In order to obtain statistical behavior
profiles, attributes of a flow are extracted from a single packet or set of packetsin the
same flow. A flow is defined as a collection of packets with the same 5-tuple: source
IP address, source port number, destination IP address, destination port number, and
the protocol number [1]. Note that our flow is defined as a bidirectional flow including
all packets sent from both a client and a server for the same communication session.
By utilizing both the keyword matching technique and statistical behavior profile
technique, our classification mechanism can significantly classify web traffic into
three types, which are normal web traffic, audio traffic and video traffic. The results
show that our web traffic classification method could effectively classify web traffic.
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1.2 Problem Statement

As the HTTP is popularly used, it is usually accessible through corporate
firewalls. Therefore, there are many anomaly applications trying to avoid security
measurement by using this well-known protocol. Thus, it is possible to misuse these
applications. The misuse of network would directly impact to the security and network
bandwidth consumption. Network administrators will need an efficient tool to
measurement and control the inbound and outbound traffic which there are no tools to
support them now.

Due to the streaming traffic consumes a large portion of HTTP traffic, we
should be able to control or shape its bandwidth, when the network bandwidth in an
organization is insufficient. However, classifying the streaming traffic from the normal
web traffic is quite difficult, as they use the same port number 80. To the best of our
knowledge, there is no efficient tool that can classify traffic from the same port
number. Thus, we need an effective classification tool to classify HTTP traffic.
Moreover, the classification tool could often analyze the network traffic which it can
helpful the network administrator can real-time monitoring and directly apply the
policy (such as filtering traffic or bandwidth shaping) when the network traffic was

congestion.

1.3 Objectivesof the research
This project aims to accomplish the following tasks:
- To study network traffic classification techniques.
- To study and understand characteristics of Web traffic.
- Todesign Web traffic classification system.
- Todevelop areal-time Web traffic classification system for classifying
normal web traffic, audio traffic and video traffic.

1.4 Scopeof theresearch
In this project, we focus on classifying three types of Web traffic: normal web
traffic, audio traffic and video traffic. We implement our web traffic classification

system on Windows and test the effectiveness of the prototype on our testbed
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environments. Note that, as we only concern in network bandwidth consumption,
therefore our classification system cannot classify other type of web traffic such as
HTTP tunnel.

1.5 Chapter Organization
This document is divided into five chapters as follows:
Chapter 1:  Introduction: This chapter discusses an overview of the
project, consisting of Motivations, Problem Statement,

Objectives, and Scope of work.

Chapter 2. Literature Review: This chapter reviews some basic
knowledge of network traffic measurement and analysis,
network traffic classification techniques , HTTP protocol, Type
of web traffic, existing network traffic measurement and
monitoring tools and network performance tools, evaluation
metric, related to our work and discusses some works that close

to our work.

Chapter 3:  Proposed work: This chapter presents the overview of
proposed work, design and implementation of Web traffic
classification system, methodology of Web traffic
classification, and experiment design.

Chapter 4: Results and discussion: This chapter presents a characteristic
of data trace, some results from our experiments and discuss to

some issues and limitation of our method.

Chapter 5:  Conclusions and future work: This chapter concludes of our
proposed work. Then we give some suggestions for future

work.
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CHAPTERIII
LITERATURE REVIEW

The chapter will provide essential networking concepts, network traffic
measurement and analysis methods, the survey of classification techniques, survey of
web traffic types, the survey of existing network traffic measurement and monitoring

tools, and lastly the review of related work.

2.1 Essential networking concept

2.1.1 OSI modéel concepts[2]
The International Standards Organization (ISO) developed the Open
Systems Interconnection (OSI) model in the early 1980’s to describe how network
protocols and components work together. It divides network functions into seven
layers, and each layer represents a group of related specifications, functions, and

activities.

OSI Model

Data Layer

( I Application
Data Nm«pp Process to
Applicati
Presentation
Data Representation
and Encryption
Interhost Communication
Tran
[Segments] e ] Coions ]
and Reliability

Host Layaers

Packets | paul.\'oféﬁ"r?n%'.fun j
and IP (Logical Addressing)

Frames %Eaanli I.Trlz(

(Phyiscal addressing)

Mecha Lavers

Figure 2.1 The Open Systems Interconnect (OSI) model [3]
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The layers of the OSI model are:

Application layer — The application layer interface directly performs
application services for the application processes; it also issues requests to the
presentation layer. Note carefully that this layer provides services to user-defined
application processes, and not to the end user. Examples of application layer protocols
include File Transfer Protocol (FTP), Simple Network Management Protocol (SNMP),
Simple Mail Transfer Protocol (SMTP), and Telnet.

Presentation layer — This layer responds to service requests from the
application layer and issues service requests to the session layer. It is responsible for
the delivery and formatting of information to the application layer for further
processing or display. It relieves the application layer of concern regarding syntactical

differences in data representation within the end-user systems.

Session layer — The session layer is responsible for establishes, manages, and
terminates the connections between the local and remote application. It provides for
full-duplex, half-duplex, or simplex operation, and establishes checkpointing,
adjournment, termination, and restart procedures. Examples of protocols at the session
layer include NetBIOS and Remote Procedure Call (RPC).

Transport layer — The transport layer provides transparent transfer of data
between end users, providing reliable data transfer services to the upper layers. The
transport layer controls the reliability of a given link through flow control,
segmentation/desegmentation, and error control. Examples of transport layer protocols
include: TCP, UDP, and Sequenced Packet Exchange (SPX).

Network layer — The network layer provides the functional and procedural
means of transferring variable length data sequences from a source to a destination via
one or more networks. The Network layer performs network routing functions, and
might also perform fragmentation and reassembly, and report delivery errors. Logical

network addresses are generally assigned to computers at this layer. Examples of
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network layer protocols include IP and Internetwork Packet Exchange (IPX). Routers

and Layer 3 switches operate at this layer.

Data link layer — This layer is responsible for delivering frames between
network interface cards (NICs) on the same physical segment. Communication at the
data link layer is generally based on MAC addresses. The data link layer wraps data
from the network layer inside a frame. Examples of data link layer protocols include
Ethernet, Token Ring, and Point-to-Point Protocol (PPP). Devices that operate at this

layer include bridges and switches.

Physical layer — Physical layer defines the cable or physical medium itself,
e.g., thinnet, thicknet, unshielded twisted pairs (UTP). All media are functionally
equivalent. The main difference is in convenience and cost of installation and

maintenance. Converters from one media to another operate at this level.

2.1.1 TCP/IP model concepts [4]
The TCP/IP is a set of communication protocols which developed by
Defense Advanced Research Projects Agency (DARPA). The TCP/IP protocol stack
consists of four layers: application layer, transport layer, Internet layer, and network

interface layer.

TCP fIP model

- TCP fIP protocol suite
Application
lavyer
|Te|net|| FTP || SMTP || DNS || RIP || SNMP |
Trc'i”S':":'rt TCP UDP IGMP ICMP
ayer
Internet IP IPSEC
|ayer
e e el o= T
Metwork Ethernet || Token Ring | I | &THM |
Interface - | (R I _RE ay
lawyer

Figure 2.2 TCP/IP Model [5]
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Application layer - In TCP/IP the Application Layer also includes the OSI
Presentation Layer and Session Layer. There are numerous application level protocols
in TCP/IP, including Simple Mail Transfer Protocol (SMTP) and Post Office Protocol
(POP) used for e-mail, Hyper Text Transfer Protocol (HTTP) used for the World-
Wide-Web, and File Transfer Protocol (FTP). Most application level protocols are
associated with one or more port numbers.

Transport layer - In TCP/IP there are two Transport Layer protocols. The
Transmission Control Protocol (TCP) guarantees that information is received as it was
sent. The User Datagram Protocol (UDP) performs no end-to-end reliability checks.

Internet layer — The Internet layer is responsible for moving network-layer
packets known as datagram form one host to another. It has two principal components.
It has a protocol that defines the fields in the datagram as well as how the end systems
and routers act on these fields. This protocol is the celebrated IP protocol. The Internet
layer also contains routing protocols that determined the routes that datagram take
between sources and destinations.

Network interface layer - In TCP/IP the Data Link Layer and Physical Layer
are normally grouped together. TCP/IP makes use of existing Data Link and Physical
Layer standards rather than defining its own. Most RFCs that refer to the Data Link
Layer describe how IP utilizes existing data link protocols such as Ethernet, Token
Ring, FDDI, HSSI, and ATM. The characteristics of the hardware that carries the
communication signal are typically defined by the Physical Layer. This describes

attributes such as pin configurations, voltage levels, and cable requirements.

2.2 Network traffic measurement and analysis

Network traffic measurement is the process of measuring the amount and type
of traffic on a particular network. There are many software tools provided for
measuring network traffic. Some tools measure traffic by sniffing and others use
Simple Network Management Protocol (SNMP) to measure bandwidth used on

individual machines and routers. There are four nm@asurement approaches that
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researchers use to study network behavior generally, which are software-based and

hardware-based measurement, passive and active measurement.

2.2.1 Software-based vs. Hardwar e-based measurement tools

Software-based measurement tools for packets or flows analysis relies
on packet sniffing from network interface, while the software-based measurement
tools for workload analysis relies on the access logs which record by Web servers and
Web proxies on the Internet. Most wildly used software tool are for example tcpdump,
ethereal, and NTOP. On the other hand, hardware-based measurement tools are
special-purpose equipments designed specially for the collection and analysis of
network data. These tools are often expensive, depending on the number of network
interfaces, the types of network cards, the storage capacity, and the protocol analysis

capabilities.

2.2.2 Passivevs. Active measur ement

The passive approach uses devices to watch the traffic as it passes by.
These devices can be special purpose devices such as a Sniffer, or they can be built
into other devices such as routers, switches or end node hosts. The passive approach
also measures real traffic. It does not increase the traffic on the network for the
measurements.

The active approach relies on the capability to inject test packets into
the network or send packets to servers and applications, following them and measuring
service obtained from the network. As such it does create extra traffic, and the traffic
or its parameters are artificial. The volume and other parameters of the introduced
traffic is fully adjustable and small traffic volumes are enough to obtain meaningful

measurements.

2.2.3 On-linevs. Off-line Traffic Analysis
On-line analysis is support real-time data collection and analysis, often
with graphical displays of live traffic data. Most hardware-based analyzers support this

feature. Off-line analysis refers to network measurement devices which they can
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collect and store of traffic data. Once the device collects and stores the traffic data, the

analyzer can analyze it offline.

2.24 LAN vs. WAN measurement

Local Area Network (LAN) is easy to measure. It is typically
administered by a single well-known organization. To collects and analyzes traffic
data in also in LAN environments, such as Ethernet LAN. This approach is most
popular in early network traffic measurement research.

Wide Area Network (WAN) measurement collects and analyzes
network data in WAN environment. Measurement devices should be put in-line on the
network core of organization. The greater challenges here include administrative
control of the network, and security and privacy issues.

2.3 Networ k tr affic classification

Network traffic classification is a mechanism to classify network traffic into
categories on the basis of whether the traffic matches specific criteria. Classifying
network traffic allows administrators to organize or control traffic. There are many

approaches of network traffic classification as following:

2.3.1 Port-based classification
Port-based classification relies on transport-layer port number. It is
easily to classify traffic as most applications have a specific port number. However,
some applications can use dynamic port-negotiation mechanisms to hide from
firewalls and network security tools. Therefore, it could be a limitation of this

approach.

2.3.2 Signature-based classification
Signature-based classification is based on identify characteristic bit
strings in the packet payload that potentially represent the application. Signatures (or
patterns) must be specific, pre-defined and unique. Most applications have an

individual signature. The example of individual signature is shown in Table 2.1. This
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approach could gain high accuracy but it requires a high performance machine for

high computation.

2.3.3 Behavioral-based classification

Behavioral-based classification involves creating user profiles as
reference points to study any traffic in the network stream. User profiles should create
in a clean environment. These behavioral profiles are then applied into the production
environment and used to match differences between real time user profiles and
reference profiles. Matching a difference is done by using statistical methods.
Statistical methods could be used to gather information form the recorded network
streams in order to calculate values which would be checked against the reference
profiles.

2.4 Type of web traffic

2.4.1 Hyper Text Transfer Protocol
2.4.1.1 Overview of HTTP
The Hyper Text Transfer Protocol (HTTP) is an application layer
protocol. It is defined in [RFC 1945] and [RFC 2616]. HTTP is implemented in two
programs: the client program and server program, which are executed on different end

systems. They communicate by exchanging HTTP messages.

http://www.rd.go.th/pit/index.htm
|

host name
|

L
object"s path name
Figure 2.3 URL form

Most client programs have a function that allows the user to open
Uniform Resource Locators (URLs) such as Web browser, like Netscape or Explorer.
Each URL has two components: the host name of server and the object or the object’s
path name as shown in Figure 2.3. When a URL has opened, a Web browser would

open TCP connection to the Web server, retrieve and display a file. Most file (also
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called a Web page or a document) consist of objects. An object is simply a file such as
an HTML file, a JPEG image, a GIF image, a Java applet, an audio clip and a video
clips.

The server program (also called a Web server) houses Web objects,
each addressable by a URL. Web servers also implement the server side of HTTP.
Popular Web servers include Apache and Microsoft Internet Information Server.
When Web servers have received a request message, they would response with HTTP
response messages that contain the objects.

HTTP defines how Web clients request Web pages from Web servers
and how servers transfer Web pages to clients. Figure 2.4 display HTTP usage
activities, the HTTP client first initiates a TCP connection with the server. Once the
connection is established, the browser and the server processes communicate each
other via their socket interfaces. When a user requests a Web page, the browser sends
HTTP request messages for the objects in the page to the server. The server receives

the requests and responds with HTTP response messages that contain the objects.

HTTP Request Q
——
&

HTTP Response

Webserver Client

Figure 2.4 HTTP request-response behavior

2.4.1.2 HTTP message
The HTTP messages consist of request from client to server and
response from server to client. Both messages use the generic message format of RFC

822 for transferring entities as shown in Figure 2.5
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generic-message = start-line

* (message-header CRLF)

CRLF

[ message-body ]
start-line = Request-Line | Status-Line

Figure 2.5 HTTP Message

HTTP Request M essage

Request = Request-Line
* (( general-header
| request-header
| entity-header ) CRLF)
CRLF
[ message-body ]

Request-Line = Method SP Request-URI SP HTTP-Version CRLF

Figure 2.6 General format of a request message

Figure 2.6 displays a general format of a request message. The first line
specifies three things: the operation to be performed, the Web page the operation
should be performed on, and the version of HTTP being used. Currently, the request
message consists of two versions: HTTP/1.0 and HTTP1.1. The HTTP/1.0 defined in
RFC 1945 which allows three types of methods: GET, POST, and HEAD. In addition
to theses three methods, the HTTP/1.1 specification allows several additional methods,
including PUT and DELETE as defined in RFC 2616. The subsequent lines are called
the header lines. The request header lines allow the client to pass additional
information about the request and about the client itself, to the server. Figure 2.7
shows the request message which the client used to communicate with a google’s host

and the request line indicates the request object.
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GET http:fwnan. google.cothfurl Psa=Tact=resfod=18url=http % 34 2F 3 2 Fwwew. nessus.org 22 FEeish 1 FAS OayK Zus bw O CPvmChw HT TR0
Accept ™

Feterer: hitp: v google cothfsearch?gbv=28hl=th&g=nessus &meta=

Acceptlanguage: en-us

Prosy-Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MIIE 6.0; Windows NT 5.1; 5%1; InfoPath 1; MET CLR 2.0.50727; W T Client2)

Host waew google.coth

Cookie: PREF=ID=3b32411h491998e5 TM=1210155274:LM=1210185274:5=nrrvoeb2 Sy axDLlmy

Proxy-Authorization: Basic Zz04Mz1 ODkBY 2hhbGI0dGE=

Figure 2.7 The example of a request message

HTTP Response M essage

Response = Status-Line
* (( general-header
| response-header
| entity-header ) CRLF)
CRLF
[ message-body ]

Status-Line = HTTP-Version SP Status-Code SP Reason-Phrase CRLF

Figure 2.8 General format of a response message

As shown in Figure 2.8, the response message consists of three
sections: an initial status line, header lines, and the entity body. The status line has
three fields: the protocol version field, a status code, and a corresponding status
message. In the example in Figure 2.9, the status line indicates that the server is using
HTTP/1.0 and the status was success. The header lines allow the server to pass
additional information about the response which cannot be placed in the status line.

The entity body is the meat of the message.

HTTR.0 200 0K,

Date: Tue, 17 Jun 2008 05:54:20 GMT
Serser Apache

Content-Type: texithtml

#-Cache: MISS from prox-caching
Proxy-Cannection: close

<IDOCTYPE himl PUBLIC "AW3CHOTD =HTL 1.0 Transitional /EN" "hitp:fensew 3 org/TRAhimI1/DTOxhtml1-ranstional.dtd ">
<html =mlng="http: w3 orgd 1999t ">

<head>

<meta hitp-equiv="Content-Type" content="texi/hirml; charset=iso-G855-1" f»

<title>Tenable Network Security<title>

Figure 2.9 The example of a response message
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2.4.2 Real Time Streaming Protocol

In recent year, audio/video streaming has become a popular application
and a significant consumer of network bandwidth. Clients request compressed
audio/video files that reside on server. These servers can be ordinary Web servers or
can be special streaming servers tailored for the audio/video streaming application.
Upon client request, the server directs an audio/video file to the client by sending the
file into TCP or UDP socket. Before being sent into the network, the audio/video file
is segmented, and the segments are typically encapsulated with special headers
appropriate for audio/video traffic. The real-time protocol (RTP) is a public domain
standard for encapsulating such segments. Moreover, for user interactivity it also

requires a protocol for client/server interaction as the real-time streaming protocol

(RTSP).
\
'
Client

Web browser

HTTP GET

Presentation description file

Media player

Teardowr

Figure 2.10 Interaction between client and server using RTSP
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Users often request audio/video streaming through a browser. However,
because most browsers are currently not directly integrated audio/video player, media
player is required for playing out the audio/video. Figure 2.10 illustrated a sample of
RTSP. The Web browser first requests a presentation description file from a Web
server. The presentation description file includes references to media streams, using
URL method rtsp://, the player and the server then send each other a series of RTSP
messages. The player sends an RTSP SETUP request, and the server responds with an
RTSP OK message. The player sends an RTSP PLAY request with audio/video
quality, and the server responds with an RTSP OK message. Then the server sends a
media stream to the player. The media player can sends an RTSP PAUSE request for
pause media stream, and the server responds with an RTSP OK message. When the
user is finished, the media player sends an RTSP TEARDOWN request, and the server

confirms with an RTSP OK message.

2.4.3 Webmail

Webmail or Web-based email is a term referring to an e-mail service
intended to be primarily accessed via a web browser, which is different from accessing
email through an email client, such as Microsoft Outlook, Mozilla's Thunderbird, or
Apple Inc.'s Mail. Most free e-mail services, such as Gmail, Hotmail, and Yahoo! Mall
offer webmail interfaces that allow you to send, receive, and organize your e-mail on
the Web. A major advantage of web-based email over application-based email is that a
user has the ability to access their inbox from any Internet-connected computer around
the world. The following tables compare general and technical information for five

popular webmail providers.
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Table 2.1 Top five webmails general information [6]

First
B Account
Owner public Cost (USD) Sturage/_Attachment Languages IMAP or POP3 support | deactivated if
release size supported 5
not logged in
date
. Aug 23, Unlimited Storage/16 3 months
ADL Mail A0L S04 Free VB 26 Both Awithout foe)
Free {text ads 5.8 GB+/20 M
. April 1 EATED
Gmail Google oh04 ::l;tv\;:?g mail, ~1500 bytes addsd 40 Both 9 months
mEssages) every second,
MSN Hotmail
(replaced by Microsoft July 4, 1996 R EAGEA10 MB {Easic) 17
Windows Live Hotmail) £19.95 yearly |10 GB/20 MB
Free {ads Offers POP to Hotrnail Plus
added 1o the uzers only, Also offers

Windows Live Hotmail signature of o synec e-mail

(replaces Microsoft Tstvzrgggr every outgoing ?DGgéfngMr\?IB Pl 33 and contacts (and calendar 2 months (free)
MSN Hotmail) ? emaily for Hotmail Plus users) with
$£19.95 yearly Outlook or Windows Live
(Flus) mail,
Free (hasic) Unlimited/10 MB (basic) ) h
Yahoo! Mail Yahoo! ?;;ber B $£19.99 vearly  |Unlimited/20 MB (Plus 27 ESESEP'US og); DRAID ?b:;i?)ms
(Plus version)  |version) i

Table 2.2 Top five webmails features [6]

client
E- . .
. . Integration Domain . . Custom
Automatic E-mail client mail with IM NET Interfac_escrlpt Virus “From:"
forwarding for = P technique scanning
(e service customization Address
server
AOL
AOL Yes B P Yes
. No Yes Instant YEes! JavaScript/Ajax
Mail (POP3,IMAP,SMTP) Messenger (McAfee)
Google
Lo Talk Yes
; Yes (Jabber), . (Sophos
Gmail Yes (POP3,IMAP, SMTP) (POP3 AOL Yes HTML/JavaScript/Ajax Anti- Yes
only) 3
Instant Virus)
Messenger
MSN
Hotmail
(replaced Windows Yes
by Yes Partial No Live Yes HTML (Trend Yes
Windows Messenger Micro)
Live
Hotmail)
Windows
Live :
. Windows . Yes
(tgﬂ ?els Partial Partial No Live Yes HTMC%J;;?:EHPU (Trend Yes
MSN Messenger Micro)
Hotmail)
Plus Plus members only Yes Mzg:é)r?!er Yes Plus
Y ahoo! In some countries : ger, HTML/JavaScript/
; members (POP3 Windows $35 yearly - (Norton members
Mail free accounts . CSS/Ajax PR
only only) Live AntiVirus) only
(POP3 only) M
essenger

2.4.4Web chat
A web chat or instant web messaging is a system that allows users to
communicate in real time using easily accessible web interface. A web chat is a small
part of the world of online chat. It enables user to quickly and easily use basic instant
messaging features on a web browser on any computer without installing any

software. It does not have the network effects, which become more useful as they
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become more popular. Table 2.3 shows a comparison of most popular instant web
messaging.

Table 2.3 Comparison of instant web messaging support

Support instant messenger
3
Web chat > 8 3 %
- o] o
Z < T | 5 1) 2
n = = o =
= |0 |[S 2|26 |% |2
www.koolim.com vV | VY|V v | vV
http://webmessenger.msn.con] v
http://webmessenger.yahoo.cgm v
www.ebuddy.com v | vV IV IV v
www.meebo.com v [ VI V]V
www.iloveim.com v [ vV |V v

245HTTP Tunneling
HTTP Tunneling is a technique by which communicatiomsing
various network protocols are encapsulated by using the HTTP protocol, while the
network protocols is usually belonging to the TCP/IP family of protocols. The HTTP
protocol therefore acts as a wrapper for a covert channel that the network protocol
being tunneled uses to communicate. In this section we will review two types of HTTP

Tunneling: Web proxy and HTTP Tunnel client.

2.4.5.1 Web proxy

Web proxy is a public proxy server that enables users to access
to blacklist URLs, which is denied by security measurement such Firewall, via a web
interface. Most web proxies used CGI Proxy service always hides the client IP
address, so all Internet sites will not be able to uniquely identify or track the client.
Figure 2.11 shows an example of a web proxy to access other web sites via it. Most
web proxies will has a text box for entering the URL, and browse button to send the
URL query string. After sending a query, the URL is often encrypted. The encryption
algorithm could be a ROT13[7] or BASE64[8] encoding.
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A ::Revenue Department:: - Microsoft Internet Explorer l‘:“ﬂ@

File Edit ‘“ew Favortes Tools  Help

@Eack T Ned |ﬂl Q ;\J /-’Search j." Favorites {1 - ,’ ?‘;:: %
Agdreslﬁéj http: {frwae.rd, go.thipublish/finde:x., bl l
EPSON Web-To-Page ~ | (@iFrink | =|Print Preview

NFUFTINING

A ::Revenue Department:: - Microsoft Internet Explorer Q|EEJ
File Edit ‘“ew Fawvortes Tools  Help I“:‘

% I A ) = 2 S 0 -po a4

Gﬂack L~ ) |i] @ | s Search . Favorites {f} s =" |~ s - | ,“i

Agdressl;g‘] http:waw.wnr\dwideprnxy.mmjindex.php7q=aHRD(DnvL3d3dyEyZCthy'EDaC9wdWJsaXNDLZIUZGV‘ILthhWW%SDI »| Go Links **
EPSON Web-To-Page ~ | (@Frint | =/|Print Preview

[Back to WorldWideProxy.com] turent URll‘hnp3.".""\"\'\‘W-rd39U-‘hfPUbliSWindex-mm l — [ PRO®Y!

rosted in Onli
Interested in Online T,

rading module
CLICK HERE

NFUATINING ~ muaw

Figure 2.11 An example of web proxy service

ROT13 encoding is a simple substitution cipher used in online
forums as a mean of hiding spoilers, punch lines, puzzle solutions, and offensive
materials from the casual glance. Figure 2.12 illustrates ROT13 replacing each letter
by its partner 13 characters further along the alphabet. The example shows the cipher
text URYYB, after we encrypt HELLO with ROT algorithm.

13

I 1
[als]c|ofe]rlcufrfafxfrfm]
/\I\AA$$/\/\AA$/\/\
ROTIS ¥ v & ¥ v v ¥ Vv v Vv
[N[ojrlefrfs[T]ufviw]|x]|¥]z]

[H[EfL]L]O]

$ $ A A A

ROTLS v Vv v

u[r]Y]Y][B

Figure 2.12 A ROT13 algorithm

Base64 encoding encodes binary data by treating it numerically

and translating into a base 64 representation as shown in Table 2.4. Figure 2.13 shows
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the example of Base64 encoding to convert the string “Man” to Base64 representation.
The algorithm starts by getting the ASCII and binary byte values for each letter. Next,
it converts the 24 bits from three 8 bit groups to four 6 bit groups. Next, it converts
each of the four 6 bit groups into decimal. Finally, map a decimal with Base64
alphabet. Therefore, encryption “Man” with Base64 algorithm, the cipher text is
“TWFu”.

Text content M a n

ASC 77 a7 110

Bit pattern EI|1|IZI|EI11III1III11IIIIZI|EIIEI1EI11EI111EI
Index 19 22 ] 46
Basebd-Encoded T = W F u

Figure 2.13 An example of base64 encryption with ASCII code

Table 2.4 Base64 alphabet

Value | Encoding | Value | Encoding | Value | Encoding | Value | Encoding
0 A 17 R 34 i 51 z
1 B 18 S 85 j 52 0
2 € 19 T 36 k 53 1
3 D 20 U 37 I 54 2
4 E 21 Vv 38 m 55 3
5 F 22 w 39 n 56 4
6 G 23 X 40 0 57 5
7 H 24 Y 41 p 58 6
8 I 25 Z 42 q 59 7
9 J 26 a 43 r 60 8

10 K 27 b 44 s 61 9
11 L 28 c 45 t 62 +
12 M 29 d 46 u 63 /
13 N 30 e 47 \ (pad) =
14 O 31 f 48 W
15 P 32 g 49 X
16 Q 33 h 50 y
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2.45.2HTTP Tunneling client
HTTP Tunneling software consists of client-server HTTP
Tunneling applications that integrate with existing application software, permitting
them to be used in conditions of restricted network connectivity including firewalls,
networks behind proxy servers, and NATs as shown in Figure 2.14. However, in this
section we only focus on the HTTP Tunneling client.

TCPAP HTTP Réquests TCPAP
connection ) connection

Client HTTPTunnel HTTP Proxy HTTPTunnel Server
Client and | or Server
Firewall

Figure 2.14 Overall of HTTP Tunnel Mechanism [9]

HTTP Tunneling client application is a program that masks
other application data look like HTTP traffic in order to bypass firewalls. This is done
by routing all outgoing traffic through port 80, the standard HTTP traffic port, and
encapsulating traffic inside HTTP packets. Since almost all firewalls allow HTTP
traffic to pass through, the masked application is allowed to communicate with remote
hosts. HTTP Tunneling client application uses encryption to maintain secure transfer.

In order to mask application traffic with HTTP Tunneling, the
application must implement the SOCKS protocol. This protocol is implemented in
several Peer-to-Peer clients, Internet browsers, instant messaging applications, and
other programs.

There are several free/open-source, and commercial HTTP
Tunneling client applications that allow even applications that lack of native tunneling
support to communicate from locations with restricted connectivity.

The free or open-source HTTP Tunneling clients are usually
packaged as a pair of applications, one of which performs the role of the mediator
server, the other performing the role of the Tunneling client. This requires the user to

access to their own servers that they can run the mediator server software on.
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The commercial HTTP Tunneling client applications are
provided by companies that run their own mediator server farms. They charge for the
service provided, with various tiers of service that depend on the bandwidth provided.

2.4.5.3 An example of HTTP Tunneling client applications

24531 HTTP-Tunnel [10]

HTTP-Tunnel is a commercial product developed by
HTTP-Tunnel cooperation. The current version is 4.4.4000. Figure 2.15 shows HTTP-
Tunnel architecture. HTTP-Tunnel creates a tunnel between the user's computer and
the outer side of the user's firewall. Currently, HTTP-Tunnel offers a free service for
low bandwidth and limitation with 30 days. For subscribe user, HTTP-Tunnel
provides high bandwidth with no bandwidth limitation depending on user network
speed. Other key word services for HTTP-Tunnel Client are: Bypass firewall, secure

browsing, Hide your IP, Socks, HTTP, Tunneling, anonymous browsing, proxy.

PRIVATE NETWORK

End Users use HTTP-Tunnel to transmit and
receivis data through the firawall.

Racks of HTTP-Tunnel Servers

P ’
il A HTTP-Tunnel Servers
k. | HTTP Praxy / receive and relay the data
o | Or
. Firewall INTERNET
¥

Router

| -.,

‘T

Pravicusly naccessible servers and senices.
{eq. web sarvers, e-mall servers, peer 1o peer software, IM servars,
dalabase servars, &-CoOmmanta Semnears)

Figure 2.15 HTTP-Tunnel architecture [11]
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HTTP-Tunnel can run on a variety of Windows
operating system (Windows 98, ME, NT 4.x, 2000, XP and Vista). There are currently
not available for Unix and MacIntosh platforms.

HTTP-Tunnel supports more popular application such as
browsers, instant messaging, P2P, games, and other applications which can be found
in [11]. Figure 2.16 shows the use interface with user connects to google’s web site by

Internet explorer.

ﬂ HTTP-Tunnel Client v4.4.4000

File Zettings Help
@) Help @ Configure = Enter key (4 b al Support Eﬁl E it
Cannections l Log I Speed Tesll Diagnu:ustiu:sl &bt I
FHurm | Application | Source [P 1 Drestination | Sent [KB] | Ry [k
1 HTTP-TunnelClienteme 127001  cachensbwork. net 20 <1KER 1]
2 MEnappau. exe 127.0.01  toolbar. men, com: 30 <1KB I
3 IEPLORE.EXE 127.0.071 vy, google. co.th: 30 <1KB 1]
< NN v /A >
key not found  Free Server Mode, 2.1 KB Up/0.0 b Dovwn IFP Retrieved], 149]

Figure 2.16 Main HTTP-Tunnel Client interface

2.4.5.3.2 Hopster [12]
Hopster is a commercial product and has a trial version
which provides a low bandwidth like HTTP-Tunnel. Hopster runs on Windows
2000/XP. Hopster is easy to install and configure. Figure 2.17 illustrates the main

interface of Hopster preview release 17.
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-l hopster Status @

Connechion
Status: Ready.
Speed: 0 Butesis
Activity

Sent ;i I Feceived

Bytes: 0 Eytes 0 Eytes

Figure 2.17 Main interface of Hopster

Figure 2.18 shows application compatible and setting of
Hopster. Hopster was designed to support most popular applications such as MSN
messenger, ICQ, Yahoo Messenger, Windows Messenger, Trillian, and AOL Instant
Messenger. It supports both SOCKS 4 and SOCKS 5. It enables users to hide their IP

addresses.
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Figure 2.18 Application compatible and setting

2.4.5.3.3 Ultrasuft [13]
Figure 2.19 illustrates UltraSuft 8 interface. UltraSuft is
a freeware developed by a group of top scientists and engineers in computer and
network with their creativity and expertise accumulated over many years at
UltraReach. The latest release of UltraSuft 8 is a major technical breakthrough that has

overcome the deficiencies of many previous generations of proxy techniques,
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including early versions of UltraReach Products. UltraSurf enables users to browse
any website freely just as same as using regular Internet Explorer while it
automatically searches the highly speed proxy servers. UltraSuft implements almost
all browser functions based on HTTP a user needs, such as browsing websites, login
and posting on web forums, using Webmail, uploading and downloading, data files,
real time audio, video and other multimedia programs, etc. Currently UltraSurf only

supports Microsoft Internet Explorer and several other Microsoft based browsers. For

security, it supports HTTPS Tunneling.
# UltraSurf 8.9 =13

/
2 & X
Haome Fetmy O ptian Help E wit
Connection ~
Prefered Speed

I braS uarf i 'F@ 98 [

= @ o7 3

» @ 913 EEE—
Fort: 96ER

Statuz  Succeszsfully connected to server Feedback

Figure 2.19 Main interface of Ultrasuft

2.5 Existing network traffic measurement and monitoring Tools

2.5.1 Windump [14]

Windump is the Windows version of tcpdump, and is the command line
network analyzer for UNIX. WinDump is fully compatible with tcpdump and can be
used to watch, diagnose and save to disk network traffic according to various complex
rules. It can run under Windows 95, 98, ME, NT, 2000, XP, 2003 and Vista.
WinDump captures packets by using the WinPcap library and drivers, which are freely
downloadable from the WinPcap.org website. Windump allows us to sniff network

packets and make some statistical analysis out of those dumps. WinDump supports
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802.11b/g wireless capture and troubleshooting through the CACE Technologies
AirPcap adapter.

25.2 Ping [15]

Ping is a computer network tool used to test whether a particular host is
reachable across an IP network. Ping works by sending ICMP “echo request” packets
to the target host and listening for ICMP “echo response” replies. Using interval
timing and response rate, ping estimates the round-trip time and packet loss (if any)

rate between hosts.

2.5.3 Multi Router Traffic Grapher (MRTG) [16]

The Multi Router Traffic Grapher (MRTG) is a tool to monitor the
traffic load on network-links. MRTG generates HTML pages containing GIF images
which provide a LIVE visual representation of this traffic. MRTG is based on Perl and
C and works under UNIX and Windows NT. MRTG is being successfully used on
many sites around the net. Figure 2.20 illustrates an example of a daily and weekly

inbound and outbound traffic analysis using MRTG.
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Figure 2.20 MRTG traffic analysis report
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2.5.4 Ethereal [17]

The Ethereal is an open source network protocol analyzer, which is
released under the GNU General Public License. It is based on lippcap. It is available
for both Unix and Windows platform. Figure 2.21 shows Ethereal’s main user
interface, which provides a user-friendly interface using graphics that it is
configurable and easy to use. Ethereal graphical user interface consists of three panes:
a packet list pane, a packet details pane, and a packet byte pane. A packet list pane
displays default fields including packet number, time, source address, destination
address, and the name and information about the highest-layer protocol. A packet
details pane shows individual packet information decoded including frame
information, Ethernet information, Internet Protocol information, transport protocol

information, and application in details. A packet byte pane displays raw captured data

both in hexadecimal and ASCII format.
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Figure 2.21 Main graphical user interface of Ethereal version 0.99.0
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2.5.5ntop (Network Top) [18]

The ntop is a network traffic probe that shows the network usage. It is
based on lipcap, which available for both Unix and Win32 platform. It supports many
protocols. It enables users to configure and administrate via web interface. Therefore,
users can use a web browser to navigate through ntop traffic information and get a
dump of the network status, as display by using charts. Moreover, ntop can reduce

CPU and memory usages. Figure 2.22 demonstrates an example of traffic analysis by

ntop.
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Figure 2.22 ntop’s web interface

2.5.6 PacketX [19]

The PacketX is a commercial ActiveX component developed by
beeSync team that integrates WinPcap packet capture functionality with programming
environments supporting Microsoft ActiveX technology. However, it also has a trial
version for 30 days. The library includes ActiveX control that can be used from Visual
Basic or Delphi and COM class for scripting languages like VBScript or Javascript.

The PacketX is a small COM class library that makes it easy to use the packet
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capturing function of WinPcagrom almost any modern programming language
supporting ActiveX technology.
2.5.6 SharpPcap [20]

SharpPcap is a packet capture framework for the .NET environment,
based on the famous WinPcap component. The purpose of this library is to provide an
API for capturing, injecting, analyzing and building packets using any .NET language
such as C# and VB.NET.

The following list illustrates the features currently supported by
SharpPcap:

— Enumerating and showing details about physical network
interface on a Windows machine.

— Capturing low-level network packets going through a given
interface.

— Analyzing and parsing the following protocols: Ethernet, ARP,
IP, TCP, UDP, ICMP, IGMP.

— Injecting low-level network packets on a given interface.

— Handling (reading and writing) offline packet capture files.

— Injecting packets using Send Queues.

— Collecting network statistics on a given network interface.

2.6 Evaluation metric

There are several types of measures for evaluating the performance of a
classification model. In this section, we are interested in the confusion matrix which it
gives a full picture for a number of actual instances and a number of errors in
classification model. We also review in true positive, false positive, false negative,
precision and recall.

2.6.1 Confusion matrix

A confusion matrix contains information about actual and predicted

classifications done by a classification system. Performance of such systems is
commonly evaluated using the data in the matrix. The following table shows the

confusion matrix for a three class classifier.
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Table 2.5 Example of confusion matrix

M.Sc.(Computer S&8nce)

Classify
Types A B C
T A 25 5 0
>
2 B 3 32 1
C i 0 15

In the example confusion matrix above, of the 30 actual of type A, the
system classified that 5 were type B, of the 36 actual of type B, its classified that 3
were type A and 1 were type C, and of the 16 type C, its classified that 1 were type A.
We can see from the matrix that the system in question has trouble distinguishing
between type A and type B, but can make the distinction between type C and other
types pretty well.

Table 2.6 Confusion matrix notation table

Classify
Types A B G
E A TPa €nB eac
E B 8A TPs &c
C €A €cs TPc

We transform the confusion matrix table to the confusion matrix
notation table as show in Table 2.6. This table will use to explain next term of
evaluation metric.

2.6.2 True positive
A true positive (TP) is the number of positive cases that were correctly.
2.6.3 False positive

A false positive (FP) is the number of negatives cases that were
incorrectly classified as positive. The false positive for each traffic type can be
calculated as the total number of error that are classified in that traffic type, but they
are not exactly in that type. For example, the false positive of type A would be

calculated by using equation (1), whdg, is the number of type B that are incorrectly
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classified as the type A, amda is the number of type C that are incorrectly classified

as the type A.

FP, =€ +€ca Q)

2.6.4 False negative
A false negative (FN) is the number of positives cases that were
incorrectly classified as negativieor example, the false negative for type A would be
calculated by used equation (2), whiig is the number of type A that are incorrectly
classified as type B, arglc is the number of type A that are incorrectly classified as

the type C.

FN,=ey +€
A AB AC (2)

2.6.5 Recall
Recall is the ratio of true positives over the sum of true positive and
false negativesas shown in equation (3). In the confusion matrix above, the recall of
type A is 25/(25+5) = 0.83.

TP

Recall = ——
(TP+FN) ©)

2.6.6 Precision
Precision is the ratio of true positives over the sum of true positives and
false positivesas shown in equation (4). In the confusion matrix above, the recall of
type A is 25/(25+4) = 0.86.

Precision = L
(TP + FP) (4)
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2.7 Related Work

2.7.1 Classification of web-based email trafficin Thailand [21]

In this paper, the researchers proposed Webmails detection technique
relies on Webmail's URLs and keywords matching. The researchers define keywords
by studying characteristics of traffic from three popular Webmails: Hotmail, Yahoo!,
and Gmail. They also observe characteristics and behaviors of each Webmails traffic
based on Webmail usage, such as logging in, reading messages, and composing
messages. Then, they recorded unique pattern that appear in the packet's payload of
each Webmails. The result shows that their method has a high accuracy more than
using URL-only matching technique. They claim that the first 36 bytes of user payload

are sufficient for detecting Webmail traffic.

2.7.2 Detecting HT TP Tunneling Activities [22]

In this paper they investigated a novel intrusion detection system which
makes use of behavior profiles to identify HTTP tunneling activities. Behavior profiles
are created from packet features. Packet features are attributes extracted from a single
packet or a set of packets. The system is consisted of seven packet features: (1) packet
size, (2) number of packets, (3) ratio between large and small packets, (4) data
directions, (5) an average packet size, (6) change of packet size pattern, and (7) size of
total packets received. This system could detect both malicious and unauthorized
HTTP tunneling activities.

The researchers conclude the behavior profiles the system should look s
for as follows:

Interactive Tunneling Session Behavior Profile: (a) the size of packets
being sent by a client is relatively small, (b) while receiving small packets, a server
sends a sequence of long acknowledgement packets in response, and (c) the number of
small packets compared to the total number of packets being sent to a server is large,
(d) the duration of a session is long.

Scripted Tunneling Session Behavior Profile: (a) a short session with a
relatively large data transfer (b) a sequence of acknowledgement packets from a
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server, and (c) the amount of data received by a client compared to the amount of data
received by a server.

Sream Session Behavior Profile: (a) the session duration is
significantly longer, (b) the number of packets with a same size dominates the total
number of packets in a session, (c) a client sends a sustained sequence of
acknowledgement packets to a server, (d) a significant change in packet data size
exists among neighboring packets in between two sequences of identical sized packets,
(e) a constant packet size is not corresponding to the maximum allowable packet size
is observed, (f) the size of packets to the server is smaller, (g) the running average of
the packet size to the server decreases over the duration of a session, (h) the number of
packets received by a client is always greater than the number of packets received by a

server.

2.7.3Web Tap: Detecting Covert Web Traffic [23]

Web Tap attempts to detect outbound traffic which sent significant
amounts of information out via HTTP tunnels that it can bypass firewall. Web Tap is
based on the analysis of HTTP traffic. They focus only outbound request because they
tend to contain far less data and are more useful for detecting covert traffic. They
design filter thresholds by learning as a request of thirty users in 40 days. Filter
thresholds are header formatting, delay times, individual request size, outbound
bandwidth usage, request regularity and request time of day. The system could detect
three threat models: (1) HTTP tunnels, (2) backdoor programs, and (3) spy ware.

Web Tab has successful detected many spyware programs, HTTP
tunneling programs, and a test backdoor program. However it still has some
vulnerability that an HTTP tunneling program or backdoor program could be designed
to evade Web Tab filtering as following.

Sngle Request Sze Filter: Large data transfers can be broken up into
multiple smaller requests.

Delay Time Filter: The delays could be randomized so as to bypass
thresholds.

Time-of-day Filter: The hacker can schedule requests when a user is

normally active.
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Request Regularity Filter: The hacker can avoid this filter by emulating
request regularity of a common site.

Bandwidth Limit Filter: A tunneling program can keep a running count
of the bytes that have been sent over the past of day to avoid this filter.

2.7.4 Analysis of WWW Trafficin Cambodia and Ghana [24]

This paper presents an analysis of HTTP traffic captured from shared-
use Internet cafés and kiosks from two different developing regions, Cambodia and
Ghana. The web traffic analyzed was collected form proxy server logs. The web traffic
from Cambodia was collected at the Community Information Centers (CIC). They
focus on six of the center with six-month period. The logs contain ~12.6 million
entries, with ~3.3 million uniqgue URLs from 63,944 unique hosts. The web traffic
from Ghana was collected at the Busy Internet Café in Accra. The logs period start
from May to June, 2004 which logs contain ~13.7 million entries, with ~3.9 million
unique URLs from 79,840 unique hosts.

They analyzed web traffic pattern by hand. The results show that
portals site is a largest category; a binary has large bandwidth consumption; software
updaters have high frequency of request; and web e-mail requires approximately 52
KB data consumption. They also suggest some mechanisms that they believe would
help to improve performance for web access such as adding functionality to the proxy
cache, putting a data center server between Internet and proxy server for software
updating checked, shifting time for a large download that occurs at night and using a

compression technique to reduce the bandwidth consumption.
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CHAPTER 111
PROPOSED WORK

In this chapter, we describe proposed Web traffic classification system and
methodology of web traffic classification. We also present in details of experiment

design.

3.1 Overview of proposed wor k

Currently, there are large volumes of Web traffic in the Internet traffic. Web
traffic is a data sent and received by visitors to web servers. There are various data in
web traffic such as web pages, web messenger, radios, TVs and on demand video
clips. For this reason, it is a possible misuse of the web traffic. The bandwidth
consumption by a misuse of the web traffic influences the network performance. For
example, the network will get congestion if many users view video clips from the
YouTube servers during the working hour. So, for bandwidth management a network
administrator should have a high efficient network traffic measurement tool.

Some network traffic measurement tools measure traffic by sniffing packets.
They can efficiently classify types of traffic. However, with a complexity of network
traffic it is difficult to classify packets correctly. Thus, network traffic measurement
tools should have a smart algorithm to classify type of packets based on protocol or
applications.

In this project, we propose a Web traffic classification system which relies on
flow information. Flow information can easily be extracted from packet header
without having parses large volumes of data associated with web traffic. Our system is
designed to classify three types of web traffic. normal web, audio and video. Our
system is located between inbound and outbound network as shown in Figure 3.1
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Figure 3.1: Overview of Web traffic classification system

3.2 Proposed web traffic classification system
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Figure 3.2: Overview block diagram of proposed classification system

In this section, we proposed a flow-based method to classify types of web
traffic. Normally, a flow is defined as a collection of packets with the same 5-tuple:
source IP address, source port number, destination IP address, destination port number
and the protocol number. Our proposed technique consists of keyword matching and
the attribute matching. Figure 3.2 shows the overview block diagram of our
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classification system. The classification system is based on three major modules,
which are packet capturing module, classification module and display module. Packet
capturing module is responsible for capturing packets. The flow classification module
consists of three main functions: packet extraction, flow generator, and flow analysis.

The display module will reported traffic type as tables and graphs.

3.2.1 Packet capturing module
A packet capturing module is usingSaarpPcap[20] component to
capture real time packets. A SharpPcap is a small COM class library that makes it easy
to useWinPcap[14] packet capturing function from almost any modern programming
language supporting ActiveX technology. In our system, we use a SharpPcap version
1.0.0.0 with Microsoft visual studio .Net 2005 developing tool.

3.2.2 Classification module

In classification module, we use full function from Microsoft visual
basic.Net 2005 language because it has a powerful for managing and easy to
implementation. Moreover, it is possible to integrate with a SharpPcap component and
ChartDirector component. The classification module consists of three main functions:
packet extraction, flow generator, and flow analysis.

Packet extraction module extracts necessary information from the raw
data. Information we extract are the arrival time, source IP address, source port,
destination IP address, destination port, transport protocol, packet size, number of
found audio keywords, number of found video keywords, and payload.

Next, we will check for the existing flow. If the information of the
same flow does not exist in our flow table, the flow generator then inserts it into the
flow table. Otherwise, it will just update that flow information in the table.

The flow information consist of the total number of packet sent, the
total number of packet received, the total number of byte sent, the total number of byte
received, flow duration, an average received packet size, the ratio of packet count
between received and sent packets, an audio keyword count and a video keyword

count.
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Then we store that flow in the flow queue. For every three minutes, we
will analyze flows in the flow queue. Flow analysis is done by calculating both scores
from the keyword matching and scores from attribute matching. After we got two
scores for each flow, we will give them a weight and summarize them together in
order to get a final score. This final score will be used to decide whether this flow is
normal web traffic, audio traffic, or video traffic.

Both audio score and video score are calculated by using equation (1)
below. Note that, type is either audio or video and weigjhtveight, = 1.

score,,. = keyword _ scorg,,. * weight, + attribute_ scorg, . * weight, (1)

If the audio score and the video score are less than or equal to 0.5, we
then classify that flow as the normal web traffic. If the audio score or video score is
greater than 0.5, we will then classify the flow as audio traffic or video flow, based on

which score is greater.

Total Normal Web Audio Video
204 192 5 7
Audio

2%/ideo
3%

Normal Web
95%

Figure 3.3: An example reports of web traffic classification system

3.2.3 Display module
The display module will summarize the number of flows for each
traffic type and report to the user in a graph for every three minutes. The objective of
this module is to provide a user-friendly interface as shown in Figure 3.3 In this
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module, we create graph by using CharDirector ActiveX com control component.
ChartDirector is developed by Advanced Software Engineering Limited. Table 3.1
illustrates the detail of our system presented information of summary, graphs, packet
details and flow details.

Table 3.1 Web traffic classification system views

Display views Description
Summary Display information of traffic type in summary.
Graph Show three graphs: a real time graph of HTTP bandwidth

usage and a pie graph of each traffic type.

Packet details Show a sequence of packet in selected flow.

Flow details Show flow information.

3.3 Keyword Matching for Audio and Video Extraction

Classifying flows based on keywords are the basic technique in signature-
based classification. Keywords, which we used in this research to classify audio and
video traffic from the normal web traffic, are extracted manually by observing strings
in first 150 Bytes of payload for each audio flows and video flows. Table 3.2 shows
unique keywords for audio traffic and video traffic.

Table 3.2 Audio and Video keywords
Traffic types Keywords
NSPlayer, playlist-gen-id, broadcast-id, WFSDK,

Audio )
audio/mpeg, features="broadcast”

Vid videodatarate, framerate, audiodatarate, videocodeid,
ideo
audiocodeid, createStream, video/x-fly, haskeyframes

The number of keywords of either audio or video will be counted. Keyword
count is increased when a packet is contains one or more keywords. Then, we
calculate the keyword matching scores of each traffic type by using equation (2).

keyword _ count, .

keyword _ score,,, =
yword " total _keyword _count &)
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Note that type is either audio or video. Therefore, each flow will contain two
keyword scores, which audio-keyword score and video-keyword score. When a new
packet of the same flow is arrived, we automatically update the keyword count, and re-
calculate the score.

3.4 Appropriate Attributesfor Audio and Video Extraction

In this research, we observe six attributes which we assume that they can
represent behaviors of each traffic type and play important roles in our flow
classification. These six attributes are average sent packet size, average receive packet
size, ratio of packet count, flow duration, receive packet size distribution, and the data
rate. Note that the ratio of packet count is the proportion of number of packets sent

from server and the number of packets sent from client.

3.4.1 Attribute definition
(1) The average sent packet size attribute
We define an average sent packet size attribute as the total number
of byte sent divided by the total number of sent packet. Base on our observation, we
found that normal web traffic has a small average packet size in the packets sent by
client because their packets contain a short command of HTTP request to the web
server. Audio traffic and video traffic have a very small average sent packet size
because most packets are ACK packets.
(2) The average receive packet size attribute
We define an average receive packet size attribute as the total
number of byte receive divided by the total number of receive packet. We found that
average received packet size of audio traffic and video traffic are larger than normal
web traffic.
(3) The ratio of packet count attribute
We define a ratio of packet count as the ratio of total packet count
received by total packet count sent. A ratio of packet count should be used to
recognize the audio traffic and video traffic because we found that a total packet count
sent by a server is always greater than a total packet count send by a client in both

audio and video traffic flow.
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(4) The flow duration attribute
Flow duration is the arrival time of last packet minus the arrival
time of first packet. Normally, we can observe that Normal web traffic usually has
short flow duration, while the audio traffic and video traffic have a long duration.
(5) The receive packet size distribution attribute
A receive packet distribution attribute refers to a histogram of a
packet data size distribution. For the normal web traffic, the distribution has a wide
spread of packet data size. However, for the audio traffic and video traffic, there are a
small number of distributions in packet size.
(6) The data rate attribute
Packet rate is calculated by total number of packets divided by the
flow duration. If the packet rate is high, it could imply that this traffic is the audio

traffic and video traffic.

3.4.2 Learning data collection

10C MBps

Router ADSL Modenr

Captured computer

Figure 3.4: Data collection architecture

To find thresholds for each flow attribute, we collect learning data from a
home network, which connects to the Internet via 2 Mbps of ADSL connection as
shown in Figure 3.4. We use Windump to capture all packets and store the raw data as
shown in Figure 3.5 (a). After that, we filter packets by Windump program again to
select only packets transmitted via port number 80. Then, we investigated each
parameter and threshold by using the offline parameter extraction module, which is
implemented by using Visual Basic .Net 2005. The offline parameter extraction
module read data from a text file which has a format as shown in Figure 3.5 (b). Table
3.3 shows the characteristics of the learning traffic. For audio trace, we repeatedly

access five radio broadcast web sites each for ten times. For video trace, we randomly
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access to web sites that they provide video clips. For normal web trace, we also
randomly access to various web sites which do not contain any audio or video
streaming. There are 5,735 flows of normal web traffic, 50 flows of audio traffic, and
43 flow of video traffic.

Table 3.3 Characteristics of learning Traffic traces

Colleting Date

Type of traffic

Size

Number of Flowsg

2008-02-09

Normal web

147.3 MB

5,735

2008-01-16

Audio

195.3 MB

50

2008-02-21

Video

521.3 MB

47
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Figure 3.5: (a) Raw data format, (b) Filtered data format.

3.4.3 Attributethresholds
There are many values of attributes that they can be the best threshold
such as mean, median and mode. Our threshold uses a standard normal score with a
95% of normal curve area to classify traffic type. Figure 3.6 shows a standard normal
score formula that we use to transform a given normal distribution into the standard
normal distributionZ is a normal standard scobejs input valueu is a mean, and

is a standard deviation. Next, we will show a normal distribution of each attribute.
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Figure 3.6 Standard normal score formula

Average sent packet size attribute
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Figure 3.7 Normal distribution of average sent packet size per flow



Fac. of Grad. Studies, Mahidol Univ. M.Sc.(Computer Science) / 43

Figure 3.7 (a) illustrate the average sent packet size of 50 flows of
audio stream. Most audio packets sent by client are ACK packets, but there is also a
short request command after the connection is established. The average packet size per
flow sent by client of audio traffic is 6.43 bytes. For video traffic in Figure 3.7 (b), the
characteristic of average sent packet size is similar to the radio traffic. The average

packet size per flow sent by client of video traffic is 6.18 bytes.

Average received packet size attribute

Average packet size sent by server Mean = 1180.48

Median = 1077.00

Mode = 1381.70

Standard Deviation = 145.42

9
S Std. Dev = 145.43
3 Mean = 1180.5
(9]
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10750 11250 11750 12250 12750 13250 1375.0
Average packet size sent by server
(a) Audio
Average packet size sent by server Mean = 1394.31
30 .
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Mode = 1426.42
20+
Standard Deviation = 66.83
10
9
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E Mean = 1394.3
£ oo N = 47.00

11250 11750 12250 12750 13250 13750 14250
11500 12000 1250.0 13000 1350.0 1400.0 1450.0

Average packet size sent by server

(b) Video

Figure 3.8 Normal distribution of average received packet size per flow
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Figure 3.8 (a) illustrate the average receive packet size of audio stream.
When a server received a short request from the client, it would start sending large-
size packets to client. The average packet size per flow sent by server of audio traffic
is 1180.48 bytes. For video traffic in Figure 3.8 (b), the characteristic of average
received is similar to the radio traffic. However, we found that a packet size sent by
video server is larger than audio packet size sent by audio server because a bit rate of
video is higher than the audio bit rate. The average packet size per flow sent by video

server is 1394.31 bytes.

Flow duration (sec) attribute

We assume that audio traffic and video traffic have a long duration, so
we calculate flow duration with maximum at 3 minutes. Figure 3.9 (a) and (b) shows
mean of flow duration of audio traffic is 180.47 seconds and mean of flow duration of

video traffic is 105.84 seconds.

. Mean = 180.47
Duration
z Median = 180.42
Mode = 180.42

Standard Deviation = 0.25

Std. Dev = .25
Mean = 180.47
N = 50.00

Frequency

180.00 180.13 180.25 180.38 180.50 180.63 180.75 180.88 181.00
180.06 180.19 180.31 180.44 180.56 180.69 180.81 180.94

Duration

(a) Audio
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Mean = 105.84
Median = 126.71
Mode = 0.05

Standard Deviation =
68.78

Figure 3.9 Normal distribution of flow duration
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Standard Deviation = 0.12
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Ratio Mean = 2.01
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Standard Deviation = 0.16
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Figure 3.10 Normal distribution of ratio of number of packets per flow

We expect that the ratio of number of packets could classify audio and
video from a normal web with high accuracy. Our experiment shows that the total
number of packets sent by server is always greater than total number of packets sent
by client in audio traffic and video traffic. Figure 3.10 shows the average ratio of

number of packets is 1.59 in audio traffic and 2.01 in video traffic.

Received packet size distribution
The received packet distribution attribute refers to a histogram of a

packet data size distribution. For the normal web traffic, the distribution has a wide
spread of packet data size. However, for the streaming traffic, there is a small number
of distributions in packet sizdzigure 3.11 shows the average received packet size

distribution is 14.42 in audio traffic and 62.61 in video traffic.



Fac. of Grad. Studies, Mahidol Univ. M.Sc.(Computer Science) / 47

Number of distribution sent by server Mean = 14.42
30 Median = 15.00
Mode = 15.00

Standard Deviation = 1.23

20 +

104

&
5 Std. Dev = 1.23
> Mean = 14.4
S‘j 0 N = 50.00
11-.0 12-.0 13-.0 1‘;.0 15-.0 16-.0 17-.0
Number of distribution sent by server
(a) Audio
s Mean = 62.61
Number of distribution sent by server
i Median = 60.00
Mode = 60.00
Standard Deviation =
25.47
>
§ Std. Dev = 25.48
=3 Mean = 62.6
(0]
& N = 47.00

Number of distribution sent by server

(b) Video

Figure 3.11 Normal distribution of received packet size distribution

Bit rate
The bit rate attribute is calculated by the total number of packets divided by the

flow duration. If the bit rate is high, it could imply that this traffic is the streaming
traffic. Figure 3.12 presents the normal distribution of bit rate per flow of each traffic
type. Figure 3.12 frame (a) shows that the average bit rate of audio traffic is 48,974.76
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frame (b). We found that the average bit rate per flow is 2,035,045 bps.
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Figure 3.12 Normal distribution of bit rate
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audio Video
Parameters
U ez U oz
Average sent packet size (bytes) 6.43 5.44 6.18 7.43
Average received packet size (bytes) 1,180.4845.42| 1,394.31 66.83
Flow duration (secs) 180.47 0.25 105.84 68.78
Ratio of packet count 1.59 0.12 2.01 0.16
Received packet size distribution (bytes 14.42 1.23 62.61 25.47
Bit rate (Kbps) 48.975| 31.4773| 2,035.046 2,638.462

Table 3.4 concludes final thresholds of six flow attributes, as we extracted their
mean and standard deviation. The values of mean and standard deviation observed

from our learning traffic traces are shown in Table 3.3.

3.4.4 Attribute combination

As we do not know which of six attributes and how many of them can
significantly represent a flow behavior, we design an experiment to choose the best
combination of attributes. To create attribute combinations, we perform experiments to
classify three types of web traffic by using only an individual attribute at one time.
Then, we manually check the classification accuracy of each attribute. Table 3.5
reveals the accuracy of classification based on each attribute.

Table 3.5 Accuracy of individual classification

Accuracy
Parameters
Normal web| Audio Video
Average sent packet size 78.97 20.00 86.05
Average receive packet size 97.61 64.00 90.70
Flow Duration 100.00 100.00 69.77
Ratio of packet count 96.09 96.00 100.00
Receive packet size distribution 99.11 92.00 90.70
Bit rate 94.68 0.00 44.19
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Table 3.6 Attribute combinations

Combination
Attribute

112(3|4|5|6]|7
Average sent packet size X | X
Average receive packet size X | X|X X | X
Flow Duration X[ X|X]|X X
Ratio of packet count X | X | X|[X]|X]|X][|X
Receive packet size distribution X | X | X | X
Bit rate X

Table 3.6 shows seven combinations of attributes we used in our experiments
by gradually isolating an attribute with the lowest accuracy from the attribute
combination. For example, the bit-rate attribute gives the lowest accuracy; therefore
we do not put it in the combination 2. Moreover, we randomly selected some
parameters for combination 6 and 7.

After that, we repeatedly perform experiments to classify three types of web
traffic with five attribute combinations, and verify their accuracy. The experimental
results in Figure 3.13 reveal that thd 8ombination, the @ combination, the %
combination, the '8 combination and the"™combination have a high accuracy, low
false positive and low false negative. Therefore, we consider using one combination
of the 3% combination, the  combination, the 8 combination, the ' combination or
the 7" combination; and we will determine the best one later by further investigation

in later section.
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Figure 3.13: Attributes comparison of accuracy, false positive and false negative.

3.5 Attribute Matching Score

We use the standard normal score with a 95% of normal curve area to match
each attribute. Equation (3) shows a standard normal score formula that we use to
transform a given normal distribution into the standard normal distribution, where Z is
a normal standard score, X is input valugs a mean, and is a standard deviation.
Table 3.4 showsu and o of each attribute. After that, we transform the mak
standard score Z to the confidence value or the confidential level of each attributes by
using equation (4). If the absolute value of the normal standard is less than 2, then the
confidence value will be zero. The confidence value will strong when it is close to

1.00. Each flow will contain an individual confidence value of each attribute.

7 _ X Attribute i — H Attribute_i
Attribute _i (3)
O-Attribute_i
Zattribute i
Conﬁdenceanribute i = 1-———
if |Zagtribute i| <= 2 then - 2 (4)

n
attribute _score,,, = n\/ H confidence sy ipye | ()

i=1
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Scores for each traffic type then are calculated by using equation (5). Finally,

the attribute scores for each flow are audio attribute score and video attribute score

3.6 Experiment designs

In this Section, we present an experiment designs to evaluate our web traffic
classification. Figure 3.14 shows the experiment design environment. This
environment is an existing network at the Revenue Department of Thailand (RD) with
100 Mbps Ethernet LAN which connect to the Internet via 50 Mbps. Most end users of
our experiment have installing windows XP and using Internet Explorer version 6 to

connect the Internet.

< Router Etherngt switcl
Firewall Q
N

End user 2

5

End user N

Figure 3.14: Experiment design environment.

3.6.1 Experiment| : Combination weighting adjustment

In this experiment, we aim to adjust a combination weighting. We design
collect five trace files from five users with a different scenario to connect a various
web site. We also design six experiments for select the best combination.

To decide the weight for scores in equation (1), we define weightl:weight2 to
75:25, 50:50 and 25:75, whlile weightl represents the weight of keyword matching
score and weight2 represent the weight of attribute matching score. Next, we define



Fac. of Grad. Studies, Mahidol Univ. M.Sc.(Computer Science) / 53

C1 as the combination of four attributes (average receive packet size, flow duration,
ratio of packet count and receive packet size distribution) and C2 as the combination
of three attributes (average receive packet size, flow duration and ratio of packet

count) to calculate parameter weighting score.

3.6.2 Experiment Il : Evaluation of web traffic classification with control
environment
To evaluation our proposed method, we design ten scenarios for each
user to connect a various web site witch contain some of audio traffic and video traffic
for collect the data traces. We collect the data traces in raw format at each user’s

computer by using Windump.

3.7 Design of Web traffic classification system

In this section, we discuss the design of Web traffic classification system in
detail. First, we show the system specification which we really develop the system.
Second, we present the input design. Third, we describe the design of process

modules. Last, we illustrate the output of out system.

3.7.1 System specification
Figure 3.15 shows the overview of Web classification system
architecture. The system is based on Microsoft .Net Frame Work 2.0. We implemen
our system by using the following minimum hardware requirements specified in Table

3.7. This table also illustrated the software specification of our developed system.
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Table 3.7 System specifications

Computer / Processor

Intel(R) Pentium(R) 4 CPU 2.40GHz

Memory

256 MB

Display

VGA Card Support 1024x768 pixels screen resolutic

Network Interface Card

10/100 Mbps

Operating System

Windows XP

Development Tools

Microsoft Visual Studio 2005

Programming Language

Microsoft Visual Basic .Net 2005

ActiveX Component

ChartDirector, SharpPcap

Microsoft Visual Basic Net Programming ActiveX com
control
Initializing System Shared Object Components
| ‘ Raw Packet Queue Object ‘ ‘ Flow Queue Object ‘ ‘ Flow Record Object
M
- _ : V000
‘ Keywords table objeci ‘ ‘ Threshold table object ‘
-
ChartDirector
=L VvV 4-
Classes Working Threads
Capturing Thread Classification Threac Display Thread /)
Flow Class - ‘ Packet Extraction Module ‘ ]
o 4
§ ‘ Flow Generator Module ‘ P
= =l
Packet Class q 2 l 3
S Flow Analysis Module i
o ©
I3) i Calculate keyword matching score ! 2
MultipieChart ko a
Class § i Calculate attribute matching score |
o
Identify flow type L
F N
h 4
| Microsoft Net Frame Work 2 C |
F N
b 4
\ /0 Controller |
S S
b 4 b 4
Network Interface Card Disk Monitor
) System Configuration text file Trace file with raw
10/100/1000 Mbps Yy 9 Window form

wire NIC

[ WebTrafficClassificatior in |

format

Result as excel
format

Figure 3.15: Overview of Web traffic classification system architecture
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3.7.2 Input design

We design two types of input are system configuration data and network traffic
data. The details of design are following:

- The system configuration data: We design to store the configuration files by
using text file. There are many advantage of using text file such as easy for
management and flexibility to modify variables of the system. We design to create a
configuration file for containing three sections are (1) a configurations section for
storing the system variables, (2) a keywords section for saving video keywords and
audio keywords, and (3) a thresholds for handling attribute threshold.

- The network traffic data: As our goal is the system should classify in both
real time mode and off line mode. Therefore, we design two ways to acquire network
traffic for classification. First, we design to collect the network traffic from the
Network Interface Card (NIC) for classifying in real time mode by implement a packet
capturing module as extend SharpPcap ActiveX component. The SharpPcap does not
support sniffing network traffic via wireless network interface. Thus, our packet
capturing module can not capturing packet via wireless card too. Second, for
classifying in off line mode we have design to use a trace file in raw format for

classification. The trace file may be capturing by Windump or TCPdump.

3.7.3 VB.Net programming design

As we plan to program Web traffic classification system with VB.Net
language, thus we will show the design in detail as following:

- Initializng system: Initializing system is represented for loading system
configuration parameters when the system had startup. We design two sub functions
are define keywords function and define thresholds function. The define keywords
function is worked for loading audio keywords and video keywords into the system.
This function could done by using VB.net file I/O object to reading configuration files,
then stored keywords as hash table object, and then put it into the memory. The define
thresholds function is object for loading attribute thresholds into the system. A
working process is alike of firs function.

- Shared object: Shared object is represented for storing objects that they

associated with multiple processes. We plan to stored five objects are (1) raw packet
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gueue object for storing an arrival packet by using VB.Net queue object, (2) flow
gueue object for recording flow object which has created and waiting for
classification, (3) flow record table for recording flow object after it has classified by
using VB.net sorted list object, (4) keywords table object for storing audio keywords
and video keywords after the system loading, and (5) threshold table object for storing
attribute thresholds after the system loading too.

- Working threads. Working threads is a set off process that they had running
after the system has started classification. We design three threads for working with
three roles.

First, capturing thread is responsible for sniffing packets and put them in raw
packet queue object. We only run one module in this thread is packet capturing
module. The packet capturing module is extended from SharpPcap. Figure 3.16 shows

a flow chart of what it is working.

Yes

Store packet in raw
packet queue object

Figure 3.16: Packet capturing module flow chart

Second, classification thread is responsible for classifying and identifying the
flow type. This thread consist of subsequently running three modules are packet
extraction module, flow generator module and flow analysis module. Figure 3.17
shows flow chart of classification thread.
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Timer start

If had raw packet in
raw packet queue
object

Yes

Get packet information
such as Arrival time
destination IF ... etc

Packet extraction module

-

If existing flow

Yes

v

Add new packet anc
Update flow information

Store Flow ir

Ncr% Create new flow

Flow generator module

queue object

Yes

If had flow in
flow queue object

Yes

Get flow form flow
queue object

Calculate keyword
matching score

Calculate attribute
matching score

Identify flow type

‘ Store flow object in

flow record table objecl

%

Flow analysis module

Figure 3.17: Flow chart of classification thread
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Last, display thread is responsible for drawing user screens. Figure 3.18 shows
the flow chart of display thread. When this thread had started, the display module will
summarize the classification results and draw three views are classification result

view, flow information view and chart view.

If thread
startec

Yes

Timer start

Increasing time

Nc

Yes
v

Summarize flow type

v

Update
classification result view

v

Update
flow information view

v

Update
chart view

Figure 3.18: Flow chart of display thread

- Classes: Classes block is a set off class that we use to implement. We design
three classes of our system. Packet class is defined for representing a packet object
which contains necessary attributes are arrival time, source IP address, source port,
destination IP address, destination port, packet size, audio keyword count, video
keyword count, HTTP method, request object and data payload. Flow class is defined
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for representing a flow object which contains flow information. MultipieChart class is

extended from ChartDirector which we uses for drawing chart on windows form.

3.7.4 Output design

There are two outputs for the classification result. First, we design the output
as TCP dump file and excel file. The TCP dump file is a raw file like tcpdump or
windump files which contains all of captured packets. The excel file is design for
exporting a flows information and charts into Microsoft excel format. Second, we
design the output as graphic user interface (GUI). The GUI of our system is based on

window form with 1024x768 screen resolution. We design four views as following:

Description Total Normal Web | Audio Video
Flows count | x,xxx,XXX X,XXXGXXX | X XXX XXX | X, XXX, XXX
Bytes count | x,XXX,XXX X, XXX,XXX | X,XXK, XXX | X, XXX, XXX

Figure 3.19: Design of classification result view

- Classification result view: Classification result view is responsible for
displaying summary of classification result by using VB list object. Figure 3.20 shows
the design of classification result view. The result will show the total count of
classification flow, number of normal web traffic flow, number of audio traffic flow

and number of video traffic flow.

Source IP Source port| Destination IP | Destination port
XXX XXX XXX XXX | XXXXXXX | XXX XXX XXX XXX X, XXX, XXX
YYY-YYY-YYY-YYY | Y.YYY.YYY | YYY-YYY-YYY-YYY Y:YYY:YYy
XXX XXX XXX XXX | XXXXXXX | XXX XXX XXX XXX X, XXX, XXX
772.777.777.777 7,222,277 777.277.7277.77] 7,727,777,
XXX XXX XXX XXX | XXX XXX | XXX XXX XXX XXX X, XXX, XXX

Figure 3.20: Design of flow information view
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- Flow information view: Flow information view is responsible for showing
flow information which finish classification from flow analysis module. Additional,
we define font color of normal web traffic flow to green which we presented in our
design as “X” character, “z” character presented a blue font color for audio traffic flow
and “y” character presented red font color for video traffic. Figure 3.21 shows the
design of flow information view. The flow information are consist of source IP
address, source port, destination IP address, destination port, sent packet, received
packet, total packet, sent packet size, received packet size, average sent packet,
average received packet, duration, ratio of packet count, audio keyword count, video

keyword count, audio attribute score, video attribute score and flow type.

Arrival time Source IP Source port| Destination IP
XHXXXXXXXK | XXX XXX XXXXKX | XXX XXX | XKL XXX XXX XXX
XXXXKXXXK | XXX XXX XXXXKX | X,XKKXXX | XKL XXX XXX XXX
XOHOOKXXXK | XK XXX XXXXXX | XXOXXX | XXK XXX XXX XXX
XHXXXKXXXK | XXX XXX XXX XKX | XXHKXXX | XKL XXX XXX XXX
XOHOOKXXXK | XXX XXX XXXXXX | XXXXXXX | XKL XXX XXX XXX
XOHOOKXXXX | XK XXX XXXXXX | XXX XXX | XXX XXX XXX XXX
XXXXKXXXK | XK XXX XXXXKX | XXX XXX | XKL XXX XXX XXX
XHXKXXXX | XXX XXXXXX | XXOXXX | XX XXX XXX XXX
XHXXXKXXXK | XK XXX XXX XXX | XXX XXX | XXX XXX XXX XXX
XXXXKXXXK | XXX XXX XXXXKX | XXXXXXX | XXX XXX XXX XXX

Figure 3.21: Design of packet information view

- Packet information view: Packet information view is responsible for
displaying packet information depends on the active flow when user selected flow
from Figure 3.20. Figure 3.21 shows the design of packet information view. The
packet information consists of arrival time, source IP address, source port, destination
IP address, destination port, packet size, audio keyword count, video keyword count,

HTTP method, request object and data payload.
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XXXXXXX. XX XX

XXXXXXX. XX XX

XXXXXXX. XX.XXY

Figure 3.22: Design of chart view
- Chart view: Chart view is responsible for drawing summary of classification
result as pie chart. This chart is containing three types of series and also showing each

caption of traffic type with a format like shows in Figure 3.22.

3.8 Summary

In this chapter, we presented the proposed work system and illustrated the
algorithm that could classify three types of web traffic. We also show the experiment
design for evaluation. Moreover, we have shown the design of web traffic
classification system. In the next chapter, we will show the experiment results and

some of discussion.
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CHAPTER IV
RESULTSAND DISCUSSION

In this chapter, we show the results of two experiments. Then, we illustrate an
implementation of Web traffic classification system. We also discuss some issues and

limitations of our work.

4.1 Experiment | : Combination weighting adjustment

4.1.1 Dataweighting traces collection

From the experiment design in Chapter Ill, we define weightl:weight2 to
75:25, 50:50 and 25:75, while weightl represents the weight of keyword matching
score and weight2 represents the weight of attribute matching score.

Table 4.1 Characteristics of combination data weighting traces

Trace Date - = MA Y &
Normal web| Audio | Video Total

1 2009-04-07, 102 MB 727 5 2 734
2 2009-05-17 45.2 MB 155 5 4 164
3 2009-05-05 45.2 MB 328 4 5 337
4 2009-05-08§ 54.7 MB 168 3 6 177
5 2009-04-0§ 51.3MB 260 5 3 268

Total | 298.4 MB 1,638 22 20 1,680

Next, we select C3 as the combination of four attributes (average received
packet size, flow duration, ratio of packet count and received packet size distribution),
C4 as the combination of three attributes (flow duration, ratio of packet count and
received packet size distribution), C5 as the combination of two attributes (ratio of

packet count and received packet size distribution), C6 as the combination of three
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attributes (average received packet size, flow duration and ratio of packet count) and
C7 as the combination of two attributes (ratio of packet count and average received
packet size) to calculate parameter weighting score. Therefore, we created twelve sub
experiments which are notation as C3 50:50, C3 75:25, C3 25:75, C4 50:50, C4 75:25,
C4 25:75, C5 50:50, C5 75:25, C5 25:75, C6 50:50, C6 75:25, C6 25:75, C7 50:50, C7
75:25 and C7 25:75. After that, we collect five trace files. Table 4.1 shows trace files

with exact numbers of each flow types we manual verified.

4.1.2 Confusion matrix of each combination

After we classify web traffic, we draw a result as confusion matrix. A
confusion matrix obviously presents the information about actual and predicted
classifications done by a classification system.

Table 4.2 Confusion matrix of C3 50:50

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,635 0 3| 1,638
= 3 [Audio 18 3 1 22
2 S [Video 0 0 20 20
§ & Total 1,653 3 24 1,680

Table 4.2 shows our classification system with set combination as C3 50:50
can classify all video traffic but its can classify a few of audio traffic. For the normal
web traffic, there are 1,638 actual flows but the system totally classify 1,653 flows
which including 18 audio flows and missing 3 flows. For the audio traffic, there are 22
actual flows but the system can classify only 3 flows other that they classify as normal
web flow and video flow. For the video traffic, the system can classify all of actual
flows but the results also contain 3 normal web flows and 1 audio flow.

Table 4.3 shows classification results of the C1 75:25 with a high accuracy.
However, they can make the distinction between normal web traffic and other type of
web traffic. For the normal web traffic, the system can classify 1,608 flows from 1,638

flows. For the audio traffic, the system can classify 20 flows from 22 actual flows and
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the classification results also include 23 normal web flows. For the video traffic, the
system can classify all video flows, but the results are containing 7 normal web flows
and 2 audio flows.

Table 4.3 Confusion matrix of C3 75:25

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,608 23 7| 1,638
= 3 [Audio 0 20 2 22
2 S [Video 0 0 20 20
qu) & Total 1,608 43 29 1,680

Table 4.4 Confusion matrix of C3 25:75

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,633 2 3| 1,638
= 3 [Audio 18 3 1 22
2 S |Video 0 0 20 20
é & Total 1,651 5 24 1,680

Table 4.4 shows that the classification algorithm can classify the video traffic,
but there are some confuse of the audio traffic as it can classify 3 audio flows from 22

audio flows.

Table 4.5 Confusion matrix of C4 50:50

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,635 0 3] 1,638
= 3 [Audio 18 3 1 22
2 S |Video 0 0 20 20
é & [Total 1,653 3 24| 1,680




Fac. of Grad. Studies, Mahidol Univ.

Table 4.5 shows the classification algorithm can classify the video traffic but

there are some confuse of the audio traffic which they can classify 3 audio flows from

22 audio flows.

Table 4.6 Confusion matrix of C4 75:25

M.Sc.(Computer $cifce)

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,608 23 7] 1,638
= 3 [Audio 0 20 2 22
c S |Video 0 0 20 20
é & [Total 1,608 43 29| 1,680

Table 4.6 shows classification results of the C4 75:25 with a high accuracy, as
it can distinguish normal web traffic and other type of web traffic. The results are

similar to C3 75:25 in Table 4.3.

Table 4.7 Confusion matrix of C4 25:75

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,628 6 4| 1,638
= 3 [Audio 18 3 1 22
2 S |Video 1 0 19 20
§ & Total 1,647 9 24 1,680

Table 4.7 shows that the system can classify 19 flows of video traffic from 20
flows, but there are some confuse of the audio traffic which they can classify 3 audio
flows from 22 audio flows. Moreover, the results show some of true positive of each
traffic type.

Table 4.8 shows that the classification algorithm can classify the video traffic,
but there are also some confuse of the audio traffic which they can classify 3 audio
flows from 22 audio flows.
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Table 4.8 Confusion matrix of C5 50:50
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The number of classified flows

Normal Web Audio Video Total
S, | Normal Web 1,633 0 5| 1,638
= 3 [Audio 18 3 1 22
2 S |Video 0 0 20 20
é S [Total 1,651 3 26| 1,680
Table 4.9 Confusion matrix of C5 75:25
The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,608 23 7| 1,638
E 3 [Audio 0 20 2 22
2 S [Video 0 0 20 20
é & [Total 1,608 43 29| 1,680

it can distinguish between normal web traffic and other type of web traffic. The results

Table 4.9 shows classification results of the C5 75:25 with a high accuracy, as

are similar to C3 75:25 in Table 4.3.

Table 4.10 Confusion matrix of C5 25:75

The number of classified flows

Normal Web Audio Video Total
S, | Normal Web 1,624 13 1| 1,638
= 3 [Audio 18 3 1 22
2 S [Video 4 0 16 20
£ ] o 1,646 16 18] 1,680

flows, but again, there are some confuse of the audio traffic which they can classify 3

Table 4.10 shows that the system can classify 16 flows of video traffic from 20
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audio flows from 22 audio flows. Moreover, the results show some of true positive of

each traffic type.
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Table 4.11 Confusion matrix of C6 50:50

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,635 0 3| 1,638
= 3 [Audio 9 12 1 22
2 S [Video 0 0 20 20
§ & Total 1,644 12 24 1,680

Table 4.11 show that the system can classify all video traffic and can classify
audio traffic higher than C3 50:50 in Table 4.2. For the normal web traffic, there are
1,638 actual flows but the system totally classify 1,644 flows which including 9 audio
flows and missing 3 flows. For the audio traffic, there are 22 actual flows but the
system can classify only 12 actual flows other that they classify as normal web flow
and video flow. For the video traffic, the system can classify all of actual flows but the

results also contain 3 normal web flows and 1 audio flow.

Table 4.12 Confusion matrix of C6 75:25

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,608 23 7] 1,638
= 3 [Audio 0 20 2 22
2 S |Video 0 0 20 20
é & [Total 1,608 43 29| 1,680

Table 4.12 shows classification results of the C6 75:25 with a high accasacy,
it can distinguish between normal web traffic and other type of web traffic. The results
are similar to C3 75:25 in Table 4.3.
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Table 4.13 Confusion matrix of C6 25:75

The number of classified flows

Normal Web Audio Video Total
S, | Normal Web 1,600 34 4| 1,638
= 3 [Audo 2 11 9 22
c S |Video 0 0 20 20
é S [Total 1,602 45 33| 1,680

Table 4.13 shows that the system can classify 20 flows of video traffic, but it
contains 9 audio flows and 4 normal web flows. For the audio traffic, the system can
classify 11 actual flows and 34 normal web flows. Moreover, this combination cannot

classify 38 normal web flows and 11 audio flows.

Table 4.14 Confusion matrix of C7 50:50

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,630 3 5/ 1,638
= 3 [Audio 9 12 1 22
2 S [Video 0 0 20 20
g & Total 1,639 15 26 1,680

Table 4.14 shows that the system can classify 20 flows of video traffic, but it
contains 1 audio flow and 5 normal web flows. For the audio traffic, the system can
classify 12 actual flows and 3 normal web flows. Further, this combination cannot
classify 5 normal web flows and 10 audio flows.

Table 4.15 shows that the system can classify all of the audio and the video
traffic, but the results still contain some of the normal web traffic which are 23 flows
of normal web traffic classify to the audio traffic and 7 flows of normal web traffic

classify to video traffic.
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Table 4.15 Confusion matrix of C7 75:25

The number of classified flows
Normal Web Audio Video Total
§ «» | Normal Web 1,608 23 7 1,638
= 3 [Audo 0 20 2 22
c S |Video 0 0 20 20
g & Total 1,608 43 29 1,680

Table 4.16 Confusion matrix of C7 25:75

The number of classified flows
Normal Web Audio Video Total
S, | Normal Web 1,584 47 7| 1,638
E 3 [Audio 5 10 7 22
2 S [Video 0 0 20 20
qu) & Total 1,589 57 34 1,680

Table 4.16 shows that the system can classify all of the video traffic, but the
results still contain 7 flows of normal web traffic and 7 flows of audio traffic. For the
audio traffic, the system can classify with actual 57 flows which are 10 actual flows
and 47 flows of normal web traffic and it also cannot classify 12 flows.

413 Summary

We consider precision and recall to be decision metrics. Note that, for the best
classification, we need the result from the multiplication of precision and recall to be
equal to 1 or close to 1. Table 4.17 shows the maximum of precision multiply recall is
C6 50:50, the second maximum is C7 50:50, and the third are C3 75:25, C4 75:25, C5
75:25, C6 75:25 and C7 75:25. Therefore, there are three candidate sets that can be the
best combination weighting in our system. The first set is C6 50:50. The second set is
C7 50:50. The third set is C3 75:25, C4 75:25, C5 75:25, C6 75:25 and C7 75:25.
Thus, we will continue repeating the experiment with all sets of combination in the

next experiment, while we will focus on three sets we mention above.
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Table 4.17 Precision and Recall of each combination from the experiment |

Combination| Precision| Recall Precision x Recall

C350:50 094 0.71 0.67
C3 75:25 0.72 0.96 0.69
C3 25:75 0.81 0.71 0.57
C4 50:50 094 0.71 0.67
C4 75:25 0.72 0.96 0.69
C4 25:75 0.62 0.83 0.51
C5 50:50 092 0.71 0.65
Cal7512% 0.72 0.96 0.69
C5 25:75 0.69 0.64 0.44
C6 50:50 094 0.85 0.80
C6 75:25 0.72 0.96 0.69
C6 25:75 0.62 0.83 0.51
C7 50:50 0.85 0.85 0.72
C7 75:25 0.72 0.96 0.69
C7 25:75 0.59 0.81 0.47

12000 [m Precison & Recal

96.36
96.36
96.36
96.36

100.00 4 &

94.08
96.36
94.08
91.94

o)
S
o
S
[
71.1
71.83
80.75
71.11

Average (%)

40.00 +

20.00

0.00 +
C3 C3 C3 C4 C4 C4 C5 C5 C5 Cé Cé Cé c7 c7 c7
50:50 75:25 25:75 50:50 75:25 25:75 50:50 75:25 25:75 50:50 75:25 25:75 50:50 75:25 25:75

Experiments

Figure 4.1: A comparison of each combination based on precision and recall
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4.2 Experiment |l : Evaluation of web traffic classification within

control environment

4.2.1 Data collection

From the experiment design in Chapter lll, we collect ten trace files but one of
them is damage. Therefore, we have nine trace files for this experiment. Table 4.18
shows the number of flows in each scenario we manually analyze. The data trace

contains 3112 flows of normal web traffic, 46 flows of audio traffic and 43 flows of

video traffic.
Table 4.18 Characteristics of evaluated data trace
_ Number of Number of flow
Date Size
Server Normal Web | Audio| Video | Total
2009-06-01 | 471.9 MB 10 3,112 46 43| 3,202

4.2.2 Classification results

We run our classification program to classify web traffic in offline with each
combination weighting again. Table 4.19 shows the precision and recall of each
combination. We specifically observe on three sets that we mention above. The result
shows all of observable combination sets are return the maximum multiple of the
precision and the recall. Note that, the confusion matrix of all combination is shown in
Appendix B. Figure 4.2 reveals that the first set of combination could classify 97.63%
of precision and 78.33% of recall, the second set could classify 92.21% of precision
and 82.70% of recall, and the third set could classify 81.13% of precision and 94.01%
of recall. Based on the multiplication of the precision and recall, all three sets could
classify about 76% of relevant flow. Therefore, we still cannot choose the best
attribute combination for our system. Moreover, as we connected to only 10 web
servers in this experiment, we plan to conduct one more experiment for repeating
previous experiment with a larger number of web servers, which we expect that the

results can tell us the best combination.
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Table 4.19 Precision and Recall of each combination from the experiment Il

Combination| Precision| Recall Precision x Recall

C350:50 0.99 0.65 0.64
C3 75:25 0.81 0.94 0.76
C3 25:75 0.97 0.65 0.63
C4 50:50 0.99 0.65 0.64
C4 75:25 0.81 0.94 0.76
C4 25:75 0.97 0.65 0.62
C5 50:50 1.00 0.66 0.66
Cal7512% 0.81 0.94 0.76
C5 25:75 0.76 0.61 0.46
C6 50:50 0.98 0.78 0.76
C6 75:25 0.81 0.94 0.76
C6 25:75 0.85 0.80 0.68
C7 50:50 092 0.83 0.76
C7 75:25 0.81 0.94 0.76
C7 25:75 0.62 0.77 0.48
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C3 C3 C3 ca ca ca C5 C5 C5 Cé6 Cé C6 c7 c7 c7
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Experiments

Figure 4.2: A comparison of each combination based on precision and recall
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4.3 Experiment |11 : Repeat the evaluation of web traffic

classification with control environment

4.3.1 Data collection

We collect trace file which we access 50 web sites that they provide audio or
video streaming. Table 4.20 shows the number of flows in each scenario we manually
analyze. The data trace contains 2,270 flows of normal web traffic, 27 flows of audio

traffic and 20 flows of video traffic.

Table 4.20 Characteristics of experiment |1l data trace

_ Number of Number of flow
Date Size
Server Normal Web | Audio| Video| Total
2009-11-07 546 MB 50 2,270 27 20| 3,202

4.3.2 Classification results

We run our classification program to classify web traffic in offline again. The
results show that the maximum value from the multiplication of the precision and the
recall is the set of combination C3 75:25, C4 75:25, C5 75:25, C6 75:25 and C7 75:25,
as they can classify 62.51% of precision and 84.09% of recall as shown in Table 4.21
and Figure 4.3. The second maximum value is from C6 50:50 and C7 50:50
combination. The combination C6 50:50 can classify 83.16% of precision and 53.67%
of recall, while the combination C7 50:50 can classify 69.62% of precision and
64.30% of recall. However, the classification results of three observed sets are similar
but each set has different precision and recall. The set of combinations C3 75:25, C4
75:25, C5 75:25, C6 75:25 and C7 75:25 can classify with the highest recall, while the
precision is lowest. This implies that the classification result contains a lot of true
positive. On the other hand, the set of combination C6 50:50 can classify with the
highest precision, while the recall is the lowest. This implies that the classification
result contains a few of actual flows. Moreover, the set of combination C7 50:50 can
classify with the medium value of both precision and recall. This implies that the

classification result contains about a half of actual flows.
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Thus, if we try to control excessive bandwidth or do traffic shaping for
streaming data in unaggressive way, the C6 50:50 should be considered for
implementing as its precision is 83%, which means the lowest false positive. It will not
harm naive normal web connections. On the other hand, if we consider an aggressive
filtering for streaming data, the administrator may select one combination from the set
of C3 75:25, C4 75:25, C5 75:25, C6 75:25 and C7 75:25, because their false negative
is the lowest. However, we prefer to select C5 75:25 or C7 75:25, because the attribute
combination is created from only two attributes. However, the administrator can
configure our system to use other attribute combination as we will show in the next

section.

Table 4.21 Precision and Recall of each combination from the experiment Ill

Combination| Precision| Recall Precision x Recall

C3 50:50 0.63 0.50 0.32
C3 75 0.63 0.84 0.53
C3 25:75 0.55 0.50 0.28
C4 50:50 0.63 0.50 0.32
C4 75:25 0.63 0.84 0.53
C4 25:75 0.52 0.50 0.26
C550:50 0.53 0.58 0.31
C5 75:25 0.63 0.84 0.53
C5 25:75 0.58 0.55 0.32
C6 50:50 0.83 0.54 0.45
C6 75:25 0.63 0.84 0.53
C6 25:75 0.56 0.53 0.30
C7 50:50 0.70 0.64 0.45
C7 75:25 0.63 0.84 0.53
C7 25:75 0.46 0.62 0.28
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Figure 4.3: A comparison of each combination based on precision and recall
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Figure 4.4: A user interface of Web traffic classification system
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4.4 Program | mplementation

We implemented our web traffic classification system by using Microsoft
Visual Basic .Net 2005. Figure 4.4 shows a user interface of our system which we

implemented by following our design in Chapter Ill. The step-by-step manual of this

program is in Appendix C.
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Results and Discussion76
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Figure 4.5: Adapter setting interface
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Figure 4.6: System configuration

Figure 4.4 shows results after we classified web traffic collected at the Mahidol
university’'s LAB. We captured web traffic from the NIC as shown in Figure 4.5.
Figure 4.6 (a), Figure 4.6 (b) and Figure 4.6 (c) show a configuration of audio
keywords which are set as used values from Table 3.2, video keywords which are set
as used value from Table 3.2 and attribute thresholds which are set as used values
from Table 3.4. Additionally, we also set the analysis time interval to 30,000
milliseconds and display time to 15,000 milliseconds. The results show that 27,164
packets are captured and 116 flows could be observed. The classification results show
111 normal web traffic flows which consume 18.73 MB, 2 audio traffic flows which
consume 0.17 MB and 3 video traffic flows that they consume 2.37 MB.

Additionally, we can export the classification results into Microsoft excel 2003
format as shows in Figure 4.7 (a) and Figure 4.7 (b). The exports files have two work
sheets, which are (1) a flow information work sheet that contains the information of
each classification flows, and (2) a summary work sheet that displays a summary of

classification results in form of table and chart.
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Figure 4.7: An example of exporting to Excel

4.5 Discussion

In this section, we would like to highlight some issues and limitations of our
proposed method.

Results in this chapter show three candidate sets of our classification
algorithm, because each set can classify with similar results but they differ in the
precision and the recall. Note that, we expect both the highest precision and the
highest recall, because it refers to the result containing highest relevant flows. The set
of combination C3 75:25, C4 75:25, C5 75:25, C6 75:25 and C7 75:25 show the
highest recall and the lowest precision, which means they can provide an aggressive
filtering for streaming data. The advantage of this set is that the results contain a lot of
actual flows, but the disadvantage is that the results also contain some of other flows.
The set of C6 50:50 shows the highest precision and the lowest recall which means it
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cannot classify some of the actual type. This set can be used as a good combination for
the traffic control because it has a highest precision. The set of C7 50:50 shows the
medium precision and the medium recall, which means this combination can classify
with a half of relevant flow. Therefore, the precision and the recall have a trade-off
relationship. For example, if we need a high recall, we may get a low precision. On the
other hand, if we need a high precision, we will get a low recall. It is very difficult to
find the combination that can classify with the highest precision and the highest recall.
However, we believe that our proposed method is a good algorithm with some
of limitations. First, we need to improve our keywords, such as adjusting a confidence
value for each keyword. Second, we need more learning data for defining a new value
of u and o, because our proposed attribute score is calculated based on a standard
normal distribution. However, the value @and o in some attributes do not look like

a standard normal distribution.
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CHAPTER YV
CONCLUSION AND FUTURE WORK

In this chapter, we conclude our propose system. We also discuss and give

some suggestions for future work.

5.1 Conclusions

In this project, we presented web traffic classification based on flow
classification. The classification method consists of a combination of keyword
matching and statistical behavior profiles. Our system can classify web traffic into
three types which are norma web traffic, audio traffic and video traffic. Keyword
matching is relied on some keywords we observed from unique strings in audio and
video packets from some learning data traces. A statistical behavior profile consists of
three parameters which are average received packet size, flow duration and ratio of
packet count.

As our classification method approach consists of the combination of keyword
matching and statistical behavior profiles, we design three sets of combination
weightings which can classify with a similar result. The first set is the combination of
average received packet size and ratio of packet count with weighting of 75:25. This
combination set can classify with a high recall. The second set is the combination of
average received packet size, flow duration and ratio of packet count with weighting
of 50:50. This combination can classify with a high precision. The third set is a
combination of average received packet size and ratio of packet count with weighting
of 50:50. This combination can classify with medium precision and recall.

For keyword matching technique, we transform results to keyword scores. For
calculating keyword scores, we count a number of keywords from either audio or
video flow and calculated it. Therefore, each flow will contain two keyword scores,

which are audio-keyword score and video-keyword score. The audio-keyword score is
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a proportion of a number of audio count and total count of keyword. The video-
keyword score is a proportion of a number of video count and total count of keyword.

For statistical behavior profiles technique, we transform the results to attribute
score. For calculating attribute scores, First, we define individual attribute thresholds
as u and o. Second, we calculate confidence score of each attribute for each flow. The
confidence score is calculated by using # and o to transform a given normal
distribution to a normal standard score with a 95% of normal curve area. Finaly, we
calculate attribute score as a 3" root for multiple of attribute.

The results of al combination show high relevant flows. Although the
algorithm can efficiently classify web traffic, there are some limitations in classifying

audio traffic and video traffic.

5.2 Futurework
In this section, we will discus to the remaining problems in this project need to

be solved for future work. There are two main suggestions that we will explain bellow.

5.2.1 Addition other types of web traffic

As our project focuses on network bandwidth consumption, our system can
classify three types of web traffic, which we believe that they will directly impact to
network bandwidth consumption. However, for the security concern, we may find
other types of web traffic that they could be threats such as such as web chat, HTTP
tunneling, online games and advertisements. Thus, we expected our sSystem can

classify al types of web traffic in the future.

5.2.2 Improvement attribute threshold

In this project, we focus on six attributes and we claim three attributes that they
could classify successfully. We believe that there are other attributes which they could
classify all web traffic. In addition, the learning data aso plays an important role in
defining efficient attribute thresholds. We believe that if we have more learning data,
we could define more efficient parameters threshold.



Samruay Kaoprakhon Conclusion and Future work / 82

5.2.3 Improvement keywords

In this project, we found some of keywords that they could identify type of
web traffic. However, we believe that there are other keywords which they could
efficiently classify web traffic. In addition, we plan to create a keywords combination

and weighting for each keyword, as it may improve our classification method.

5.24 Classifying technique
We proposed attribute scores as from the confidence score. The confidence
score is depended on normal standard distribution curve. Therefore, we suggest to

using other notations for classifying type of web traffic such as Zipf distribution or
Bayesian probability.
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APPENDIX A

DATA COLLECTION SCENARIO

A.1 Learning data collection

Table A.1 Learning web site

Website URL
Hotwave http://www.siamza.com/radio/
GreenWave http://www.siamza.com/radio/
VirginSoft http://www.siamza.com/radio/
Banana http://www.siamza.com/radio/
CoolFM http://www.siamza.com/radio/

lvdeoclip.exteen.com

http://www.1vdeoclip.exteen.com

AOL http://www.aol .com
Hunsa http://www.hunsa.com
Mthai http://www.mthai.com

Y outube http://www.youtube.com

A.2 Scenario for data collection of the Experiment |

Table A.2 Scenario 1

1 http://www.siamza.com/radio/ >> 93.0 Cool FM

2 http://musi c.thaicool .com/play-music/id_1079

3 http://video.aol.com/video-detail/happy-tree-friends-happy-trail s-part-2-

wwwhtfonlinetk/2305843013190397052/?icid=VIDURVENTO1

4 http://radio.siamha.com/popupfm.php?station=station915

5 http://video.mthai.com/player.php?id=8M1219522575M 0
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6 http://www.dailymotion.com/rel evance/search/wonder+girl /video/x614h2_wo
nder-girl-tell-me_music

7 http://www.youtube.com/watch?v=1xRARmrorGU

8 http://www.musicatm.com/view.php?No=10653

9 http://www.365]j ukebox.com/#B1 >> Nobody [ Wonder Girls]

10 | http://video.mthai.com/player.php?id=8M 1220850480M 0

Table A.3 Scenario 2

1 http://www.musicatm.com/view.php?No=10653

2 http://www.youtube.com/watch?v=kFEFDWaM pCl

3 http://video.aol.com/video-detail/happy-tree-friends-happy-trail s-part-2-
wwwhtfonlinetk/2305843013190397052/?icid=VIDURVENTO1

4 http://www.dailymotion.com/relevance/search/wonder+girl/video/x614h2_wo
nder-girl-tell-me_music

5 http://musi c.thaicool.com/play-music/id_2115

6 http://radio.siamha.com/popupfm.php?station=station915

7 http://www.365]j ukebox.com/#B1

8 http://video.mthai.com/player.php? d=8M 1188098704M 0

9 http://www.youtube.com/watch/=T7VIKMGlaWwyY

10 | http://www.siamza.com/radio/ >> 93.0 Cool FM

Table A.4 Scenario 3

1 http://www.youtube.com/watch?v=1xRARmrorGU

2 http://www.siamza.com/radio/ >> 93.0 Cool FM

3 http://www.dailymotion.com/rel evance/search/wonder+girl/video/x614h2_wo
nder-girl-tell-me_music

4 http://video.aol .com/video-detail/happy-tree-friends-happy-trail s-part-2-
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wwwhtfonlinetk/2305843013190397052/?icid=VIDURVENTO1

5 http://musi c.thaicool .com/play-music/id_2115
6 http://video.mthai.com/player.php?id=8M1219522575M 0
7 http://www.youtube.com/watchv=T7VIKMGlawyY
8 http://www.365] ukebox.com/#B1 >> Nobody [ Wonder Girls]
9 http://video.mthai.com/player.php?id=8M1188098704M 0
10 | http://radio.siamha.com/popupfm.php?station=station915
Table A.5 Scenario 4
1 http://www.siamza.com/radio/ >> 93.0 Cool FM
2 http://www.dailymotion.com/relevance/search/wonder+girl/video/x614h2_wo
nder-girl-tell-me_music
3 http://video.aol.com/video-detail/happy-tree-friends-happy-trail s-part-2-
wwwhtfonlinetk/2305843013190397052/7icid=VIDURVENTO1
4 http://musi c.thaicool.com/play-music/id_2115 g4
5 http://www.365]j ukebox.com/#B1 >> Nobody [ Wonder Girls]
6 http://www.youtube.com/watchv=T7VIKMGlawyY
7 http://www.youtube.com/watch?v=Jm1cdzpJQ1Q
8 http://radio.siamha.com/popupfm.php?station=station915
9 http://musi c.thaicool.com/play-music/id_1079 g1
10 | http://video.mthai.com/player.php?id=8M1220850480M 0
Table A.6 Scenario 5
1 | http://radio.siamha.com/popupfm.php?station=station915
2 | http://www.dailymotion.com/rel evance/search/wonder+girl/video/x6l4h2_won

der-girl-tell-me_music
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3 | http://video.aol .com/video-detail/happy-tree-friends-happy-trail s-part-2-
wwwhtfonlinetk/2305843013190397052/?icid=VIDURVENTO1
4 | http://www.youtube.com/watch?v=T7VIKMGlawyY
5 | http://video.mthai.com/player.php?id=8M1220850480M 0
6 | http://www.siamza.com/radio/ >> 93.0 Cool FM
7 | http:/mww.youtube.com/watch?v=1xRARmMrorGU
8 http://www.365]j ukebox.com/#B1 >> Nobody [ Wonder Girls]
9 | http://www.youtube.com/watch?v=kFEFDWaM pClI
10 | http://video.mthai.com/player.php?id=8M1219522575M 0
A.3 Scenario for data collection of the Experiment |1
Table A.7 Scenario 1
1 | http://video.aol .com/video-detail/happy-tree-friend/2370980826
2 | http://video.mthai.com/player.php?id=2M1223385257M 0
3 | http://www.siamza.com/radio/ >> 93.0 Cool FM
4 | http://music.thaicool .com/musi cget.asp?id=2212
S | http://www.365jukebox.com/#B1 >> souiuuihau
6 | http://www.youtube.com/watchv=skqzzL M4jAc
7 http://radio.siamha.com/popupfm.php?station=station915
8 | http://dek-d.com/radio/ >> dusu s banana
9 http://www.siamtv.info/start.ntml >> The king in my heart
10 | http://www.dailymotion.com/rel evance/search/wonder-+girl+nobody/video/x7c

5f9_20081108-wonder-girls-nobody-rainst_music
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Table A.8 Scenario 2

1 http://www.siamza.com/radio/ >> 93.0 Cool FM

2 http://www.dailymotion.com/rel evance/search/wonder+girl+nobody/video/x7
qgol_tvxg-nobody-live_music

3 http://video.aol .com/video-detail/happy-tree-friends-read-em-and-
weep/2305843009544614448/ACid=VIDURVENTo1

4 http://radio.siamha.com/popupfm.php?station=station915

5 http://video.mthai.com/player.php?d=8M1171947987MO

6 http://musi c.thaicool .com/play-music/id_s26

7 http://www.365j ukebox.com/#B 1 >> suniisoriuvlu

8 http://www.youtube.com/watch?v=CvECHFeocus

9 http://dek-d.com/radio/ >> suéu s banana

10 | http://www.siamtv.info/start.ntml >> The king in my heart

Table A.9 Scenario 3

1 http://www.siamza.com/radio/ >> 93.0 Cool FM

2 http://musi c.thai cool.com/musi cget.asp?id=2024

3 http://radio.siamha.com/popupfm.php?station=station915

4 http://video.aol.com/video-detail/tribute-to-fifi-and-maxs-love/2673515150

S http://www.365j ukebox.com/#B 1 >> f131au yarn q Al

6 http://www.dailymotion.com/rel evance/search/wonder+girl+nobody/video/x7j
hoe wonder-girl-nobody-dj-xianlong-regg_music

7 http://video.mthai.com/player.php?d=8M1175511659M 0

8 http://dek-d.com/radio/ >> susu s banana
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9 http://www.youtube.com/watch?v=0zrXIM2XRA
10 | http://www.siamtv.info/start.ntml >> The king in my heart
Table A.10 Scenario 4
1 http://video.mthai.com/player.php?d=8M1181192130M0
2 http://musi c.thai cool .com/musi cget.asp?id=2021
3 http://www.365] ukebox.com/#B 1 >> msulauuulas
4 http://dek-d.com/radio/ >> sus 5 banana
S http://www.dailymotion.com/rel evance/search/wonder+girl +tell +me/video/xsl
4h2_wonder-girl-tell-me_music
6 http://radio.siamha.com/popupf m.php?stati on=station915
7 http://www.youtube.com/watch?v=TfPJgFJT Oel & feature=fvsr
8 http://video.aol.com/video-detail/happy-tree-friends-stayin-alive/3778715943
9 http://lwww.siamtv.info/start.ntml >> The king in my heart
10 | http://www.siamza.com/radio/ >> 93.0 Cool FM
Table A.11 Scenario 5
1 http://www.youtube.com/watch?v=SdEoCT55usU& feature=fvsr
2 http://radio.siamha.com/popupfm.php?station=station915
3 http://musi c.thai cool.com/musicget.asp?id=2216
4 http://www.dailymotion.com/rel evance/search/wonder+girl+tel | +me/video/xs
wxuz_wonder-girl-tell-me_music
5 http://video.aol.com/video-detail/happy-tree-friend-val entines-
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smoochie/3268991040

6 http://www.365j ukebox.com/#B1 >> ifudeaneu

7 http://www.siamza.com/radio/ >> 93.0 Cool FM

8 http://www.siamtv.info/start.ntml >> The king in my heart

9 http://video.mthai.com/player.php?d=2M1177661444M0

10 | http://dek-d.com/radio/ >> susu s banana

Table A.12 Scenario 6

1 http://radio.siamha.com/popupf m.php?station=station915

2 http://musi c.thai cool .com/musi cget.asp?id=2020

3 http://www.youtube.com/watch?v=CvECHF60cu8& feature=fvsr

4 http://www.siamza.com/radio/ >> 93.0 Cool FM

S http://www.365jukebox.com/#B1 >> ﬁﬂumwsafjmaﬁf

6 http://video.aol.com/video-detail/happy-tree-friend-escondidas/3081526327

7 http://www.dailymotion.com/rel evance/search/wonder+girl +tell+me/video/x3

bs3w_big-bang-wonder-girl-tell-me-repet._ music

8 http://dek-d.com/radio/ >> suéu s banana

9 http://lwww.siamtv.info/start.ntml >> The king in my heart

10 | http://video.mthai.com/player.php?d=8M1185296684M 0

Table A.13 Scenario 7

1 http://video.aol.com/video-detail/happy-tree-friends-crazy-antics/3827127956

2 http://musi c.thai cool.com/musi cget.asp?id=2025

3 http://www.siamza.com/radio/ >> 93.0 Cool FM
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4 http://www.365) ukebox.com#B 1 >> andaus a3y

5 http://www.youtube.com/watchv=A81V A SoOumU

6 http://dek-d.com/radio/ >> susu s banana

7 http://www.siamtv.info/start.ntml >> The king in my heart

8 http://www.dailymotion.com/rel evance/search/wonder+girl +tell +me/video/x7
bz3c_big-bang-wonder-girl-music-bank_music

9 http://radio.siamha.com/popupfm.php?station=station915

10 | http://video.mthai.com/player.php?id=8M1219522575M 0

Table A.14 Scenario 8

1 http://www.dailymotion.com/rel evance/search/wonder+girl+tell +me/video/x7
635u_wonder-girls-tell-me-live-20071118_music

2 http://radio.siamha.com/popupf m.php?station=station915

3 http://musi c.thai cool .com/play-music/id_1990

4 http://www.youtube.com/watch?v=EV p39WseGK 8

S http://www.365jukebox.com/#B1 >> fiads Ands

6 http://video.aol.com/video-detail/happy-tree-friend-books-of -fury/302985156

7 http://dek-d.com/radio/ >> suéu s banana

8 http://www.siamza.com/radio/ >> 93.0 Cool FM

9 http://lwww.siamtv.info/start.ntml >> The king in my heart

10 | http://video.mthai.com/player.php?d=8M1173675123M0
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Table A.15 Scenario 9

1 http://www.siamza.com/radio/ >> 93.0 Cool FM
2 http://musi c.thai cool.com/musi cget.asp?id=2019
3 http://www.dailymotion.com/rel evance/search/wonder+girl+nobody/video/x7
C5Cs_20081108-wonder-girls-nobody-live_music
4 http://www.365j ukebox.com/#B1 >> 186 Too
5 http://dek-d.com/radio/ >> susu s banana
6 http://www.youtube.com/watch?v=fScZol-A3dw
7 http://www.siamtv.info/start.ntml >> The king in my heart
8 http://video.aol.com/video-detail/happy-tree-friend-books-of -fury/ 1996195385
9 http://radio.siamha.com/popupf m.php?stati on=station915
10 | http://video.mthai.com/player.php?id=6M 1232682425M 0
Table A.16 Scenario 10
1 http://www.siamza.com/radio/ >> 93.0 Cool FM
2 http://www.youtube.com/watch?v=JgX aoJycK yA
3 http://radio.siamha.com/popupfm.php?station=station915
4 http://video.mthai.com/player.php? d=2M1186559643M 0
S) http://www.dailymotion.com/rel evance/search/wonder+girl +nobody/video/xs
uxlI3_wonder-girls-nobody-not-beginning_music
6 http://musi c.thai cool.com/musi cget.asp?i d=2292
7 http://www.365j ukebox.com/#B1 >> vl
8 http://video.aol.com/video-detail/happy-tre-friend-anime-ka-pow-operation-
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tiger-bomb-hd/703424462

9 http://dek-d.com/radio/ >> susu s banana

10 | http://www.siamtv.info/start.ntml >> The king in my heart

A.4 Scenario for data collection of the Experiment |11
http://www.top10thaimusic.com/

http://www.musi cindiaonline.com/
http://www.maxnettv.tv/index.php
http://www.oohmusic.com/

http://www.ethaimusic.com/
http://tv.siamhrm.com/channel/musi c/index.php
http://www.musi conline.no/shop/default.asp

O N o g k~ W0 NP

http://prartmusi c.com/cms/component/option,com_wrapper/Itemid,313/lang,th
a/

9. http://www.artgazine.com/shoutouts/music.php
10. http://www.jango.com/

11. http://www.mp3.com/

12. http://www.mp3.com/

13. http://www.bengalimusi conline.com/

14. http://www.indabamusic.com/

15. http://www.pantip.com/cafe/musi cstation/

16. http://onlinemusi cblog.com/

17. http://www.musi cacademyonline.com/

18. http://listen.grooveshark.com/

19. http://mashable.com/2007/07/06/online-music/
20. http://www.last.fm/

21. http://www.playlist.com/

22. http://www.israel hour.com/

23. http://www.admusiconline.com/

24. http://icebergradio.com

25. http://classicalwebcast.com/2mbswmf.htm
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26. http://source.pz10.com/videos/watchvideo.php?track=323197

27. http://www.cduniverse.com/

28. http://www.classical .com/

29. http://crsmusic.com/

30. http://www.ldsmusi conline.com/

31. http://radio.siamhrm.com/radio/dance_music_online.php

32. http://www.rhythmmusi cstore.com/store/

33. http://www.allmusic.com/

34. http://www.online-station.net/video/video_view.php?id=3765

35. http://video.agri.cmu.ac.th/

36. http://www.livestream.com/beet_tv

37. http://www.nba.com/video/

38. http://video.google.com/

39. http://www.videosurf.com/

40. http://www.ustream.tv/

41. http://video.tvguide.com/

42. http://video.yahoo.com/

43. http://www.catholic.org/video/

44. http://www.free-tv-video-online.info/player/youtube.php? d=JxzzwQLjjNg
45. http://tv.thai4promotion.com/

46. http://websociety.biz/clip-video/

47. http://desktopvideo.about.com/od/watchingonlinevideo/a/watchonline.htm
48. http://www.luangpee.net/

49. http://rouxbe.com/

50. http://www.metal kult.com/news/samael - post-new-video-clip-online/
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DETAILSOF CONFIUSION MATRIX

B.1 Confusion matrix of the Experiment |
Table B.1 Confusion matrix of C3 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
Sy /A Normal Web 1,635 0 3 1,638
& 3 [Audio 18 3 1 22
%’ %; Video 0 0 20 20
,&_J £ Total 1,653 3 24 1,680
Table B.2 Precision and recall of C3 with 50:50 weighting
TP FN FP Precision Recall
Normal Web 1,635 3 18 0.99 1.00
Audio S 19 1.00 0.14
Video 20 0 0.83 1.00
Table B.3 Confusion matrix of C3 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 1,608 23 7 1,638
& 3 [Audio 0 20 2 22
% %; Video 0 0 20 20
é £ Total 1,608 43 29 1,680
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TP FN FP Precision Recall
Normal Web 1,608 30 0 1.00 0.98
Audio 20 7 23 0.47 0.74
Video 15 0 14 0.52 1.00
Table B.5 Confusion matrix of C3 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
5 | Normal Web 1,633 2 3 1,638
& 3 [Audio 18 3 1 22
% qﬁ; Video 0 0 20 20
§ £ Total 1,651 5 24 1,680
Table B.6 Precision and recall of C3 with 25:75 weighting
TP FN FP Precision Recall
Normal Web 1,633 5 18 0.99 1.00
Audio 3 19 0.60 0.14
Video 20 0 4 0.83 1.00
Table B.7 Confusion matrix of C4 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 1,635 0 3 1,638
& 3 [Audio 18 3 1 22
%’ %; Video 0 0 20 20
é £ Total 1,653 3 24 1,680
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Table B.8 Precision and recall of C4 with 50:50 weighting

TP FN FP Precision Recall
Normal Web 1,635 3 18 4.93 4.99
Audio 3 19 0 0.73
Video 20 0 4 4.15 5.00
Table B.9 Confusion matrix of C4 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
5 | Normal Web 1,608 23 7 1,638
& 3 [Audio 0 20 2 22
% % Video 0 0 20 20
£ B Tom 1,608 43 20| 1,680
Table B.10 Precision and recall of C4 with 75:25 weighting
TP FN FP Precision Recall
Normal Web 1,608 30 0 5.00 4.90
Audio 20 <] 2.36 4.60
Video 20 0 9 3.60 5.00
Table B.11 Confusion matrix of C4 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 1,628 6 4 1,638
& 3 [Audio 18 3 1 22
%’ qﬁ; Video 1 0 19 20
é £ Total 1,647 9 24 1,680
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Table B.12 Precision and recall of C4 with 25:75 weighting

TP FN FP Precision Recall
Normal Web 1,628 10 19 4.92 4.98
Audio 3 19 6 0 0.73
Video 19 1 5 4.08 4.80
Table B.13 Confusion matrix of C5 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
s L4 Normal Web 1,633 0 5 1,638
& 3 [Audo 18 3 1 22
%’ %; Video 0 0 20 20
,E_) 8 Total 1,651 3 26 1,680
Table B.14Precision and recall of C5 with 50:50 weighting
TP FN FP Precision Recall
Normal Web 1,633 5 18 0.99 1.00
Audio 3 19 0 1.00 0.14
Video 20 0 0.77 1.00
Table B.15 Confusion matrix of C5 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Tota
5, | Normal Web 1,608 23 7 1,638
& 3 [Audio 0 20 2 22
% % Video 0 0 20 20
2 8 [Tom 1,608 43 29| 1,680
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Table B.16 Precision and recall of C5 with 75:25 weighting

TP FN FP Precision Recall
Normal Web 1,608 30 0 1.00 0.98
Audio 20 2 23 0.47 0.91
Video 20 0 9 0.69 1.00
Table B.17 Confusion matrix of C5 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
s #4 Norma Web 1,624 13 1 1,638
& 3 [Audio 18 1 22
% qﬁ; Video 4 0 16 20
§ £ Total 1,646 16 18 1,680
Table B.18 Precision and recall of C5 with 25:75 weighting
TP FN FP Precision Recall
Normal Web 1,624 14 22 0.99 0.99
Audio 3 19 13 0.19 0.14
Video 16 4 2 0.89 0.80
Table B.19 Confusion matrix of C6 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Tota
5, | Normal Web 1,635 0 3 1,638
& 3 [Audio 9 2 1 22
% qﬁ; Video 0 0 20 20
qu 8 [Toa 1,644 12 24| 1,680
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TP FN FP Precision Recall
Normal Web 1,635 3 0.99 1.00
Audio 12 10 1.00 0.55
Video 20 0 4 0.83 1.00
Table B.21 Confusion matrix of C6 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
s L4 Normal Web 1,608 3 1 1,638
& 3 [Audo 0 20 2 22
%’ %; Video 0 0 20 20
,E_) 8 Total 1,608 43 29 1,680
Table B.22 Precision and recall of C6 with 75:25 weighting
TP FN FP Precision Recall
Normal Web 1,608 30 0 1.00 0.98
Audio 20 2 23 0.47 0.91
Video 20 0 9 0.69 1.00
Table B.23 Confusion matrix of C6 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
5 o Normal Web 1,600 34 4 1,638
& 3 [Audio 2 1 22
%’ %; Video 0 0 20 20
é £ Total 1,602 45 33 1,680
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Table B.24 Precision and recall of C6 with 25:75 weighting

TP FN FP Precision Recall
Normal Web 1,600 38 2 1.00 0.98
Audio 11 11 34 0.24 0.50
Video 20 0 13 0.61 1.00
Table B.25 Confusion matrix of C7 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
s L4 Normal Web 1,630 8 5 1,638
& 3 [Audo 9 2 1 22
%’ %; Video 0 0 20 20
,E_J 8 Total 1,639 15 26 1,680
Table B.26 Precision and recall of C7 with 50:50 weighting
TP FN FP Precision Recall
Normal Web 1,630 8 9 4.96 4.98
Audio 12 10 S5 4.40 2.77
Video 20 0 3.92 5.00
Table B.27 Confusion matrix of C7 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Tota
5, | Normal Web 1,608 23 7 1,638
& 3 [Audio 0 20 2 22
% qﬁ; Video 0 0 20 20
§ £ Total 1,608 43 29 1,680
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Table B.28 Precision and recall of C7 with 75:25 weighting

TP FN FP Precision Recall
Normal Web 1,608 30 0 5.00 4.90
Audio 20 2 23 2.36 4.60
Video 20 0 9 3.60 5.00
Table B.29 Confusion matrix of C7 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
s #4 Norma Web 1,584 47 7 1,638
& 3 [Audio 5 10 7 22
% % Video 0 0 20 20
£ B Tom 1,589 57 34| 1680
Table B.30 Precision and recall of C7 with 25:75 weighting
TP FN FP Precision Recall
Normal Web 1,584 54 5 4.98 4.81
Audio 10 12 47 0.93 2.37
Video 20 0 14 3.30 5.00
B.2 Confusion matrix of the Experiment ||
Table B.31 Confusion matrix of C3 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
5 Normal Web 3,113 0 3113
& 3 |Audio 3% 11 46
% qﬁ; Video 13 0 30 43
§ £ Tota 3,161 11 30 3,202
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Table B.32 Precision and recall of C3 with 50:50 weighting

TP FN FP Precision Recall
Normal Web 3,113 0 48 0.98 1.00
Audio 11 35 0 1.00 0.24
Video 30 13 0 1.00 0.70
Table B.33 Confusion matrix of C3 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
5 | Normal Web 3,060 53 0 3,113
& 3 [Audio 0 46 0 46
% % Video 0 7 36 43
§ 8 [Tota 3,060 106 36 3,202
Table B.34 Precision and recall of C3 with 75:25 weighting
TP FN FP Precision Recall
Normal Web 3,060 53 0 1.00 0.98
Audio 46 0 60 0.43 1.00
Video 36 7 0 1.00 0.84
Table B.35 Confusion matrix of C3 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 3,112 1 3,113
& 3 [Audio 35 1 46
% %; Video 12 0 31 43
é £ Total 3,159 12 31 3,202
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Table B.36 Precision and recall of C3 with 25:75 weighting

TP FN FP Precision Recall
Normal Web 3,112 1 47 0.99 1.00
Audio 11 35 1 0.92 0.24
Video 31 12 0 1.00 0.72
Table B.37 Confusion matrix of C4 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
5 | Normal Web 3,113 0 0 3,113
& 3 [Audio 35 1 0 46
% qﬁ; Video 13 0 30 43
§ £ Total 3,161 11 30 3,202
Table B.38 Precision and recall of C4 with 50:50 weighting
TP FN FP Precision Recall
Normal Web 3,113 0 48 0.98 1.00
Audio 11 35 1.00 0.24
Video 30 13 1.00 0.70
Table B.39 Confusion matrix of C4 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 3,060 53 3,113
& 3 [Audio 0 46 46
%’ qﬁ; Video 0 7 36 43
é £ Total 3,060 106 36 3,202
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Table B.40 Precision and recall of C4 with 75:25 weighting

TP FN FP Precision Recall
Normal Web 3,060 53 0 1.00 0.98
Audio 46 0 60 0.43 1.00
Video 36 7 0 1.00 0.84
Table B.41 Confusion matrix of C4 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
s #4 Norma Web 3,112 1 0 3,113
& 3 [Audio 35 1 0 46
% qﬁ; Video 13 0 30 43
,‘q_:) £ Total 3,160 12 30 3,202
Table B.42 Precision and recall of C4 with 25:75 weighting
TP FN FP Precision Recall
Normal Web 3,142 y/ 48 0.98 1.00
Audio 11 35 0.92 0.24
Video 30 13 0 1.00 0.70
Table B.43 Confusion matrix of C5 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Tota
5 Normal Web 3,113 0 3,113
& 3 [Audio 35 11 46
% qﬁ; Video 11 0 32 43
§ 8 Total 3,159 11 32 3,202
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Table B.44 Precision and recall of C5 with 50:50 weighting

TP FN FP Precision Recall
Normal Web 3,113 0 46 0.99 1.00
Audio 11 35 0 1.00 0.24
Video 32 11 0 1.00 0.74
Table B.45 Confusion matrix of C5 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
5 | Normal Web 3,060 53 0 3113
& 3 [Audio 0 46 0 46
% % Video 0 7 36 43
§ 8 [Tota 3,060 106 36 3,202
Table B.46 Precision and recall of C5 with 75:25 weighting
TP FN FP Precision Recall
Normal Web 3,060 53 0 1.00 0.98
Audio 46 0 60 0.43 1.00
Video 36 7 0 1.00 0.84
Table B.47 Confusion matrix of C5 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 3,086 27 3,113
& 3 [Audio 35 1 46
% %; Video 17 0 26 43
é £ Total 3,138 38 26 3,202
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Table B.48 Precision and recall of C5 with 25:75 weighting

TP FN FP Precision Recall
Normal Web 3,086 27 52 0.98 0.99
Audio 11 35 27 0.29 0.24
Video 26 17 0 1.00 0.60
Table B.49 Confusion matrix of C6 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
s L4 Normal Web 3,113 0 3,113
& 3 [Audio 16 30 46
§ qﬁ; Video 11 2 30 43
,E_) 8 Total 3,140 32 30 3,202
Table B.50 Precision and recall of C6 with 50:50 weighting
TP FN FP Precision Recall
Normal Web R/113 0 27 0.99 1.00
Audio 30 16 2 0.94 0.65
Video 30 13 0 1.00 0.70
Table B.51 Confusion matrix of C6 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
5 o Normal Web 3,060 53 0 3,113
& 3 [Audio 0 46 0 46
%’ qﬁ; Video 0 7 36 43
é £ Total 3,060 106 36 3,202
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TP FN FP Precision Recall
Normal Web 3,060 53 0 1.00 0.98
Audio 46 0 60 0.43 1.00
Video 36 7 0 1.00 0.84
Table B.53 Confusion matrix of C6 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
s L4 Normal Web 3,102 11 0 3,113
& 3 [Audio 10 30 46
% %; Video 10 1 32 43
,E_) 8 Total 3,122 42 38 3,202
Table B.54 Precision and recall of C6 with 25:75 weighting
TP FN FP Precision Recall
Normal Web 3,102 1 20 0.99 1.00
Audio 30 16 12 0.71 0.65
Video 32 11 6 0.84 0.74
Table B.55 Confusion matrix of C7 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
5 o Normal Web 3,106 7 0 3,113
& 3 [Audio R 34 0 46
%’ %; Video 8 3 32 43
é £ Total 3,126 a4 32 3,202
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Table B.56 Precision and recall of C7 with 50:50 weighting

TP FN FP Precision Recall
Normal Web 3,106 7 20 0.99 1.00
Audio 34 12 10 0.77 0.74
Video 32 11 0 1.00 0.74
Table B.57 Confusion matrix of C7 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
5 | Normal Web 3,060 53 0 3,113
& 3 [Audio 0 46 0 46
% % Video 0 7 36 43
,‘q_:) 8 [Tota 3,060 106 36 3,202
Table B.58 Precision and recall of C7 with 75:25 weighting
TP FN FP Precision Recall
Normal Web 3,060 53 0 1.00 0.98
Audio 46 0 60 0.43 1.00
Video 36 7 0 1.00 0.84
Table B.59 Confusion matrix of C7 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 2,958 148 7 3,113
& 3 [Audio R 28 6 46
% %; Video 11 0 32 43
é £ Total 2,981 176 45 3,202
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Table B.60 Precision and recall of C7 with 25:75 weighting

TP FN FP Precision Recall
Normal Web 2,958 155 23 0.99 0.95
Audio 28 18 148 0.16 0.61
Video 32 11 13 0.71 0.74
B.3 Confusion matrix of the Experiment |11
Table B.61 Confusion matrix of C3 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
s 1P Normal Web 2,269 0 1 2,270
& 3 [Audio 27 0 0 27
% qﬁ; Video 10 0 10 20
qu) £ Total 2,306 0 11 2,317
Table B.62 Precision and recall of C3 with 50:50 weighting
TP FN FP Precision Recall
Normal Web 2,269 1 S 0.98 1.00
Audio 0 2T 0 0.00 0.00
Video 10 10 4 0.91 0.50
Table B.63 Confusion matrix of C3 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
5 o Normal Web 2,229 18 23 2,270
& 3 [Audio 5 20 2 27
%’ %; Video 1 3 16 20
é £ Total 2,235 41 41 2,317
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TP FN FP Precision Recall
Normal Web 2,229 41 6 1.00 0.98
Audio 20 21 0.49 0.74
Video 16 4 25 0.39 0.80
Table B.65 Confusion matrix of C3 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
s# /., Normal Web 2,268 2 0 2,270
& 3 [Audio 22 0 5 27
%’ %; Video 10 0 10 20
,E_J £ Total 2,300 2 15 2,317
Table B.66 Precision and recall of C3 with 25:75 weighting
TP FN FP Precision Recall
Normal Web 2,268 2 32 0.99 1.00
Audio 0 27 2 0.00 0.00
Video 10 10 5 0.67 0.50
Table B.67 Confusion matrix of C4 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 2,269 0 1 2,270
& 3 |Audio 27 0 0 27
% qﬁ; Video 10 0 10 20
qu) £ Total 2,306 0 11 2,317
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Table B.68 Precision and recall of C4 with 50:50 weighting

TP FN FP Precision Recall
Normal Web 2,269 1 37 0.98 1.00
Audio 0 27 0 0.00 0.00
Video 10 10 1 0.91 0.50
Table B.69 Confusion matrix of C4 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
S Lo Normal Web 2,229 18 23 2,270
& 3 [Audio 5 20 2 27
%’ %; Video 1 3 16 20
,E_J £ Total 2,235 41 41 2,317
Table B.70 Precision and recall of C4 with 75:25 weighting
TP FN FP Precision Recall
Normal Web 2,229 41 6 1.00 0.98
Audio 20 7 21 0.49 0.74
Video 16 4 25 0.39 0.80
Table B.71 Confusion matrix of C4 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Tota
5 Normal Web 2,264 5 1 2,270
& 3 |Audio 21 0 6 27
% qﬁ; Video 10 0 10 20
§ 8 [Toa 2,295 5 17| 2,317
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Table B.72 Precision and recall of C4 with 25:75 weighting

TP FN FP Precision Recall
Normal Web 2,264 6 31 0.99 1.00
Audio 0 27 5 0.00 0.00
Video 10 10 7 0.59 0.50
Table B.73 Confusion matrix of C5 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
s L4 Normal Web 2,259 1 10 2,270
& 3 [Audo 27 0 0 27
%’ %; Video 5 0 15 20
,E_J 8 Total 2,291 1 75 2,317
Table B.74 Precision and recall of C5 with 50:50 weighting
TP FN FP Precision Recall
Normal Web 2,259 1 32 0.99 1.00
Audio 0 27 il 0.00 0.00
Video 15 - 10 0.60 0.75
Table B.75 Confusion matrix of C5 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 2,229 18 23 2,270
& 3 [Audio 5 20 2 27
% qﬁ; Video 1 3 16 20
fg_:) g Total 2,235 41 41 2,317
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Table B.76 Precision and recall of C5 with 75:25 weighting

TP FN FP Precision Recall
Normal Web 2,229 41 6 1.00 0.98
Audio 20 21 0.49 0.74
Video 16 4 25 0.39 0.80
Table B.77 Confusion matrix of C5 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
s #4 Norma Web 2,248 72\ 1 2,270
& 3 [Audio 24 3 27
% qﬁ; Video 7 0 13 20
qu) £ Total 2,279 21 17 2,317
Table B.78 Precision and recall of C5 with 25:75 weighting
TP FN FP Precision Recall
Normal Web 2,248 22 31 0.99 0.99
Audio 0 27 _a 0.00 0.00
Video 13 7 4 0.76 0.65
Table B.79 Confusion matrix of C6 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Tota
5 Normal Web 2,268 1 1 2,270
& 3 [Audio 24 3 0 27
% qﬁ; Video 9 1 10 20
§ 8 [Toa 2,301 5 11| 2,317
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TP FN FP Precision Recall
Normal Web 2,268 2 33 0.99 1.00
Audio 3 24 2 0.60 0.11
Video 10 10 1 0.91 0.50
Table B.81 Confusion matrix of C6 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Total
s L4 Normal Web 2,229 18 23 2,270
& 3 [Audo 5 20 2 27
%’ qﬁ; Video 1 3 16 20
,E_) 8 Total 2238 41 41 2,317
Table B.82 Precision and recall of C6 with 75:25 weighting
TP FN FP Precision Recall
Normal Web 2,229 41 6 1.00 0.98
Audio 20 y/ 21 0.49 0.74
Video 16 4 25 0.39 0.80
Table B.83 Confusion matrix of C6 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
5 o Normal Web 2,255 13 2 2,270
& 3 [Audio 16 3 8 27
% %; Video 9 1 10 20
é £ Total 2,280 17 20 2,317
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Table B.84 Precision and recall of C6 with 25:75 weighting

TP FN FP Precision Recall
Normal Web 2,255 15 25 0.99 0.99
Audio 3 24 14 0.18 0.11
Video 10 10 10 0.50 0.50
Table B.85 Confusion matrix of C7 with 50:50 weighting
The number of classified flows
Normal Web Audio Video Total
s L4 Normal Web 2,256 10 2,270
& 3 [Audo 22 0 27
% %; Video 4 1 15 20
,E_) 8 Total 2,282 10 75 2,317
Table B.86 Precision and recall of C7 with 50:50 weighting
TP FN FP Precision Recall
Normal Web 2,256 14 26 0.99 0.99
Audio 5 22 5 0.50 0.19
Video 15 - 10 0.60 0.75
Table B.87 Confusion matrix of C7 with 75:25 weighting
The number of classified flows
Normal Web Audio Video Tota
5 o Normal Web 2,229 18 23 2,270
& 3 [Audio 5 20 2 27
% qﬁ; Video 1 3 16 20
fg_:) g Total 2,235 41 41 2,317
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Table B.88 Precision and recall of C7 with 75:25 weighting

TP FN FP Precision Recall
Normal Web 2,229 41 6 1.00 0.98
Audio 20 21 0.49 0.74
Video 16 4 25 0.39 0.80
Table B.89 Confusion matrix of C7 with 25:75 weighting
The number of classified flows
Normal Web Audio Video Total
s Normal Web 2170 79 21 2270
& 3 [Audio 14 3 10 27
% qﬁ; Video 3 1 16 20
,‘q_:) £ Tota 2,187 83 47 2,317
Table B.90 Precision and recall of C7 with 25:75 weighting
TP FN FP Precision Recall
Normal Web 2,170 100 17 0.99 0.96
Audio 3 24 80 0.04 0.11
Video 16 4 31 0.34 0.80
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APPENDIX C
USER MANUAL

C.1 Oveview
The system objects to classify web traffic which are contain feature as
following:
- The system can capturing packet via NIC but it doesn’t support for
capturing via wireless card.
- The system can reading packet from a tcpdump file with a raw
format.
- User can change the classification configurations such as add or
deleted keywords.
- The system can classify web traffic into three types which are
normal web, audio and video traffic.
- The system can save captured packets with tcpdump format.

- The system can export classification result into excel format.
C.2 Getting start
C.2.1 Packet capturing

- Classification configurations

There are three configurations which are audio keywords, video
keywords and thresholds in our system.

User can add or remove both audio and video keywords into the
system by select Captur® Options=>» Audio keywords setting (or Video keyword
setting) as show in Figure C.1 (a). Then the audio or video dialog will be active as
show in Figure C.1 (b) and (c). Enter a new keyword in the bottom textbox and then
click add for adding a keyword to the keywords list. On the other hand, click a

keyword in the keywords list and then click remove for removing it.
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File Wiew e=EiE=
e |  Stark
Order T Source For
adapter

| Filker _

e r

m Audio keywords sekting

L e—— — . .

| Mideo keywords setking
Tresholds setting
Audio keywords setting Video keywords setting [‘5__<|
Audio kewwords list Wideo kewwords list
MHSPlayer videodatarate
playlizt-gen-id framerate
broadcast-id audiodatarate
features="broadcazt” videocoderd
WESDE audiocodeid
audio/mpeg hazkeyframes
createStream
wideou-fly
[ Add ][ Remove ] [ Add ” Remaowve ]
[ Ok ] [ Cancel ] [ Ok ] [ Cancel ]
(b) (c)

Figure C.1 (a) menu of keyword setting (b) Audio keyword setting dialog and (c)
Video keyword setting dialog.

User can open thresholds dialog by select Cap®ir®ptions =
thresholds setting. There are four main settings which are attribute, normal

distribution, analysis and time setting as show in Figure C.2.
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ThresholdDialog

Attributes setting

Audio Yideo
Mean Standard deviation Mean Standard deviation
Average received packet size [Butes) | 113|143i | 145.421 | 139431] | 55.335
Flaw duration [Secands] | 180,47 | 05| | 150,84 | £8.78
Fatio of packet count | 1.58; | D.'I2| | 2.U'I| | 016

Marmal distibution setting Analdsis setting

| 95 4% between £2 s.d, |

[ - | Kewword weight 5’0.53 &

- Y

Atribute weight 047 2|

& = standzrd deviation A; i
Confidence weight 1060 % |

r Ti:r‘ﬁe'.";ég‘;j_tting
. - Classification irterval | 20000] Milisecond
1% P ——
=3 - - #1 12 3 :
5 d 0 ad d. & QIQP@?@?WE' 15000 Milizecond

sd &
Coveragearea  95.40% E] EEE——

[ OFK. J [ Cancel

Figure C.2 Thresholds setting dialog.

- Online capturing

The online capturing is referring to capturing packets via NIC.
Before start online capturing, user must to selecting the NIC first by select Capture
Adapter. Figure C.3 show the adapter dialog, user can select the NIC by click an
interface dropdown list and then click OK. Then select Cap®iur8tart or click start

icon ("’ ) on the toolbar for start capturing.

AdapterDialog [z|

|mterface |Bru:uau:|u:u:um Met-treme Gigahit Ethermet Driver [Microszoft's Packet Schedule |

[ ok l[ Caticel ]

Figure C.3 Adapter dialog.
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- Offline capturing
The offline capturing is referring to reading packets from tcpdump

file with a raw format. Select Fil& Open... or click open iconW) on the toolbar.

Figure C.4 shows the open dialog that the user can select file or type a file name in the

file name textbox and click open button to open file.

Look in; |@Debug :| o ? = *

&

by Recent
Documents

o

E

Deskiop

ty Diocuments

£

kdy Compriter

= |

File narme;

Pl M etiark: Files of type: l Tt file [* bat) v-i Cancel

Figure C.4 the open dialog.

- Sop capturing
To stop capturing or analysis select Adap®rStop or click stop

button (™) on the button toolbar.

C.2.2 Result viewer
Figure C.5 shows all view of our system. There are three views which

we had explain bellow. For showing each view, user has to select “View” and then

tick Packets or Flows or Chatrt.
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File View Capture Help

(= ?
| Order | Time Source Port Destination Port Piotocal  Length Flag HTTP... | H& H P B
1 1249043420 241154 20228187181 8080 10225262 1542 TCP 1460 ALK [ - Web traffic classification result
2 1249043420 241275 20226187181 8080 10225262 1542 TeP 1450 ALK i B Totel ol Web | A Video
3 1245043420 241371 20228187181 8080 10225262 1542 TCR 1176 PSHACK D e el e - .
4 1243043420 241373 10225262 1542 202.28.187.181 8080 TCR 6 ALK 0 Hues ol MBI oo s o i
5 1243043420 352501 10325262 1542 202.28.187.181 8080 TCR 6 ALK 0 .
€ 1243043422.310383 20228187181 8080 10225262 1542 TCF 1460 ALK 0 2
7 1243043422311088 20228187181 8080 10.225262 1542 TCR 1460 ALK 0 :
8 1243043422311134 20228187181 8080 10225262 1542 LR 1176 PSHACK D - Koy M:f:ﬂ‘“ 5
9 1243043422 311196 10.2252.62 1542 202.28.187.181 8080 TcP 6 ALK 0 - Video: (259%)
10 1243043422485417 10225262 1542 202.28.187.181 8080 Tce 6 ALK 0 -
1 1249043424.368593  202.28.187.181 8080 10.225262 1542 TER 1460 ACK. 0 -
12 1249043424368703 20228187181 8080 10.225262 1542 TEP 1460 ACK. il -
13 1249043424368804 20226187181 8080 10225262 1542 TEP 1176 PSHACK D -
14 1249043424368806 10225262 1542 20228187181 s080 TCR 6 ALK i 2
15 1249043424516720 10225262 1542 202.28.187.181 8080 TCR 6 ALK i 2
16 1243043426 754758 20228187181 8080 10225262 1542 TCF 1460 ALK 0 "
17 1243043426 754863 20228187181 8080 10.225262 1542 LR 1460 ALK i W
18 1243043426 754367 20228187181 8080 10.225262 1542 TCF 1176 PSHACK D &
19 1243043426755353 10225262 1542 202.28.187.181 8080 TCR 6 ACK 0 B |
20 124304342695429] 10225262 1542 202.28.187.181 a0s0 TCR 6 ACK 0 -
21 1249043426.512824 20228187181 8080 10.225262 1542 Tce 1460 ALK i -
22 1243043426812927 20228197181 8080 10.225262 1542 TeP 1460 ACK. 0 -
23 1249043428813032 20228187181 8080 10.225262 1542 TER 1176 PSHACK 0 -
24 1249043428813034 10225262 1542 202 28187181 a080 TeP 6 ALK 0 4
25 1249043428985611 10225262 1542 202 28157181 a050 TEP 6 ALK i g
26 1249043429865279 20226187181 8080 10225262 1542 TCP 1460 ALK i =
37 1243043429866334 20228187181 8080 10.225262 1542 TCR 1460 ALK 0 :
28 1243043429868483 20228187181 8080 10.225262 1542 TCR 1176 PSHACK D " .
23 12430434298884%1  10Z252ED 1542 202.28.187.181 8080 TCP 6 ALK 0 el
| = = T —— = i > Normal web: (35 635)
FlowlD  Source Pot | Destination Pot  Protoeol  HTTP. | Numb. | Numb. | Numb. | Numb.  Packe. Packe &
D uemayg TGns, S oy 1 2 W
4 102252240 1934 20228187.181 880  TCR 1 1 40 72 112 844 9z onnt (MB,
5 102252240 1995 20228187191 8080 TGP 1 2 £l S| 59 9550 305 - |‘ Ly S5 (0 E)D%]
6 102252240 19% 20228187.081 8080 TCP 1 a 2 2 710030 329
7 102252240 1997 20228167.181 G0A0 o TEP 1 1 &1 100 161 5475 1214 T ARE
& 102252240 199 20228187481 8080 TGP 1 0 43 a 130 2860 essld
10 102252240 1999 20228187181 808D TGP 1 0 12 14 b :E 14
3 10226262 1537 202281s7.181 8080 TCP_ 1 1 z z 4 1107 z Y
Baz CF_ O 0 53 25
1 102252229 1798 11712124325 80 TP D 0 0 7] 24
19 102252240 1995 20228187191 88D TGP 1 3 75 17 5890 625
2 102252240 19% 20228187.081 880  TCP 1 6 44 73 7oz 309
| 18 102252240 1333 20220.187.161 G0A0  TCP 1 0 120 184 1417 1612
Bl 2o SESANAMNNARRREHER TP 000 TCP 11 S8 oesa0eemasn (147 2453
|2 102252240 2001 20228.187.181 08D TCP 1 2 0 5| ] 5718 454
2 102252240 2002 20228187481 8080 TCP 1 i 7 7 14 1590 Ell
24 10225262 1537 20228187181 880 TGP 1 0 2 2 4 572 z
12 20228187181 808D 102252F2 158 TR O 0 2 z 4 12
12 20228187181 BOBD 102252F2 183 TGP O 0 7] z 4 12
14 20228187181 BOBD 10225262 158 TP O 0 2 2 4 12
15 20220187191 808D 10225262 1540 TGP O 0 2 z 4 12
18 20220187181 808D 10225262 154 TGP O 0 2 z 4 12
17 20228187191 BOBD 10225262 1546 TGP O 0 2 H 4 12
2 102252228 1800 11712124324 80 TP D i 3 i E 24
S 102252228 1801 11712124325 80 TP 0 i 2 i 2 16 Mormal web: (B8.06%)
2 102252240 2001 20228187.181 8080 TCP 1 1 3 4 7 67
7 102252240 2008 20228187181 8080 TGP 1 3 3 L 18 2334
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< |

Broadcom Nelieme Gigabit Ethermet Driver (Micrasoft's Packet Scheduler] | 07164 | Packeis Captued 116 Flows |0 Packets inqueus 11 FlowsinQueus _

Figure C.5 the system GUI.

- Flow information view
Flow information view is represented for showing flow information
which is the classification is don&he flow information are consist of source IP
address, source port, destination IP address, destination port, sent packet, received
packet, total packet, sent packet size, received packet size, average sent packet,
average received packet, duration, ratio of packet count, audio keyword count, video
keyword count, audio attribute score, video attribute score and flow type.
- Packet information view
Packet information view is represented for displaying packet
information depends on the active flow when user selected flow from flow information
view. The packet information are consist of arrival time, source IP address, source
port, destination IP address, destination port, packet size, audio keyword count, video
keyword count, HTTP method, request object and data payload
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- Summary chart view
Chart view is represented for drawing summary of classification
result as pie chart. This chart is containing three types of series and also showing each
caption of traffic type with a format.

C.2.3 Savingfile
- Saverawfile

For saving captured packets to file, user must to select¥igave

or click save button E) on the toolbar. When the save file dialog as show in Figure

C.6 has shown, type the file name into the file name textbox and then click save
button.

Save as ... @

Save in; | |= Debug I-»,w:| O3 o
b l@abc.xls iﬁ'u‘-.-'eb Traffic Classfication.ini
L ’fﬁ l@ﬂCaputrEEDDQ-D?-SI vils Weh Traffic Classification.ini.bak
My Recent @ do1
Documents = exami.ds

= I|,__i:] nietcharkdir. dil

] 15@ rietchartdiv, xml
[ racketronitoring, exe
] packetManitoring. pdb
IE'ﬂ PacketMonitoring, vshost, exe
.‘J |'_|£| PacketMonitoring. :ml

ﬂ Tarmir, IPLib, SharpPoap.dil

@_jTemplate.xls

Desktop

by Documents

= B test2. xls
b '.g B testa.xls
& & test, vl
fdw Computer
. E

Figure C.6 the save file dialog.
- Export to excel file
For exporting classification results, user must to select Bile
Export. When the export file dialog as show in Figure C.7 has shown, type the file

name into the file name textbox and then click save button.
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Export... @

Save jn |h’f.‘Debug v Q2 mE
@Template
3 "; B st
My Hecent
Docurments
[Desktop
by Documents
o9
bu Camputer
L File narme: | Caputre2003-07-31 w | [ Save ]
by Hetwork Save as bype: | Excel [*.xlz) - | [ Cancel ]

Figure C.7 the export file dialog.
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