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ABSTRACT

The purpose of this study is to analysis feasibility to apply technology of
generating dynamic password to the special authentication process on web-based
service. Main concept of this study refers to the concept of token device, device-
based technology of generating one-time password, which has the crosscheck process
with the server side application. Some applied sub processes in this approach refer to
challenge-response system.

Results revealed the possibility of applied processes to use one-time password
instead constant password in the specific transaction of web-based service. Although
the alternative authentication approach was related to the increasing conviction in
beneficial transaction on public web-based service, the system still needed the
constant password in case of authentication for beginning transaction. The
complication of overall processes related to the confusion of users, who never knew
about challenge-response concept, to understand the specific type of service.

These findings suggest that there are some processes in this approach that
have to be improved for more security. The alternative authentication by generating
one-time password should be considered to improve the algorithm of encoding data in
case of using by real public web service. In addition, there are many technologies that
can be considered to apply to this alternative approach such as apply handheld device
to be one-time password generator or using wireless equipment instead email channel
to inform message to client users.
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CHAPTER I
INTRODUCTION TO THE STUDY FOR ALTERNATIVE
APPROACH OF AUTHENTICATION ON WEB BASED SERVICE

1.1 Introduction

It is interesting to note that some of commercial functions are not implemented
on web base application in Thailand. Some of users could not be certain by security of
business web site that occur only entering acclimatized User I1d and Password into 2
input controls on logon web page. They cannot ensure that anyone else could not
catch their User Id and Password then accessed to their information or snatching their
authorization to do manipulations that can harm their business. The businessmen, who
need to transfer number of their deposition to another one via banking web base
service, are not deeply confined that their static User Id and Password can be always
hidden from anyone and this constant authentication remain identify to themselves
accuracy.

There are many interested approaches that can wipe out lax authentication on
public networks — IP source filtering, Proxies (for authentication), cryptographic
certificate, Smart card solution (such as USB Minikey, Token, Security Smart card
and Smart card reader), Application Security, etc.

Methodology to generate dynamic password is aimed for this study.
Combination of the token equipments was selected to be a prototype of new approach
for generating dynamic Public-Private key by browser-based protection. Whenever
users need to access their information via web browser, they should receive strange

key before login on.
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1.2 Background

Prominence of token technology, enable to generate dynamic passwords that

. T . . 1
are event-synchronous with a trusted institutional server. This one-time password

can be used once to ensuring secure access, originate computing software based

token, which has same function as token2 (convenient key fob package). This kind of
application needs installation process to settle down itself on personal computer (or
lap top).

It’s important to note that almost users have same behavior about making use
of web-based service — they should have to use web browser anywhere to access to
their information. So completeness of generating dynamic password on web browser
(for users to using it to perform their authentication via preceding web browser) is a
main subject for this study.

Cracking the token key fop, two-factor authentication3 is a factor that user has
to enter 4- digit personal identification number (PIN) to provide a one time dynamic
password (6-digit). Then they can enter the password (maybe unite this password with
static PIN) into the Web or network application to perform authentication. If token
was stolen, the thief cannot get password by stolen property without PIN. Procedure
of providing new password, processing within token function, must have particularly
algorithm that synchronize with server algorithm for generating randomize password.
Both of coincident codes were ever changed every minute (or appropriate interval) so,

6-digit password would be regenerated every minute on the both of generator. But

! More complex password, “stronger” passwords consisting of arcane and often lengthy combinations
of characters that are changed at regular intervals frustrate users, encourage them to write down their
passwords and fuel increased support calls that drive up operational costs. (RSA Security: Open
Specifications Integrate One-Time Passwords with Enterprise Applications) 3.

2 A hardware authentication device, or a software authenticator that runs on another platform, such as a
laptop, PDA or phone. (RSA Security: Open Specifications Integrate One-Time Passwords with
Enterprise Applications) 9.

® A strong means of proving identity in which a user enters something he knows (a PIN) and something
he-or-she has (the OTP displayed or generated by his-or-her token). (RSA Security: Open
Specifications Integrate One-Time Passwords with Enterprise Applications) 9.
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nevertheless entering 4- digit PIN was just an operation to trigger off token to display
digits of latest code.

1.3 Objective

Essential of this study is the transforming of authentication device concept to
additional processing on client side in aspect of ability to generate one time password
that synchronous with verification procedure on server side.

Matters of this study are the following:

- Exhausted study in existing technology of authentication device and their
elemental factors that cooperate to construct the methodology of one
time password generating and its consistent verification.

- Study for appropriate proceeding to combine the concept of generating
one-time password by Token and ability of web-based technology to

extend functionality.

1.4 Expected Result

This study needs to propose alternative approach to avoid habitual static
password. (When the users access a site and they usually see 2 input boxes that ask
for User ID and Password) Not only study the concept of existing solution — Token
device, but also apply this concept to develop web-based technology to complicate
authentication with generating dynamic password.

So, expected results of this study are the following:

- Concept of one-time password and token technology that can be applied

to web-based technology.

o Transform digits of password by appropriated algorithm, which has
particularly factor depend on timing. (Ex. generate new password
every minute.)

0 These passwords can be used to perform personal authentication at
one time. (Receiving latest password must accurately synchronize

with latest information that was stored on server side)
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o Trigger off machine to display current password by entering PIN
code.

- Simulated case study — one of web service is forced to authenticate their
members who access the site with new generated password every
time they logon.

0 All of members must generate their dynamic password by their
client application before enter Username and latest Password to the
site

o For new users or old members who want to change their machine,
this web site should have easy way for them to modify their local

machine wherever to encourage this authentication.

1.5 Scope of work

- Study for the probability that can set up authentication process on web
service by the concept of one-time password.

o For this study, new authentication approach is just only concerned
on process how to generate one-time password by client users,
process of accessing with one-time password through special
service of web-based service, process of verification on receiver
host.

o All of gathered consideration in this study were not included the
unexpected problems that was motivated by various reason:

= Human error on authentication progress or human feelings
that new approach may be refused because of more
complicated access.

= Communication problem on Internet traffic.

= Unexpected operation to steal user information or cracking
source code of both side of application-web application on
server side and local token application on client side.

= Incompatible platform of each client machine (Web server:
simulated web server by The Tomcat 4.1 Servlet/JSP
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Container on Windows 2000, Client web browse: Internet
Explorer 5.5 on Windows 2000)

- Study for general specifications of authentication device that are
corresponded for one-time password generation on web-based
technology

o0 Qualifications that can assist human to compute the complex hash
function so that generate one-time password in the pattern for
challenge-response system or time-based algorithm.

o Not include:

= Complex specifications those are not necessary for the
authentication on web-base service.

- Using web programming and browser plug in technology as tools for
created one-time password and verification on server side.

0 Web programming: Java, JSP, JavaScript and HTML

o Data base: relational database-MS Access 2000

o Client application: executed application, which was compiled by
java programming and was build to be installer by InstallAnywhere
55,

- Study for appropriate hash function that support for different level of
security.

o Studies for the simplest algorithm for encryption-decryption,

Caesar’s cipher5 text algorithm, to be manuscript for initiate the
simplest algorithm, which has the time value as the factor for
generating the key of encode.

o Initiate the simplest encryption-decryption algorithm, which has
the dynamic key of encode-decode, for simulate web-based service

case study.

* InstallAnywhere 5.5 offers a host of powerful, flexible, and intuitive new features that cut
development times and ease complex software deployment across the enterprise
(http://www.zerog.com/newsltems/news_ 031905 _ia55release.html, 2005)

> Charles P. Pfleeger (Security in computing: Challenge-Response Systems, 1989) 26.
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- Using Object-Oriented Analysis & Design (OOAD) to represent the
results of each step in this methodology.
o0 UML: Unified Model Language
o0 Scope of each model just represent for domain obligation that

involve to authentication process of specific web-based service.
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CHAPTER I
LITERATURE REVIEW

2.1 One-Time Password (OTP)

A basic authentication scheme based on static password, which can be
intercepted and replayed by the others, is vulnerable technique, even major people
were intimately acquainted it by simple components as two text boxes that request
their recollected login ID and password.

Principal concept of One-Time Password (OTP) is process of generating series
of password that are used to access to the system. Once one of password is used, it
cannot be used again. The system always expect new password at the next logon. So
post password was be eliminated. It would become worthless digit even someone
could intercept it.

Clients have to create the series of passwords by complicated algorithm that
usually put in the password generator. (Software or Hardware token) Then at the sever
site must have the corresponding decryption algorithm for cracking a one-time
password that client user sent it over the wire and verify that isn’t invalid then
authenticate user.

The type of One-Time Password generating fall into two categories: a

challenge-response system or time-based algorithm.

2.2 Challenge-Response system

A challenge-response system6 is essentially cryptosystem in which the server
sends the message as a challenge-encryption message to the clients. Then clients can
decrypt that challenge with their tool. The users will be ensured that this legal
communication was performed by a really host. After that they have to input their

® Charles P. Pfleeger (Security in computing: Challenge-Response Systems, 1989) 388.
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secret password and encrypt it with a challenge. They will perform the response as a
new password at the time.
For generating OTP, the challenges, which were sent by the host, must unique.
The following are two sample challenges.
- “Host name is A, what’s your secret code?”
When a client combine his secret code “ABCD” before client encrypt it.
This message maybe become “Host name is A, what’s your secret
code?ABCD”. With this scheme after this logon user will be need to get the
challenge message for new access. If new challenge is not different from the
previous one the response is remain as “Host name is A, what’s your secret
code? ABCD” that can be intercept and replayed by the others.
The following is a better challenge.
- “Host name is A, Time is 01/08/2003 10:38:22 AM, what’s your secret
code?”
This challenge includes the time stamp that can identify when it was sent.
Then user unites his password then encrypts and sends it to the server. He can
wait new challenge without doubtfulness. A new secure challenge will be sent
to him, as he needs it for new accessing. The sample next challenge maybe is
generated, as “Host name is A, Time is 16/09/2003 07:15:30 PM, what’s your
secret code?”
There is no use for anyone who intercept the old response “Host name is
A, Time is 01/08/2003 10:38:22 AM, what’s your secret code?ABCD” (a
response which interceptor get is represented in form of encryption message) .
The digits, was stolen, would be the waste. Because the security process can

track that this response was used once at the past.

For verification on the server side, server received a one-time password from
generator (response which contain challenge message concatenate with client’s secret
code) then verify it by computing the secure hash function once and comparing the
result with the previous accepted one-time password that was stored as each client

data on the server. If the result of this operation matches the stored previous OTP, the
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authentication is successful and the accepted one-time password is stored for future

use.

2.3 Time-based Algorithm

For this kind of system, client users have to carry a token device that displays
the correct response of the moment. The response on screen of device always change
every 60 seconds. (or initiated different ratio) But some kind of token requires a PIN
(Personal Identification Number) to be entered to activate the correct response in a
device. User has to enter his PIN that was known by only him/her before algorithm
inside would be triggered to compute for correct response at a moment.

There is an advantage of time-base system that user has not to handle a
challenge from server. Every time that the token is activated (without challenge
message), device owner can get a response that can be used for authentic himself or
herself.

But disadvantage of this system is that it may be vulnerable to replay attacks
for a short time period unless properly implemented. By the way this system also is
limited interoperability for user to enter a response to system at a moment.

However, both types of OTP generating (challenge-response system and time-
based algorithm) have a union interested concept that client users need to use a tool
such as token hardware or software to compute for a different password (response).
Because of the necessary hash function or encryption/decryption algorithm (such as
MD4, MD5, DES, RSA, etc.) drive OTP generating process is too complex for human
ability.

2.4 Authentication Device

For OTP (One-Time Password) System such as challenge-response system,
the series of passwords is created by the client, which combines a seed value with a
secret password that only the client knows. This combination is then run through

either the MD4 or MD5 hash functions repeatedly to generate the sequence of
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passwords. While OTP generating as time-based algorithm, the series password is
created by compute an encrypted form of a number unique of device (token serial
number) and the current date and time.

With reasons above, complicated of hash function made the deep confusion
for human to compute for their OTP creating or decrypt necessary information. The
duty of authentication device such as smart card, token or response generator is a
necessary factor of the system.

Token is the name of the object that can identify its processor. The token must
be unforgeable and unique.

Smart card is one kind of device that has similar obligation with token. It has a
microprocessor embedded that can retain the necessary information of its owner such
as secret code, hash algorithm or etc. With potential of microprocessor, it can also
actually perform computation such as computing for the response message of
challenge-response system.

When someone wants to initiate a logon from terminal to the network, he will
receive the prompt for the password (challenge). After a smart card is putted into a
slot, he can type his password (secret code). Instead of message (challenge and
response) being transmit in the clear, the message is encrypted by the smart card. In
this way, the smart card owner can carry on a secure session with a computing
network from anywhere.

SecurlD (token that represent in form of key-fob) has the other way to
generate OTP. It generate new password every 60 seconds. The inside processor may
compute an encrypted form of unique number of token (serial number that adhere
with token from manufacturing process) unite by current date and time, E(ID+Time).
With unique serial number, this token can guarantee the authenticity of its owner.
With time value, is can guard against interceptor trying to replay a previous password.
The new version of SecurlD was increased more complicated function by include
entering PIN code that only owner know. Before activate this device to generate OTP,
user has to enter his PIN to verify that he is the genuine token owner.

One kind of specific device is most corresponding to challenge-response
system. It has shape as a calculator pocket. User get a challenge message from a host

then key the challenge into the pocket. This digital device undertakes the task to
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compute for the response. And user read its result on display screen then enters it to

the computer keyboard.

It’s important to note that the generator and server must use the same

algorithm in order to interoperate.

2.5 Two-Factors authentication

Authentication methods, which base on static password, are not secure enough
for protecting secret business information. This Is important reason drive the
reduction of end-users’ reliability on web-base service system.

Several systems need the following two important factors for investigating
before a user will gain access to a system

- Something user has: This factor includes Keys, Token and so on.

Something user has is a tool that can identify who the user is. This
tool can be stolen or lost.

- Something user knows: This factor includes password or PIN code

that the owners always remember it. But this factor also can be stolen
or sniffed by the others.

With token authentication these two factors were included in its security
approach. For something user has, the each member user of token smart system
usually has token device. The token device, password generator reveals a unique
password to its owner each time it is used, can identify accurately that the owner who
carry on this device could activate it and got encryption code to enter to the system at
time. For something user know, before user can activate token to generate OTP the
user have to enter their PIN code (Personal Identification Number) to the token. This
PIN code was setting initially by user who owns the device so this PIN is something
user knows. By the way, before they access to system (network or web-site) they must
get the actual one-time password from their own device. Before accessing OTP which

user get is also something user know.
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Although each of factors can be stolen or intercepted by the others, the good
point of two-factors is the interceptors have to stolen the both of factors so that they
can stealthily grant their access.

Secure web-based service system should be considered on this Two-Factor

concept.
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CHAPTER I
METHODOLOGY TO ANALYSIS AND DESIGN FOR
ALTERNATIVE AUTHENTICATION APPROACH

For the study, this project would be started with research for concept and
features of exist methodology — token device, which is current widespread technology
that involve directly with this principle objective — authentication with generating one
time password. Expected results of this pilot study would be analyzed and applied to
the essential productions of this project — client application for generating one time
password and procedure of authentication on web service site.

The matter of this study is looking for the inheritable functions of two
authentication approaches, which appended by generating one time password — token
device and installed application on client machine. So, Modeling Language would be
selected to present the system functionalities as diagrams. The main objective of all
diagrams is the demonstration for adaptation of authentication processes. All
diagrams were represented the concept of alternative approach. Although the domain
of this study was imitated from the process of authentication with the password
generator device, domain of adaptation ideas were represented by the diagrams in
term of Object-Oriented Analysis and Design and concept of design would be scoped
by united problem domain.

This research methodology would be started with investigation for token
authenticated functions. This beginning part of research intent on “how do users work

with this authenticated technology?”

3.1 Step 1: Study on functions of authentication by token device

This step focuses on behavior of existing users who have ever used token

device (password generator — key fob shape).
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Gather information that involve with all of the cases that users would
be driven to use this device for gain access to web service.

Analyze information to find what is domain of interest.

This step returns featured result as list of use cases (sub systems that
were covered by problem domain), which can be used to analyze for
the domain of using OTP on web-based authentication.

Next step, system processes of this authenticate method will be cracked. This

part intent on “how the system does?”

3.2 Step 2: Investigate on token authentication system

Study on this authentication technology exhaustively.

Gather information from public medias (journal, website, etc.) or
request for additional information from token device provider (RSA
Security Inc.).

Gather additional information from system administrators of the
company, which have ever been customer of token technology.
Analyze information to find what are system functionalities that were
covered by problem domain.

This step returns the answers about how to generate one time
password (by token device) and how can system authenticate user
who login by this password. The concept of this step will be
considered in the next part of study to finding out the necessary

components.

Next step, this research would be continued by start to study for integration of

web service authentication and token authenticate method. The following part intent

on “What are the differential requirements, when all operations turn to base on web

based technology?
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3.3 Step 3: Study to integrate functional requirements

This step was interested on functional requirements when the one-time
password generating processes were transformed from device base method to web
base method and this step also focus on changing authentication procedure.

Study to analyze what’re the matter authentication requirements for both of
client side and server side users.

- Analyze processes that involve with all of the cases that users would
be driven to use this web base one-time password authentication in
accordance with same domain of interest, which was from first step
of this study.

- Analyze processes that involve with the password validation and
accurately authenticate user who logon with one-time password.

- Analyze the lists of sub systems that were gathered from first step
compare with list of use cases for new approach, then modify use
case diagrams according to web base one-time password
authentication

- This step returns featured result by list of use cases and use case
diagrams that can be represent the domain of this approach.

Next after, following step intent on “How to apply the system for new
limitation of requirements? ” Necessary of this step are system adaptations that can be
taken to support for web base authentication.

3.4 Step 4: Adaptation of token authentication system

Study to analyze on existing system on functionality in an aspect of ability to

adapt the system from device base system to web base authentication system.
- Analyze token system functionalities that were covered by same
problem domain but has the limitation by web base architecture.
(Analyze on both of one-time password generating procedure and

validation/authentication procedure in term of web base service)
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- Finding out the appropriated component on web based authentication
by OTP then represent all of components and their relationship by
Class diagrams and Sequence diagrams.

- This step returns featured result by various system diagrams that
participate to present the functionalities of new authentication

approach base on web architecture.

Finally, with analyzed system that become from previous method. The

produce of study should be tested by simulation case.

3.5 Step 5: Simulate case study and implement demonstrative product

One site of web service would be simulated for testing the new authentication
approach. And this site has some simultaneous users who use new auxiliary function
with web browser to generate one-time password for accessing to their information on
this site.

- Provide necessary information for testing ability to authenticate each
user who logon to the site such as login id, user profiles, information
contents for each user and etc.

- Provide web service site, which has specific authentication system
with according to the result of analyzed system

- Testing for authenticate functionality of this simultaneous site.

- Finding out the usefulness and weak point of this study case.

This case study also includes the product evaluation by verbal interview with
volunteers for the purpose of discussion to find out the details of problem in term of
both business processes and technology.

Not only volunteers’ evaluation will be included to a part of conclusion to
prove the feasibility for using One-Time Password as a part of authentication on web-
based service but also this study need the idea of users to improve this kind of

technology for the future opportunity.
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CHAPTER IV
WEB-BASED AUTHENTICATION APPROACH USING ONE-
TIME PASSWORD

General analysis for finding out the appropriated business solution can be
considered base on the various approaches. Object-Oriented Analysis and Design,
esteemed analysis approach, is consented consideration for this study to conduct the
various output diagrams that can be clearly represented the results of analysis while
some kinds of diagram can be transferred to the step of development or Object-
Oriented Programming.

In this section, outputs of analysis for finding out the alternative approach are
the expectation of this study. Use Case diagram can be considered to represent the
domain of web-based authentication approach while Class diagrams and Sequence

diagrams were representing the logical view of system functional.

4.1 Use Case diagram: represent problem domain of alternative approach

This study was underlining on conceivable of solution to apply the One-Time
password to be auxiliary mechanism of Web-based authentication. Background of this
study is the concept of Token, the device generate randomize numeric (6-8 digits) in
every constant interval (every 60 seconds). The domain of existing system, which
holds on token device as procedure of authentication, would be considered for this
study. These following are the considered subjects, which came from the domain of
requirement.

- User registration

- Activate password generator

- Protection from larcenous

- Password crosscheck.

- Verification and grant access
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- Accessing anytime and anywhere

All above subjects are the overall material, which came from the conclusion of
studying on exist system by concentrate product information (token device of RSA
SecurID) and conversational gathering information from exist users and exist
administrator. By consideration of alternative web-based approach, the following Use

Case diagram can be represented the overall of adapted system.
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Case: Self Registration

This is one of cooperative process for member registration. Main purpose of this
process is gathering for user’s information into system database via ProfileForm,
the component can be used for entering information and validate the format of
entered values. User information was already included login id and static

password.

Case: OTP Client Registration

This case is represented for additional process of member who would like to get
preferential accessibility. Essence of this process is how to submit notification to
the system and predicament of active normal member, applicant who already got
normal level accessibility, would be changed to prospective OTP user. After that,
they must wait for privilege accessibility to special domain by using OTP
procedure. The important thing which member had to submit to the system is User
PIN.

Case: Generate OTP-Generator

Web master or web administrator of this web service would be roused by record
of prospective OTP user. Incoming record was shown in admin web pages, which
has accessibility for administrator only. Main obligation of administrator is
initiation the program source code, which relate to information of prospective
OTP user. Then compile that source code to executed application. Each prospect
OTP wuser record can be gotten 3 related installation, which be stored in
appropriated server directory then email will be sent to applicant with content
describe how to download and install OTP-generator application in their client

machine.

Case: Install OTP-Generator and Case: Get Installation

Install OTP-Generator is process, which include Get Installation as sub process.
After receiving correspondence from system administration, client members must
perform their business by using static password to access to personal web page

and get one of token installations, which related to personal profile. Then OTP
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profile would be updated by setting serial number of downloaded token
application and OTP status would be automatically updated to active. Software
installation would be distributed to member’s client machine and Install OTP-
Generator was subsequently conducted. Then stored token application can be
triggered whenever owner, who is active OTP client user, would like to conduct

OTP Logon process.

- Case: Normal Logon
This cooperative process has same details as authentication of general web based
application. Normal level of transaction in this web-based service require normal
level of authentication, validation of entered user login id and static password by
compare with user profile information (registered profile record in system
database). The objective of Normal Logon is not only authentication to allow user
access to normal level of transaction, but also there are the purposes like the first
checkpoint to identify incoming visitor before access to special transaction.
- Case: OTP Logon

This is essential process of this authentication approach, which require concept of
encryption and decryption algorithm. Challenge-Response system is main concept
of this process while generating encrypted message by OTP generator application
is coming from token device concept. Whenever visitors can get authorization
from normal logon process, they can conduct their business not only with normal
transaction but also they can join the special transaction by starting with OTP
Logon process. For generating encrypted message (OTP), this process requires 2
sub processes of getting challenge message from sever and including server
message in encryption algorithm then all of necessary individual information, that
were already collected in token application, would be converted to encryption.
Generated OTP will be sent to system via OTPLogingOnTicket, the component
can be used for entering encrypted message with login id. For verification, OTP
would be decoded and separated to each part of information then plain texts would

be compared with data that have been collected in system relational database.
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- Case: Generate OTP
This process was included to apart of OTP Logon process. After getting challenge
message that was included timestamp from server, client user had to activate the
token application by key in user PIN to identify the right owner. Then application
form would request for valid message and include it to encryption algorithm. With
server message and secret personal information that were preserved inside
program source code, encryption process was performed to return the expected

result — one time password.

- Case: Generate Challenge Message
This process was included to apart of OTP Logon process. To conduct
authentication for special transaction, client user, who already had normal level
accessibility, had to go to specific web page to get challenge message from server.
There are two parts of message, first is current timestamp and another is
randomized server string. Timestamp would be displayed by appropriated format
of current time when user request for challenge message. (Timestamp is one of
most important factor for encryption algorithm of this study) Randomized server
string is the one information that will be converted to cipher text and sent to
authentication system. Server string can be used to identify incoming message that
was transformed by server information or not. Additional, last challenge message
would be collected to system database relate to user profile and it can be used to
limit the timing of authentication process since message was generating until OTP

was verified.

- Case: OTP-Generator’s Succession
Weakness of software-based generator is installation was required to conduct on
local machine. So there is conflict with the purpose of web-based application for
using anytime, anywhere. While there is comfortable for device-based generator,
which ability to bring its keyfob shape to anywhere. To remove this weakness
Succession of OTP-Generator cannot be ignored. Whenever OTP members would
like to access to special transaction by another computer, they had to download

another version of token application in their quota by access with static password
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to the same page that was used in Get Installation process. Whenever token next
version was downloaded, current active token serial number in OTP user profile
will be replaced by new serial number. In this case current used token application,
which was installed in used machine, cannot be used anymore. Active token
application will be install subsequently in new machine, so just only active
machine, whose the active token, can be used to access to special zone of this

web-based service.
4.2 Class diagram: represent details of objects and their relationship
This section describe about representation of logical concept of the components for

this alternative approach. Main purpose of class diagrams in this section is

explanation for details of attributes and method of each component.
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AbstractUser

&memberNo : Variant
EfirstName : Variant
ExlastName : Variant
t8¥loginID : Variant
(8password : Variant
{email : Variant
Ekstatus : Variant

Extype : Variant

[M<<Get>> getLoginID()
[[¥<<Set>> setlLoginID()

W<<Get>> getEmail()
r<<Set>> setEmail()
<<Get>> getStatus()
<<Set>> setStatus()
<<Get>> getType()
<<Set>> setType()

W<<Get>> getMemberNo()
PW<<Set>> setMemberNo()
W<<Get>> getFirstName()
PW<<Set>> setFirstName()
W<<Get>> getLastName()
iF¥<<Set>> setLastName()

[®<<Get>> getPassword()
PW<<Set>> setPassword()

<<Raise>> RaiseMessage()

\ ;

NormalC lientUser

InitObject()
%¥InitObjectMember()

OTPClientUser

B8userPin : String

@otpStatus : String
serialPlugin : Variant
lastChIMsg : String

E¥startDate : String

W<<Get>> getUserPin()
[P¥<<Set>> setUserPin()
<<Get>> getOtpStatus()
P¥<<Set>> setOtpStatus()
R<<Get>> getSerialPlugln()
F¥<<Set>> setUserPin()
W<<Get>> getLastChIMs g()
f¥<<Set>> setLastChIMsg()
nitObje ct()
F¥<<Set>> setUserPin()
W<<Get>> getStartDate ()
[P¥<<Set>> setStartDate()

Figure 4-2: Class diagram (user’s profile)
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Class diagram (user’s profile): description

AbstractUser has attributes and methods that represent user profile information
and this class is parent class of two main classes that represent each user object in
various activities in the system.

NormalClientUser class inherits from AbstractUser. This class has no specific
attribute but there are specific methods.

OTPClientUser class also inherits from AbstractUser. And there are some specific
attributes and some methods to collect additional profile for identify OTP
qualification.

Attribute description

Class AbstractUser

- memberNo: automatically generate by system (unique)

- firstName: member’s information

- lastName: member’s information

- loginID: account id, initialized by visitor who provided registration
process

- password: static password, initialized by visitor who provided registration
process

- email: member’s information

- status: member’s status

- type: default value is “customer” for all client users, “webadmin” for web
administrator

Class OTPClientUser

userPIN: user PIN, initialized by normal member who provided OTP

registration process

- otpStatus: specific status for user who registered for OTP authorization.

- serialPlugin: serial number of token application, which belong to OTP user
with active status

- lastChIMsg: the challenge message, user accepted while the OTP logon
process was conducting.

- startDate: Date-Time show that when user register to the system for OTP

authorization.
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Class NormalClientUser
NormalClientUser inherited all attributes from its parent class, AbstractUser. This

class has just specific methods but has no specific attributes
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AbstractUsers
E¥memberNo : String

&4loginID : String
Epassword : String

W<<Get>> getMemberNo()
Fe<<Set>> setMemberNo()
S<<Get>> getLoginID()
F<<Set>> setlLoginID()
W<<Get>> getPassword()
<<Set>> setPassword()
S<<Raise>> RaiseMessage()

NormalUsers OTPUsers
E8s etOfUsers : Normal ClientUser E8setOfUsers : OTPClientUser
getSetOfMem berNo () getSetOfMemberNo()
g etSetOfFirstNam e() getSetOfFirstName()
getSetOfLastNam e() getSetOfLastName()
getSetOfLoginID () getSetOfLoginID()
getSetOfPas sword() getSetOfPassword()
g etSetOfEmail() getSetOfEmail()
g etSetOfStatus() getSetOfStatus ()
g etSetOfType() getSetOfType()
FActvate SQL() [®¥getSetOfUserPin()
SVerifyPW() [@igetSetOfotpStatus ()
@¥RedundantReg() [ Actvate SQL()
LinsertNew() S verifyOTP()
%UpdateProfile() f#¥RedundantReg()
insertNew()

¥ UpdateProfile()

Figure 4-3: Class diagram (set of users)

Class diagram (set of users): description

AbstractUsers has a few attributes and methods. Objective of this class is pattern
of both classes that were used for the purpose of verification by login id and
password (both static password and One-time password)

NormalUsers class inherits from AbstractUsers. This class not only has purpose
for authenticate incoming object by verify static password, but also has the
purpose for represent set of normal level member objects which can be updated or

added new one.
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OTPUsers class also inherits from AbstractUsers. This class not only has purpose
for authenticate incoming object by verify OTP, but also has the purpose for
represent set of OTP member objects which can be updated or added new one.
Note: set of member objects usually was used in the process of administration,
which often maintain users’ profile.

Attribute description

Class AbstractUsers
- memberNo: collect incoming member number of user who request for
authentication
- loginID: collect incoming account id of user who request for
authentication
- password: collect incoming OTP message of user who request for
authentication
Class NormalUsers
- setOfUsers: collect instances of NormalClientUser, using for list the
records of normal level users
Class OTPUsers
- setOfUsers: collect instances of OTPClientUser, using for list the

records of special level users
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AbstractUser

E¥memberNo : Variant
EfirstName : Variant
ExjlastName : Variant
ExloginID : Variant
Exipassword : Variant
Eremail : Variant
Existatus : Variant

Extype : Variant

P<<Get>> getMemberNo()
B¥<<Set>> setMemberNo()
W<<Get>> getFirstName()
¥<<Set>> setFirstName()
W<<Get>> getLastName()
F¥<<Set>> setLastName()
<<Get>> getLoginID()
[F¥<<Set>> setLoginID()
S<<Get>> getPassword()
fF¥<<Set>> setPassword()
$<<Get>> getEmail()
F¥<<Set>> setEmail()
Y<<Get>> getStatus()
F¥<<Set>> setStatus()
W<<Get>> getType()
F¥<<Set>> setType()
S<<Raise>> RaiseMessage()

7

OTPClientUser

E¥luserPin : String
EotpStatus : String
BiserialPlugln : Variant
E¥lastChIMsg : String
EstartDate : String

<<Get>> getUserPin()
F<<Set>> setUserPin()
B<<Get>> getOtpStatus ()
[F¥<<Set>> setOtpStatus ()
B<<Get>> getSerialPlugin()
Fe<<Set>> setUserPin()
L<<Get>> getlLastChIMsg()
F¥<<Set>> setLastChIMsg()
FnitObject()
F¥<<Set>> setUserPin()
W<<Get>> getStartDate()
[F¥<<Set>> setStartDate()

o
*

AbstractUsers

& memberNo : String
=#:loginID : String
§xpassword : String

<<Get>> getMemberNo()
<<Set>> setMemberNo()
<<Get>> getLoginID()
<<Set>> setLoginID()
<<Get>> getPassword()
<<Set>> setPassword()

¥ <<Raise>> RaiseMessage()

.

OTPUsers

EfsetOfUsers : OTPClientUser

getSetOfMemberNo()
getSetOfFirstName()
getSetOfLastName()
getSetOfLoginID()
getSetOfPassword()
LgetSetOfEmail()

!getSetOfStatus()

getSetOfType()

getSetOfUserPin()
| VgetSetOfOtpStatus ()

Actvate SQL()

SVerifyOTP()

¥RedundantReg()
@¥InsertNew()
F¥UpdateProfile()

Figure 4-4: Class diagram (OTPusers and decryption)

DecryptOTP

EHuserPin : Variant
ls+challengeMsg : String
iEHserialNumber : Variant
s+sDateDecode : String
Zs FWHeader : String
EHiBWKey : Integer
Ekcypher T : String

<<Set>> setUserPin()
<<Get>> getChallengeMsg()
<<Set>> setChallengeMsg()
<<Get>> getSerialNumber()
<<Set>> setSerial Number()
[ ®<<Get>> getSDateDecode()
F¥<<Set>> setSDateDecode()
W<<Get>> getSFWHeader()
F¥<<Set>> setSPWHeader()
B<<Get>> getBWKey()
F¥<<Set>> setlBWKey()
W<<Get>> getCypherTx(
F¥<<Set>> setCypherTxt()
¥ Crack()
F¥Decode_Header()
F¥MethodCal cBWKey()
F¥MethodDecrypt()

9<<Get>> getUserPin()
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Class diagram (OTPusers and decryption): description

Aggregation of OTPClientUser and OTPUsers: OTPUsers, inheritance from
AbstractUsers, can be used for represent set of OTP user objects, instance of
OTPClientUser, so relation of both classes can be explained by above diagram. In
case of OTP registration scenario, object of incoming user would be initialized by
OTPClientUser class and was sent to insert to set of OTP registered user, which
base on OTPUsers class. For scenario of updating OTP user profile by
administrator, each profile would be initialized by OTPClientUser class and was
included as set of users in instance of OTPUsers. Then administrator would find
the appropriated record by method in OTPUsers and update that profile by
appropriated method.

Relationship of OTPUsers and DecryptOTP: For OTP verification, login id and
OTP message would be sent to OTPUsers then by its method cipher message was
sent to instance of DecryptOTP class. Because of methods of DecryptOTP,
decoding process was conducted and the result of plain text, user information,
would be returned to OTPUsers again then information would be compared with
the set of OTP users.

Attribute description

Class DecryptOTP

- userPin: get the result of decoding, collect cracked user PIN from cipher

message

- challengeMsg: get the result of decoding, collect cracked challenge
message from cipher message

- serialNumber: get the result of decoding, collect cracked token’s serial
number from cipher message

- sDateDecode: get the result of decoding, collect cracked date-time
header from cipher message

- sFWHeader: collect a part of cipher message, encrypt of date-time

- iBWKey: get the result of decoding, collect backward key, which was
calculated from date-time header

- cypherText: collect cipher message, One-Time Password
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AbstractUser

EZmemberNo : Variant
BhfirstName : Variant
EflastName : Variant
E¥loginID : Variant
Expassword : Variant
&semail : Variant
Existatus : Variant
Etype : Variant

FormMold

Ename : String
EHsdate : String = TimeStamp()
Eerrors : Vector

W<<Get>> getMemberNo()
F¥<<Set>> setMemberNo()
<<Get>> getFirstName()
F¥<<Set>> setFirstName()
W<<Get>> getLastName()
F¥<<Set>> setLastName()
W<<Get>> getLoginID()
F<<Set>> setLoginID()
B<<Get>> getPassword()
[F¥<<Set>> setPassword()
R<<Get>> getEmail()
Fe<<Set>> setEmail()
<<Get>> getStatus ()
Fe<<Set>> setStatus()
<<Get>> getType()
<<Set>> setType()
W<<Raise>> RaiseMessage()

W<<Get>> getName()
E«Set» setName()
<<Get>> getSdate()
<<Get>> getErrors()

FesStrisNull()
F¥ConvertForSQL()

/\

[

NormalClie ntUser

FInitObject()
@nitObjectMembe ()

|
L

7

NormalLogingOnTicket

AbstractUsers

E3memberNo : String
ExloginID : String
Epassword : String

W<<Get>> getMemberNo()
[F¥<<Set>> setMemberNo()
W<<Get>> getLoginID()
¥ <<Set>> setLoginID()
B<<Get>> getPassword()
<<Set>> setPassword()
| M<<Raise>> RaiseMessage()

\

|

&%login : String
E¥password : String

NormalUsers

F¥getLogin()
setLogin()
I¥getPassword()
PsetPassword()

Pvalidate()

E¥setOfUsers : NormalClientUser

[®getsetOfMemberNo()

E¥getsSetOfFirstName()

I®¥getSetOfLastName()
getSetOfLoginID()
getSetOfPassword()

0.%

Figure 4-5: Class diagram (form for normal logon)

Class diagram (form for normal logon): description

FormMold class has attributes and methods that represent qualification of form
component. All of forms were used in this approach base on this class.
NormalLogingOnTicket class inherits from FormMold. This class has specific
attribute to collect login id and static password. Also there is specific method to
validate format of content before submitted them to the system.

This diagram can explain the scenario of normal level logon process. Login id and
password would be entered into attributes of NormalLogingOnTicket. After all of
entered value were validated the format by method of form instance, form was

submitted and its attributes would be passed to attributes of instance of
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NormalUsers. After that verification method of NormalUsers would be triggered
then values of its attributes, login id and password, were compared with
information of set of users. NormalClientUser initiated each record in the set of
users. Finally, instance of NormalClientUser for authenticated user profile would
be set as the session object in this normal level service.

Attribute description

Class FormMold

- name: Name of form

- sDate: collect timestamp when instance of from was used.
- error: collect the series of error message

Class NormalLogingOnTicket
- login: collect entered account id

- password: collect entered constant password
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Token<Serail>

FormMold

B%sSerialNo : String
&sUserPin : String
& sChallenge : String
EHOTP_Text : String

Ename : String
Exsdate : String = TimeStamp()
Eerrors : Vector

AbstractUsers

WgetCurrent()
B¥EncryptCode()
FMGenPW()

V<<Get>> getName()
F¥<<Set>> setName()
V<<Get>> getSdate()
[ ¥<<Get>> getErrors()

#strisNull()
F¥ConvertForSQL()

E¥mem berNo : String
ExloginiD : String
Expassword : String

AbstractUser

EmemberNo : Variant
ExfirstName : Variant
ElastName : Variant
&#loginID : Variant
Expassword : Variant
EHemail : Variant
E¥status : Variant
Ehtype : Variant

H<<Get>> getMemberNo()
F¥<<Set>> setMemberNo()
<<Get>> getFirstName()
F¥<<Set>> setFirstName()
f<<Get>> getLastName()
Fe<<Set>> setLastName()
V<<Get>> getlLoginID()
F¥<<Set>> setLoginID()
V<<Get>> getPassword()
[F¥<<Set>> setPassword()
V<<Get>> getEmail()
[P¥<<Set>> setEmail()
V<<Get>> getStatus()
P¥<<Set>> setStatus ()
V<<Get>> getType()
F¥<<Set>> setType()
¥<<Raise>> RaiseMessage()

ZF

NormalClientUser

FInitObject()
FInitObjectMember()

Figure 4-6: Class diagram (form for OTP logon with token)

W<<Get>>getMemberNo()
fF¥<<Set>>setMem berNo()
W<<Get>>getLoginID()
F¥<<Set>>setLoginID()
$<<Get>>getPassword()
F¥<<Set>>setPassword()
[ ¥<<Rais e>>RaiseMessage()

OTPLogingOnTicket

&¥login : String
password : String
E¥memberNo : String

OTPUsers

®<<Get>> getLogin()
f#¥<<Set>> setLogin()

— [8i<<Get>> getPassword()

[(M<<Set>> setPassword()
<<Get>> getMemberNo()
<<Set>> setMemberNo()
CalcChallenge()
AcceptChallenge()
validate()

b i i [l

EsetOfUsers : OTPClientUser

OTP ClientUser

ExuserPin : String
EHotpStatus : String
=serialPlugln : Variant
ExlastChiMsg : String
E5startDate : String

getSetOfMe mberNo()
getSetOfFirstName()
getSetOfLastName()
getSetOfLoginID()
getSetOfPassword ()
getSetOfEmail()
getSetOfStatus()
[¥getSetOfMype()
ISigetseOfUs erPin()
PSigetseOfOpStatus()
fP¥Actvate SQL()
[®veifyoTP(
f¥Re dundantReg()
B¥insertNew()
f#¥Update Profile()

ISi<<Get>> getUserPin()

ff¥<<Set>> setUserPin()

[ ®<<Get>> getOtpStatus ()

ff¥<<Set>> setOtpStatus ()

[ Si<<Get>> getSerialPlugin()

f¥<<Set>> setUserPin()

[®<<Get>> getlLastChIMsg()

f¥<<Set>> setLastChIMsg()

[ ®initobject()

fF<<Set>> setUserPin()
W<<Get>> getStartDate()

[F¥<<Set>> setStartDate()

=4
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Class diagram (form for OTP logon with token): description

OTPLogingOnTicket class inherits from FormMold. This class has specific
attribute to collect login id and static password. Also there is specific method to
validate format of content before submitted them to the system.

This diagram can explain the scenario of special logon process. Login id and OTP
password would be entered into attributes of OTPLogingOnTicket. Due to
member must have authentication for normal level before access to this form so
login id attribute could be pass from previous object of member profile —
NormalClientUser. However after all of entered value were validated the format
by method of form instance, form was submitted and its attributes would be
passed to attributes of instance of OTPUsers. After that verification method of
OTPUsers would be triggered then values of its attributes, login id and all apart
plain text of OTP password, were compared with information of set of users.
OTPClientUser initiated each record in the set of users. Finally, instance of
OTPClientUser for authenticated user profile would be set as the session object in
this special transaction.

Additional, before above scenario instance of token<serial> must return OTP
password by its appropriated method. More explanation for this specific process
can be followed by next diagram. (Class diagram 06)

Attribute description

Class Token<serial>
- sSerialNo: collect serial number of token application, which was
included in source code
- sUserPin: collect user PIN of OTP user, which was included in source
code
- sChallenge: collect challenge message, which user entered while the
OTP logon process was conducting.
- OTP_Text: get the result of encryption.
Class NormalLogingOnTicket
- login: collect entered account id
- password: collect entered OTP message
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- memberNo: collect entered member number of normal level user who

would like to get authentication by OTP logon process.

Copyright by Mahidol University
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AbstractUser

B memberNo : Variant
EhfirstName : Variant
ExllastName : Variant
EkloginID : Variant
Epassword : Variant
Exemail : Variant
Ehstatus : Variant
Ektype : Variant

B<<Get>> getMemberNo()
#¥<<Set>> setMemberNo()
W<<Get>> getFirstName()
P¥<<Set>> setFirstName()
$<<Get>> getLastName()
#¥<<Set>> setLastName()
$<<Get>> getLoginID()
@¥<<Set>> setLoginID()
P<<Get>> getPassword()
P¥<<Set>> setPassword()
B<<Get>> getEmail()
F¥<<Set>> setEmail()
<<Get>> getStatus()
<<Set>> setStatus()
<<Get>> getType()
<<Set>> setType()

<<Raise>> RaiseMessage()

OTPClientUser

EHuserPin : String
{E+otpStatus : String
EkserialPlugln : Variant
ExlastChiMsg : String
E¥startDate : String

F<<Get>> getUserPin()
F¥<<Set>> setUserPin()
L<<Get>> getOtpStatus ()
F<<Set>> setOtpStatus ()
S<<Get>> getSerialPlugin()
Fe<<Set>> setUserPin()
S<<Get>> getLastChIMsg()
¥<<Set>> setLastChIMsg()
@InitObject()
¥<<Set>> setUserPin()
$<<Get>> getStartDate()
iF¥<<Set>> setStartDate()

Figure 4-7: Class diagram (form for OTP logon with challenge)

NormalClientUser

InitObject()
InitObjectMember()

OTP LogingOnTicket
alogin : Sting
zpassword : String
&:memberNo : String

Token<S erail>

S<<Get>>getlogin()
<<Set>>set.ogin()

S#<<Get>>getPassword()
<<Set>>setPassword()
<<Get>>getMem berNo ()
<<Set>>s etMem berNo()
CalcChallenge()
AcceptChallenge()
validate()

sSerialNo : String
sUserPin : String

E4sChallenge : String
IB4OTP_Text : String

WgetCurrent()

EncryptCode()
GenPW()

CHALLANGE

/N
©
%

EHOWNER _ID : String
{EDATE_CHALLENGE : String
ERTEXT _CHALLENGE : String
[E4ACCEPT_DATE : Date = Now()
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Class diagram (form for OTP logon with challenge): description
OTPLogingOnTicket class has method to generate challenge message-instance of
CHALLENGE class, which has the forced format (current timestamp and
randomized server message) and this message can be collected as apart of user
profile. (The last challenge message of user profile) Also this message was shown
on the monitor so user can enter this message into token application-instance of
Token<serial>. With preferred challenge message from server and its attributes-
inside the program source code, token application can return the result as cipher
text of OTP password by its specific methods. Subsequently the cipher message
would be put into instance of OTPLogingOnTicket to provide the OTP Logon
process.
Attribute description
Class CHALLANGE

- OWNER_ID: member number of user who got challenge message

- DATE_CHALLENGE: a part of challenge message, which collect the

timestamp when challenge message was generated
- TEXT_CHALLENGE: a part of challenge message, which collect the

randomized string

- ACCEPT_DATE: date-time when user got challenge message, will be

used for verification of time limitation in OTP logon process
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FormMold AbstractUser AbstractUsers
&name : Stiing EmemberNo : Variant mem berNo : String
Exisdate : String = TimeStamp() ExfirstName : Variant EloginiD : String
EHerrors : Vector BrlastName : Variant E5password : String
BxloginID : Variant
H<<Get>> getName() Erpassword : Variant W<<Get>> getMem berNo()
Fo<<Set>> setName ) Eremail : Variant F¥<<Set>>setMemberNo ()
W<<Get>> getSdate() E¥status : Variant W<<Get>> getLoginID()
F<<Get>> getErrors() &5type : Variant #¥<<Set>>setoginlD()
FeStrisNull() W<<Get>> getPassword()
F¥ConvertForSQL () [®<<Get>> getMemberNo() [P¥<<Set>>setPassword()
%Q«Set» setMemberNo() L W<<Raise>> RaiseMess age()
/ W<<Get>> getFirstName()
[f¥<<Set>> setFirstName() /\
[ ¥<<Get>> getLastName()
ProfileForm [¥<<Set>> setLastName()

[ ®<<Get>> getLoginID()
Ehfst_name : String F¥<<Set>>setLoginiD()

B¥,-.<t_name : Sting [ ®¥<<Get>> getPassword()
%Iogiﬁ 8 #Sing [F<<Set>> setPassword()

<<Get>> getEmail()

Efmember_no : String

E¥password : String

%conprass_word : String l ::é?;i Zteetgtgzjls(z)

iemail: String <<Set>> setStatus() ) NormalUsers -
W<<Get>> getMember_no() - ::g:tt:: geett_‘ll_'yygs(()) setOsters :NormalClientUser

G Sev> setvember_igg <<Raise>> RaiseMessage() getSetOfMemberNo()

W<<Get>> getFst_name()
[F<<Set>> setFst_name()
iF¥getChk_fst_name()

W<<Get>> getLast_name()
F¥<<Set>> setLast_name()
[¥getChk_last_name()

W<<Get>> getlLogin_id()
[¥<<Set>> setLogin_id()

#¥getChk_login_id() 1
P<<Get>> getPassword()

getSetOfFirstName()
getSetOfLastName()

F¥<<Set>> setPassword() NormalClientUser 0. LinsertNew()
@¥getChk_password() " SUpdateProfile()
¥<<Get>> getConf_password() I®nitobject()
F¥<<Set>> setEmail() F®initobjectMember()
W<<Get>> getEmail()

iF¥<<Set>> setConf_password()
F¥getChk_email()

Pvalidate()

“GenMem ()

Figure 4-8: Class diagram (form for insert and update user’s profile)

Class diagram (form for insert and update user’s profile): description

ProfileForm class is inherited from FormMold. This is one of from component in
this study. It was used for activities, which invoked user profile. Both business
scenarios of visitor (for self-registration) and administrator (for updating user
profile) have to trigger this component. Its attributes can be represented for user
information. Besides it has specific method can be used for validate format of

entered value. Whenever this form was submitted, this from can trigger on method
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of NormalUsers for not only update on matched record, but also new record can
be inserted to the set of users. And instance of NormalClientUser can be initiated
temporary for method of verification in case of new registration.

Attribute description

Class ProfileForm
- member_no: display text for member number of user’s profile
- fst_name: display text for first name of user’s profile
- last_name: display text for last name of user’s profile
- login_id: display text for account id of user’s profile
- password: display text for constant password of user’s profile
- conf_password: display text for reentered password

- email: display text for email address of user’s profile
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FormMold

AbstractUser

E&name : String
Eksdate : String = TimeStamp()
Ekferrors : Vector

F<<Get>> getName()
F¥<<Set>> setName()
$<<Get>> getSdate()
Y<<Get>> getErrors()

FesStrisNull()
[F¥ConvertForSQL()

EZmemberNo : Variant
ExfirstName : Variant
EhlastName : Variant
E¥loginID : Variant
Expassword : Variant
Eremail : Variant
Ehstatus : Variant

Ehtype : Variant

OTPProfileForm

E3member_no : String
B5userpin : String
&5 conf_userpin : String

W<<Get>> getMemberNo()
[F¥<<Set>> setMemberNo()
$<<Get>> getFirstName()
f#¥<<Set>> setFirstName()

[®<<Get>> getLastName()

#¥<<Set>> setLastName()

[ ®<<Get>> getLoginID()

f#¥<<Set>> setLoginID()

[ ®<<Get>> getPassword()

f#¥<<Set>> setPassword()

[ ®<<Get>> getEmail()

#¥<<Set>> setEmail()

[ ®<<Get>> getStatus()
<<Set>> setStatus()
<<Get>> getType()
<<Set>> setType()
<<Raise>> RaiseMessage()

®<<Get>> getMember_no()
<<Set>> setMember_no()
R<<Get>> getUserpin()
Fe<<Set>> setUserpin()
F¥<<Get>> getConf_userpin()
<<Set>> setConf_userpin()

AbstractUsers

E&memberNo : String
ExlloginID : String
Expassword : String

H<<Get>> getMemberNo()
F¥<<Set>> setMemberNo()
<<Get>> getLoginID()
F¥<<Set>> setlLoginID()
W<<Get>> getPassword()
[F¥<<Set>> setPassword()
[ ®¥<<Raise>> RaiseMessage()

OTPUsers

[E¥setOfUsers : OTPClientUser

Fvalidate()

NormalClientUser

FInitObject()
FInitObjectMember()

OTPClientUser

EuserPin : String
s40tpStatus : String
EHserialPlugin : Variant
iBslastChiMsg : String
ErstartDate : String

W<<Get>> getUserPin()
<<Set>> setUserPin()
| W<<Get>> getOtpStatus()
<<Set>> setOtpStatus ()
| S<<Get>> getSerialPlugIn()
ff¥<<Set>> setUserPin()
W<<Get>> getLastChIMsg()
F¥<<Set>> setLastChIMsg()
FnitObject()
F¥<<Set>> setUserPin()
W<<Get>> getStartDate()
f¥<<Set>> setStartDate()

[ )

I¥getsetofMemberNo()
P¥getSetOfFirstName()
getSetOfLastName()
getSetOfLoginID()
getSetOfPassword()
getSetOfEmail()
getSetOfStatus ()
getSetOfType()
getSetOfUserPin()
LgetSetOfOtpStatus ()
P¥ActvateSQL()
LVerifyOTP()
RedundantReg()
InsertNew()
UpdateProfile()

Figure 4-9: Class diagram (form for insert and update OTPuser’s profile)

Class diagram (form for insert and update OTPuser’s profile): description

OTPProfileForm class is inherited from FormMold. It was used for activities,

which invoked additional user profile. Both business scenarios of visitor (for OTP
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registration) and administrator (for updating OTP user profile) have to trigger this
component. Its attributes can be represented for additional of user information.
This kind of form was included information from session instance of
NomalClientUser, which already had normal level authentication. Besides it has
specific method can be used for validate format of entered value. Whenever this
form was submitted, this from can trigger on method of OTPUsers for not only
update on matched record, but also new record can be inserted to the set of OTP
users. And instance of OTPClientUser can be initiated temporary for method of
verification in case of new registration.

Attribute description

Class OTPProfileForm

- member_no: display text for member number of user’s profile

- userpin: display text for user PIN of user’s profile
- conf_userpin: display text for reentered user PIN



Anusorn Kanyaprasankid

Result/ 42

AbstractUser

EZmemberNo : Variant
E&firstName : Variant
E&lastName : Variant
E5loginID : Variant
Epassword : Variant
Esemail : Variant
E5status : Variant
Extype : Variant

Token<Serial>

B<<Get>> getMemberNo()
e<<Set>> setMem berNo()
D<<Get>> getFirstName()
PU<<Set>> setFirstName()
S<<Get>> getLastName()
F¥<<Set>> setLastName()
B<<Get>> getLoginID()
Pe<<Set>> setLoginID()
B<<Get>> getPas sword()
F<<Set>> setPassword()
S<<Get>> getEmail()
P¥<<Set>> setEmail()
B<<Get>> getStatus ()
F¥<<Set>> setStatus()
F<<Get>> getType()
F¥<<Set>> setType()
W<<Raise>> Raise Message()

E¥sSerialNo : String
E¥sUserPin : String
E5sChallenge : String
E5O0TP_Text : String
E%Location

©open()

LClose()
SsetChallengeMsg()
SYExecute()

Associate()
wEncryptCode()
Z¥GenPW()
erifyUserPIN()
<<Get>> getLocation()
f¥setLocation()

———— ?«Get»getOtpOwner()

OTPClientUser

BBuserPin : String
E+otpStatus : String
EserialPlugln : Variant
ExlastChlMsg : String
EXstartDate : String

B<<Get>> getUserPin()
Fu<<Set>> setUserPin()

L<<Get>> getOtpStatus()
[F¥<<Set>> setOtpStatus ()

D<<Get>> getSerialPlugin()
Fu<<Set>> setSerialPlugin()

B<<Get>> getLastChIMsg()
F¥<<Set>> setlLastChIMsg()

SInitObject()

L<<Get>> getStartDate()
[F¥<<Set>> setStartDate()

TokenB elongToO TP

E&serialNo : String
EXotpOwner : String
E¥tokenPath : String
B¥tokenFile : String
E&tokenStatus : String

B<<Get>> getSerialNo()
l‘«Set» setSerialNo()

<<Set>> setOtpOwner()
B<<Get>> getTokenPath()
F<<Set>> setTokenPath()
<<Get>> getTokenFile()
%«Set» setTokenFile()
D<<Get>> getTokenStatus ()
\<<Set>> setTokenStatus()
CreateNew()

TokensBelongToO TP

EZotpOwner : String
[E¥setOfTokens : TokenBelongToOTP

[®<<Get>> getOtpOwner()
[F¥<<Set>> setOtpOwner()
[®<<Get>> getSetOfserialNo()
E«Get» getSetOfOtpOwner()
<<Get>> getSetOfTokenPath()
<<Get>> getSetOfTokenFile()
i«eet» getSetOfTokenStatus()
ListToken()
%GenSerial()
BinsertNew()
$GenJavaFile()

Figure 4-10: Class diagram (token components belong to OTPuser)

Class diagram (token components belong to OTPuser): description

This class diagram can be represented not only the relationship of Token quota
records and its owner-OTP user, but also it can show how to relate the physical
files, installations of token application were prepared by administrator, with each

token record.
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TokenBelongToOTP is the class that has necessary attributes for token records.
The token record is the information in database, which collects the profile of
physical file of token installation. Unique serialNo is the identification number for
each token application, which was collected in personal directory on server.
Attribute name tokenPath and tokenFile can be referred to that OTP user’s
personal directory and installation files inside. Just only one token record under
ownership of OTP user could have status ‘Active’.

TokensBelongToOTP was used for represent the set of token records. This class
has attributes for represent all of instance of TokenBelongToOTP that belong to
specific owner-OTP Owner. So administrator can use instance of this class in case
of token quota management and owner can access to specific web page to use
instance of this class in case of download installation or token succession process.
Token<Serial> is the class represent for physical installation file. Actually
instance of this class has the different concept for origination. For the approach of
this study, this strange instance cannot be initiated by programming. But it was
generated semiautomatic whenever web administrator can find the request of
incoming OTP user for new installation then administrator has to trigger the
command to generate program source code, which was included individual
information of OTP user profile. After that, process for execute and building
installation was taken over by manually operation. Finally installation file would
be moved to OTP user’s personal directory on the server and the attributes of
token record would be set by refer to that directory.

Attribute description

Class TokenBelongToOTP

- serailNo: serial number of token profile

otpOwner: member number of token’s owner

tokenPath: path of directory on the server where store the token installer

tokenFile: token installer’s file name

- tokenStatus: status of token profile
Class TokensBelongToOTP

- otpOwner: member number of tokens’ owner
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- setOfTokens: collect instances of TokenBelongToOTP, using for list the

records of token profile that were associated to OTP user profile

Copyright by Mahidol University
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Emal Token<Serial>
B%sender : String = webadmin@webdemo.com - e
B reciever : String %sSerlalNo Jsiing
Bhbod s UserPin : String
Y E¥sChallenge :String
q«Set» setSender() QETP—.T RSN
<<Get>> getSender() % ocaton
<<Set>> setReciever()
q«Get» getReciever() :grfsl(g)
. R
OTPClientUser ‘gﬁgi?%m PsetChallengeMs g()
& userPin : String $Exe cute()
EotpStatus : String $Associate()
s erialPluglin : Variant F¥EncryptCode()
iE4lastChIMsg : String FwGenPW()
iEstartDate : String \ QVerifyUserPlN()
- PersonalDirectory E“«Gel» getLocation()
<<Get>> getUserPin() Bl directoryName : Strin setlLocation()
¥<<Set>> setUserPin() A €

F<<Get>> getOtpStatus ()
¥<<Set>> setOtpStatus ()
W<<Get>> getSerialPlugin()
F¥<<Set>> setSerialPlugin()
W<<Get>> getLastChIMsg()
P¥<<Set>> setLastChIMsg()
FInitObject()

E<<Set>> setDirectoryName()
<<Get>> getDirectoryName()
generate()

NormalLogingOnTicket

E%login : String

~{[Epassword : String

$<<Get>> getStartDate() [¥getLogin)
P<<Set>> setStartDate() @setLogin()
: [®getPassword()
#¥setPassword()
Phalidate()

Figure 4-11: Class diagram (Email, Personal directory and token installation)

Class diagram (Email, Personal directory and token installation): description

This Class diagram describe for the relationship of OTP user profile and its assets
on the system. Not only that, it can describe for the specific channel-email to
inform OTP client users to update their status.

PersonalDirectory is the class that represents the generated directory on the server
disk space. All of OTP user must has personal directory and would be informed
via email form web administration about how to access to their directory. In this
study, personal directory collected installations and personal login page. Personal
directory would be automatic generated by specific command, which was
triggered by administrator.

Instance of Token<Serial> is the physical file of application installer. This
physical file was generated and moved to personal directory by administration
process.

One instance of NormalLogingOnTicket also was generated automatically in this

directory by administration side. Specific form component would be used for
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individual accessing of OTP user who received email, which contain information
about specific URL of this form.

Email class was used for represent automatic generated email. Administrator
would also trigger this automatic generating. Receiver attribute would be set by
user’s email address, one attribute of user profile, while content was generating by
specific command in administration side. Also administrator would submit this

email to destination address.
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4.3 Sequence diagrams: represent combination of objects and process scenario

For elucidation of this approach, sequence diagram was chosen to explain all
of business processes for this alternative authentication. Essence of this section is how
to know the details of processes that include the roles of objects. There are 7 main
scenarios (refer to cases of Use Case diagram) were represented by following 7
diagrams.

- Self-Registration: Registration for normal level member.

- Normal Logon: access to system with normal level of permission.

- OTP Client Registration: Registration for get special permission.

- Generate OTP Generator: Generate token application for OTP member.

- Install OTP-Generator: How to download and install token application

- Generate password by OTP Generator: How to generate OPT by token

application.

- OTP Logon: special accessing to system for special transaction.
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Sequence diagram (self-registration): description

Self-Registration start by client user visited web site on Signup_Normal_Form.
User had to key in his/her information in this form and entered values were
validated format by method of this signup form. Then user submited this form,
which was included valid format of user information. Information would be
collected in format of NormalClientUser. (RegisteredUser object) and its login id
and password were verified in set of users (AllUsers) to finding redundant record.
If has no redundant record in the system, new user object would be collected as
new record in database by insert method of set of users while Greeting_NewUser
content was generating and showing to incoming user in web page that included
NormalLoginOnTicket (StaticLogon object). When finished this process, user can

used his/her login id and static password to request normal level authentication.
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Sequence diagram (normal logon): description

Normal Logon start by client user visited web site on StaticLogon form. User had
to submit his/her login id and password that was validated for appropriated format
by form’s method. Both of information was passed to AllUsers and verification
method would be triggered to search the right user record in the system database.
In case of verification return false, client user would be navigated to the
StaticLogon form again and system would display suggest message to user for
trying to login again. On another hand, whenever password verification return true
user record would be initiated as oNormalClientUser (object instance of
NormalClientUser) and this object had the session property mean that profile of
this object can be used in every pages of normal transaction in this web service.
Finally normal client member was navigated by system to WelcomeBack Normal,

web page was included welcome sentence for member.
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Sequence diagram (OTP client registration): description

OTP Client Registration would be started whenever normal user, who already had
normal level authentication but has no permission for special transaction, would
like to conduct on high-level service.

At first normal client user (IncomingUser object) has to open Signup_OTP_Form
and entered necessary information to this form. In this case profile of user was
already initialized so this form required just additional profile to completed the
OTP qualification- UserPIN is mandatory information for OTP user profile.
UserPIN was considered and entered into form by user. After validated format of
values by form’s method, all of profile would be collected in format of
RegisteredOTPUser. (Instance object of OTPClentUser) Then this instance was
passed to the set of OTP users (AIIOTPUsers object) to finding redundant record.
If has no redundant record in the system, new OTP user object would be collected
as new record with prospective status in database by insert method of the set of
OTP users. While user was navigated to Greeting_NewOTPUser, view with
greeting sentence for user. And OTP_FirstStep_InformMail (instance of Email)
would be composed by get receiver email address from user profile and sent to
inform client user that system already get his/her request. Client has to wait for
next response from system administration. Not only that, new record of OTP user
with status prospective would be shown in administration web page so

administrator can know about next step of process.
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Sequence diagram (generate OTP generator): description

Generate OTP Generator would be started by obligation of OTPAdmin. On
administration web page, prospective OTP user profile would be found by
querying. Whenever prospect OTP user was shown, next command of this
scenario would be triggered to list all of tokens that owned by the prospect OTP
record (oTokens object). If has no token (or not enough), Administrator triggered
insert command then set of tokens would generate new serial number and initiated
new object with this serial. While incoming token record was set in system
database, parallel process was generating physical java file. Program source code
was included serial number and profile of owner. This generated java file would
be collected in personal directory of this OTP user. Personal directory would be
generated if system could find that OTP user never had personal directory in
server disk space (Naming of directory must correspond with user information)
and specific web page for personal access to get installation was automatic created
and collected in this directory. After physical source code file was generated,
administrator had to go to pick that file and provided execution process then token
installation was originated and also kept in personal directory. Installation file
would be associated with token record that file name and path of directory would
be collected as profile of token installation record (this path and file would be
used for download hyperlink in next process). After that personal logon page in
directory would be automatic generated in email body as URL for allow email
receiver link to the personal web page to access to data in their personal directory.
Email also collected necessary information such as receiver email address, first
name and last name from OTP client user object. Then administrator manually

submitted this email to user.
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Sequence diagram (install OTP generator — 1 and 2): description

Install OTP-Generator would be started after user could receive email, which
contained information of personal logon page. URL in email content represented
the location of specific form component, which was generated and contained in
personal directory of user who had ever requested for OTP authorization. Normal
level of authentication would be used to verify user, so login id and static
password of member were passed to system again via personal logon component
(Personal_Logon_Page object). Authentication would be verified with same logic
as Normal Logon process. Finally user would have the authentication and normal
user object (oNormalClientUser object) would be created to continue the process.
Normal user object was brought to verify again on member id attribute that was
match with the one in set of OTP user or not. If system can identify OTP user by
this member id, OTP wuser object would be initialized automatically
(oOTPClientUser object). Then the set of tokens that belong to this OTP member
were displayed on web page with their information. Location of installers were
display in format of hyperlink that user could download one of token installation
via this link. Whenever one of installer was downloaded, its serial number would
be set to attribute of OTP user profile mean that this token serial was active for
this member and prospective, current value member status, would be changed to
active. After downloading, token application was installed subsequently on client

machine.
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Sequence diagram (generate password by OTP generator): description

Generate password by OTP Generator would be started when normal user who
already has normal level authentication would like conduct his/her business on
web service with special transaction. This kind of transaction required special
authentication. It required One Time Password, which must be generated by
specific application. Specific form component was used for this purpose. It could
collect profile of normal user by include session object, which was generated at
the end of normal logon process. So login id was not required, just only OTP
message that user had to enter to the form. Not only required special password,
but also it could return the challenge message, calculated message, which was
combination of current timestamp and server string.

User (SpecificUser object) had to get challenge message from the logon form
(oDynamicLogon object). After form return the message, user has to accept that
message and that message would be collected as apart of user information
(ChallengeMessage object). Then user had to open token application
(TokenApplication object) on his/her local machine. To activate it user had to fill
in User PIN into the application. Without the right User PIN application cannot be
opened. After open token application user could bring challenge message entered
to the application and algorithm inside would be activated. Encryption process
inside the application would combine the plain information of Timestamp, Server
string, User PIN and Token’s Serial number. Finally the cipher text, result of
encryption, would be returned. That returned information was OTP-One Time
Password which user could bring to submit to the system.
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Sequence diagram (OTP logon): description

OTP Logon would be started after One Time Password was retuned by local token
application. Normal user (SpecificUser object) submitted the OTP massage to the
specific logon form (oDynamicLogon object). Then method in form would be
triggered to validate the OTP format. Appropriated format included the cipher text
of Timestamp, Server string, User PIN and Token’s Serial number. VValid message
would initiate temporary object of OTP user profile (oRegisteredOTPUser object),
which included OTP massage as password attribute. This object was passed to
object of the set of OTP users (0OTP Users object) that had the method can verify
coming OTP object. The process of decryption was starting with cracking the
constructed message. Timestamp would be used as a main factor of calculation for
the key of decryption. With the key, Server string was decoded and compared
with the last challenge message of user. User PIN was decoded and compared
with attribute of OTP user object. And Serial Number was decoded and compared
with Serial Num of current active token, which belong to OTP user. If all of
information could be matched with the records that related together in relational
database, mean that verification of OTP was returned true. Whenever verification
was return true, OTP user would be initialized as session object (0OTPUser
object) and incoming user could get authentication for special transaction of this

web service.
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4.4 Demonstrative algorithm for Encryption and Decryption

Alternative authentication in this study is an approach, which was
demonstrated for the concept to using generating One Time Password for specific
authentication on web-based service. Assumption of study based on the idea that
whenever client users would like to conduct the high level transaction, they have to
get the special authentication also.

Correspond with the purpose of this study. Due to demonstration idea, encryption
algorithm in this study was adapted by most simple algorithm-Caesar’s cipher.
Although alternative algorithm was adapted in the part of selected appropriated key of
encode correspond with time value of activating, the security for this algorithm was
still expecting just secure equal to Caesar’ cipher algorithm.

This section describes how to encode and decode the necessary information with

alternative algorithm.

Monoalphabatic Ciphers (Substitutions)

Caesar’s cipher, the simplest algorithm of monoalphabatic ciphers (or simple

substitution), was referred in this study.

REF = "ABCDEFGHIJKLMNOPQRSTUVWXY Z+-
*_?2<>14#$%"&():[1:{},=.'0123456789abcdefghijklmnopgrstuvwxyz" + " "

String REF would be using as reference while the both process of encryption
and decryption was activated. String can be converted to array of character, which has

sizing accord with the length of String.
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Array of Character:

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

(Alefelple[Flen] [U ][t ]mn]olPalR]s|Tlulvw]x[¥]z]-]-]*[']

30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59
< refsfel e fofafepefe] =] fofrfz|2]4[s]e]"]

60 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88

Elefafefefaefrfofnfe]ofkft{m]n]ofofafr]e]t]u]v[W]=]v]=] ]

*

A

%

Figure 4-20: Array of character

Likewise, the following relation can also represent this sequence of array.

rrer = {(X,n) | there is n, which x, € character set of REF and n is index
of array}

or

reer = {(A0), (B,1), (C.2), (D,3), (E4), (F.5), (G,6), (H,7), (1.8), (J.9),
(K,10), (L,11), (M,12), (N,13), (0,14), (P,15), (Q,16), (R,17), (S,18), (T,19),
(U,20), (V,21), (W,22), (X,23), (Y,24), (Z,25), (+,26), (-,27), (*,28), (/,29),
(1,30), (2,31), (<,32), (>,33), (1,34), (#,35), ($,36), (%,37), (*,38), (&,39),
((;40), 0.41), (:42), ([.43), (1:44), (;45), ({,46), (},47), (,,48), (=49), (.,50),
(,51), (0,52), (1,53), (2,54), (3,55), (4,56), (5,57), (6,58), (7,59), (8,60), (9,61),
(a,62), (b,63), (c,64), (d,65), (e,66), (f,67), (g,68), (h,69), (i,70), (j,71), (k,72),
(1,73), (m,74), (n,75), (0,76), (p,77), (q,78), (r,79), (5,80), (t,81), (u,82), (v,83),
(w,84), (x,85), (y,86), (z,87), (<space>,88)}

With this reference relation, system can compare the incoming characters with array
values so that get the index of that character to proceed on the continued encrypt or
decrypt process.
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Let REF is the universe of this study.
This below function would be used for monoalphabet, for all characters can

get value of index by compare it with character set of REF

fingex(X) =y

Such as for character ‘R’, the value of index in REF can be found by fingex(R)

And next function, for all integers in range of index of array can be converted

to character

fChar(Y) =X

For index of character equal to 17, the right character in REF can be found by
fChar(l?) = R

With the ordered pair which represent array of REF string and the both of basic
functions, not only get the index of specific character in REF, but also can identify the
right character in REF whenever index of array can be specified. So this concept can
be considered for the simple encryption and decryption process.

From ordered pair of REF and both of basic functions above, so

fohar(fingex(X)) = X

If forward key equal to 3, this forward key can be added to index of specific

character to decode that character to be cipher message (Caesar Cipher Text), so

fencode(X) = fenar((findex(X) + 3) mod by 89)
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Such as character ‘R’ index of cipher character of ‘R’ base on REF is,
(Findex(R) + 3) mod by 89 equal to (17+3) mod by 89 = 20

Then cipher character of ‘R’ in term of Caesar Cipher Text, which base on
REF iS, fEncode(R) = fchar(zo) SO, the answer |S ‘U,

On another hand, 3 can be set to backward key in order to decode cipher
character to be plain character. This concept can be considered for decrypting

function.

fDecode(X,) = fChar(((flndex(X,) + 89) =3 ) mod by 89)

Such as character ‘U’ index of plain character base on REF is, (fingex(U) + 89)
—3) mod by 89 equal to ((20+89) -3) mod by 89 = 17

Then plain character of ‘U’ in term of Caesar Cipher Text, which base on REF

1S, Toecode(U) = fenar(17) SO, the answer is ‘R’

Example

Let incoming message is

Plain Text = “Anusorn”

The appropriated value of index in REF can be found by fingex(X)

f|ndex(A) = O SO (f|ndex(A) + 3) mOd by 89 = 3

findex(N) = 75 S0 (fingex(n) + 3) mod by 89 = 78

findex(U) = 82 50 (fingex(U) + 3) mod by 89 =85

findex(S) = 80 SO (fingex(S) + 3) mod by 89 = 83
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findex(0) = 76 SO (fingex(0) + 3) mod by 89 =79

findex(r) = 79 SO (fingex(r) + 3) mod by 89 = 82

findex(n) = 75 S0 (fingex(N) + 3) mod by 89 = 78

And can identify each encoded character by, fencode(X) = fenar((fingex(X) + 3)
mod by 89)

fEncode(A)1 fChar(3) =‘D’

fEncode(n), 1:Char(78) =q

fencode(U), fcnar(85) = X

fencode(S), fenar(83) = v’

fencode(0), fonar(79) = ‘1’

fencode(r), fenar(82) = ‘U’

fEncode(n)a fChar(78) = ‘Q’

Then Cipher text is consolidation of these monoalphabet functions

So, encode of Plain Text = “Anusorn” is Cipher Text = “Dgxvrug”

These below JAVA source code are a part of method for encoding message.

To proof these source code as Caesar’s cipher algorithm
Let iFWKey = 3, sWord = “Anusorn”
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public static int getlFWKey(){
return iFWKey;

}

public static String getSWord(){

return sWord:;

}

public static void MethodEncrypt(){
int giFWKey = getlIFWKey();
String gsWord = getSWord();
int i=0, j=0, 1aREF, iaWord;
String SREF = "ABCDEFGHIJKLMNOPQRSTUVWXY Z+-
* 2<>1#$%N&():[];{},=.'0123456789abcdefghijklmnopgrstuvwxyz™ + " *;
String sResult="";
char aREF(];
aREF = sREF.toCharArray();
1aREF = sREF.length();

if(giFWKey>iaREF)
giFWKey = giFWKey%iaREF;

char aWord[];
aWord = gsWord.toCharArray();
iaWord = gsWord.length();
for(i=0; i<iaWord; i++){

for(j=0; j<iaREF; j++){

if(String.valueOf(aWord[i]).equals(String.valueOf(aREF[j]))){
if((j + giFWKey)<iaREF)
sResult += String.valueOf(aREF[(j + giFWKey)]);




Fac. of Grad. Studies, Mahidol Univ. M.Sc.(Tech. Of Info. Sys. Management) / 69

else
sResult += String.valueOf(aREF[(j + giFWKey)-iaREF]);

¥

}
setSEncrypt(sResult);

¥

public static void setSEncrypt(String pasEncrypt){
sEncrypt = pasEncrypt;

}

Finally, attribute name sEncrypt would be set value ‘Dgxvrug’

On another hand, Cipher Text = “Dgxvruq” can be decoded

The appropriated value of index in REF can be found by figex(X)

fingex(D) = 3 50 ((Findex(D) + 89) -3) mod by 89 = 0

findex(Q) = 78 50 ((fingex(q) + 89) -3) mod by 89 = 75

findex(X) = 85 50 ((Fingex(X) + 89) -3) mod by 89 = 82

findex(V) = 83 50 ((fingex(V) + 89) -3) mod by 89 = 80

findex(r) = 79 50 ((fingex(r) + 89) -3) mod by 89 = 76

findex(U) = 82 50 ((fingex(u) + 89) -3) mod by 89 = 79
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fingex(0) = 78 50 ((fingex(q) + 89) -3) mod by 89 =75

And can identify each decoded character by, foecode(X’) = fehar(((findex(X”) + 89)
-3) mod by 89)

fDecode(D), fChar(O) ='A’

foecode(Q), fehar(75) = ‘0’

Toecode(X), Tenar(82) = ‘U’

foecode(V), fcnar(80) = s’

foecode(r), fcnar(76) = ‘0’

fDecode(U), fCha\r(79) =

fpecode(q), fehar(75) = ‘n’

Then Plain text is consolidation of these monoalphabet functions

So, decode of Cipher Text = “Dgxvruqg” is Plain Text = “Anusorn”

These below JAVA source code are a part of method for decoding cipher message.

To proof these source code as Caesar’s cipher algorithm
Let iBWKey = 3, sEncrypt = “Dgxvruq”

public static int getiIBWKey(){
return iIFWKey;

¥
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public static String getSEncrypt(){

return sEncrypt;

¥

public void MethodDecrypt(){
int giBWKey = getIBWKey();
String gsEncrypt = getSEncrypt();
int i=0, j=0, iaREF, iaWord;
String sSREF = "ABCDEFGHIJKLMNOPQRSTUVWXYZ+-
* 2<>1#$%N&():[1;{3,=.'0123456789abcdefghijklmnopgrstuvwxyz" + " *;
String sResult="";
char aREF[];
aREF = sREF.toCharArray();
iaREF = sREF.length();
if(giBWKey>iaREF)
giBWKey = giBWKey%iaREF;
char aWord[];
aWord = gsEncrypt.toCharArray();
iaWord = gsEncrypt.length();
for(i=0; i<iaWord; i++){
for(j=0; j<iaREF; j++){
if(String.valueOf(aWord[i]).equals(String.valueOf(aREF[j]))){
if((j - giBWKey)<iaREF && (j - giBWKey)>=0)
sResult += String.valueOf(aREF[(j - giBWKey)]);
else
sResult += String.valueOf(aREF[(j - giBWKey)+iaREF]);

¥

}
setSDecrypt(sResult);
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public static void setSDecrypt(String pasDecrypt){
sDecrypt = pasDecrypt;

ky

Finally, attribute name sDecrypt would be set value ‘Anusorn’

Caesar’s cipher with time stamp forward key, adapted algorithm for this study

As previous provable algorithm, forward key ‘3’ is essence of encode and decode
logic, whenever encoder and decoder even know exactly about REF string. This
section has the purpose to demonstrate the adaptable algorithm, which was applied
from previous logic. Demonstrated algorithm, Caesar’s cipher algorithm with has the
variant forward key, has dynamic forward key which was not fixed the value as 3, but
it was depended on the time stamp of beginning of encode process. In every second
forward key will be changed by the logic that calculated from each number of date-
time values. (By the format of dd/mm/yy hh:nn:ss such as 25/11/04 10:12:08 has 6
values are 25, 11, 04, 10, 12, 8)

To disguise the time stamp, as the header of cipher message, process of encoding and
decoding must has reference string for each integer values of date-time to pretend

interrupters by represent themselves by reference characters.

HDREF =
“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz012345
67”

For this study, only 60 characters were selected to be the reference characters. It

meant the most possible value of date-time in this study can be between 0 — 59.
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(These are possible exception values of second’s integer. However the value of short
year’s integer can be larger than 59 such as in 2060 integer of this year will be 60.

This demonstrated algorithm would be limited within current year 2004 to 2059)

Array of Character:

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

(Alelefole[Flef#] [+ ]*]t[m]nfolrlafr]sT]u]viw]x]¥]z]=]o]c]4]

30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59

Ll fefn] o] mn]eefafc e ulv w]x]v|=]of ]2]2]4]5]¢]"]

Figure 4-21: Array of character for date-time encryption

Likewise, the following relation can also represent this sequence of array.

rap = {(x,n) | there is n, which x, € character set of REF and n is index of

array}

or

rup = {(A0), (B,1), (C,2), (D,3), (E4), (F.5), (G,6), (H,7), (1,8), (3,9), (K,10),
(L,11), (M,12), (N,13), (0,14), (P,15), (Q,16), (R,17), (S,18), (T,19), (U,20),
(V,21), (W,22), (X,23), (Y,24), (Z,25), (a,26), (b,27), (c,28), (d,29), (e,30),
(f:31), (9,32), (h,33), (i,34), (j,35), (k,36), (1,37), (M,38), (n,39), (0,40), (p,41),
(0,42), (1,43), (5,44), (1,45), (U,46), (v,47), (W,48), (x,49), (y,50), (z,51), (0,52),
(1,53), (2,54), (3,55), (4,56), (5,57), (6,58), (7,59)}

With this reference relation, system can compare the incoming characters, the
representative of cipher message header, with array values in order to get the index of

that character to proceed on the continued encrypt or decrypt process.

How to encode and decode Time Stamp (Cipher text from date-time values)
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Let HD is the universe of this study.
This below function would be used for monoalphabet, for all characters can get

value of index by compare it with character set of HD

findextp(X) =y

Such as for character ‘Z’, the value of index in REF can be found by fingex(Z) =
25

And next function, for all integers in range of index of array can be converted

to character

fCharHD(Y) =X

For index of character equal to 25, the right character in REF can be found by
fchar(25) = Z

For example
e Let Time Stamp equal to 23/09/04 13:22:55
Date-time value can be separated to 6 element values. Then can
consider on each value, refer to index of character set of reference
HDREF string.
- DD isequal to 23, so fchaup(23) = X
- MMiisequal to 9, so fcharnp(9) = J
- YYisequal to 4, so fchamp(4) = E
- HHisequal to 13, so fcharnp(13) =N
- NN isequal to 22, so fchanp(22) = W
- SSisequal to 55, so fcharnp(55) = 3

Then Cipher text is consolidation of these monoalphabet functions
So, encode of Time Stamp = “23/09/04 13:22:55” is Cipher Text of
Time Stamp = “XJENW3”
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These below JAVA source code are a part of method about generating header of cipher

message, which encode from values of current date-time.

To proof these source code
Let getSDate() = “23/09/04 13:22:55”, getlDayCrack() = 23, getiMonthCrack() = 9,
getl'YearCrack() = 4, getiIHourCrack() = 13, getIMinuteCrack() = 22,
getlSecondCrack() = 55

public static void Gen_sFWHeader(){
String gDate = getSDate();
String SREF =
"ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqgrstuvwxyz01
23456789";
String sDay, sMonth, sYear, sHour, sMinute, sSecond;
String sResult ="";
int iaREF, iDIV;
char aREF([];
aREF = sREF.toCharArray();
iaREF = sREF.length();

IDIV = getIDayCrack() / iaREF + 1;
if(getIDayCrack()<iaREF)
sDay = String.valueOf(aREF[getIDayCrack()]);
else

sDay = iDIV + String.valueOf(aREF[getIDayCrack()%iaREF]);

iDIV = getIMonthCrack() / iaREF + 1;
if(getiIMonthCrack()<iaREF)

sMonth = String.valueOf(aREF[getIMonthCrack()]);
else
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sMonth = iDIV + String.valueOf(aREF[getIMonthCrack()%iaREF]);
iDIV = getlYearCrack() / iaREF + 1;
if(getlYearCrack()<iaREF)

sYear = String.valueOf(aREF[getl' YearCrack()]);
else

sYear = iDIV + String.valueOf(aREF[getl'YearCrack()%iaREF]);

iDIV = getlHourCrack() / iaREF + 1,
if(getiHourCrack()<iaREF)
sHour = String.valueOf(aREF[getIHourCrack()]);
else
sHour = IDIV + String.valueOf(aREF[getIHourCrack()%iaREF]);

iDIV = getIMinuteCrack() / iaREF + 1;
if(getIMinuteCrack()<iaREF)
sMinute = String.valueOf(aREF[getIMinuteCrack()]);
else
sMinute = iDIV + String.valueOf(aREF[getIMinuteCrack()%iaREF]);

iDIV = getlSecondCrack() / iaREF + 1;
if(getlSecondCrack()<iaREF)
sSecond = String.valueOf(aREF[getISecondCrack()]);
else
sSecond = iDIV + String.valueOf(aREF[getISecondCrack()%iaREF]);

sResult = sDay + sMonth + sYear + sHour + sMinute + sSecond,;
setSFWHeader(sResult);

public static void setSFWHeader(String pasFWHeader){
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sFWHeader = pasFWHeader;

Finally, attribute name sFWHeader would be set value *XJENW3’

e On another hand, Let Cipher Text of Time Stamp is “XJENW3”
Each cipher character can be considered to refer to character set of
HDREF string.

“X” represent for DD, s0 DD is fingextn(X) = 23
- “J” represent for MM, so MM is fingextn(J) = 9
- “E” represent for YY, so YY is fingexun(E) = 4
- “N” represent for HH, so HH is fingexrp(N) = 13
- “W” represent for NN, so NN is fipgexrin(W) = 22
- “3” represent for SS, so SS iS fingextn(3) = 55

Then Plain text of Time Stamp is consolidation of these monoalphabet
functions

So, decode of Cipher Text of Time Stamp = “XJENW3” is Plain text
of Time Stamp = “23/09/04 13:22:55”

These below JAVA source code are a part of method about decoding header, which was

sent with secret information as cipher message.

To proof these source code
Let sSFWHeader = “XJENW3”

public String getSFWHeader(){
return(sFWHeader);

¥
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public void Decode_Header(){
String gHeader = getSFWHeader();
String sResult="", sMatch=""
String SREF =
"ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz012
3456789";
int iaREF;
char aREF(];
aREF = sREF.toCharArray();
iaREF = sREF.length();

int iaHeader;

char aHeader[];

aHeader = gHeader.toCharArray();
iaHeader = gHeader.length();

int i=0, j=0;
for(i=0; i<iaHeader; i++){
for(j=0; j<iaREF; j++){
if(aHeader[i]==aREF[j])

Tl=Sia,
sMatch = String.valueOf(j+2000);
Yelse{
if(j<10)
sMatch ="0" + String.valueOf(j);
else
sMatch = String.valueOf(j);
}

}
switch(i){
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case O:
sResult = sMatch + "/*;
break;

case 1:
sResult += sMatch + "/*;
break;

case 2:
sResult += sMatch + " ";
break;

case 3:
sResult += sMatch + ":";
break;

case 4:
sResult += sMatch + ":";
break;

case 5:
sResult += sMatch;
break;

}
setSDateDecode(sResult);

ky

public void setSDateDecode(String paSDateDecode){
sDateDecode = paSDateDecode;

ky

Finally, attribute name sDateDecode would be set value “23/09/04 13:22:55”
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How to calculate forward key

One most important concept of this demonstrated approach of One — Time
Password authentication is a formula of dynamic forward key calculation. While
calling a formula, a Date-Time value of that moment would be converted to
milliseconds such as *“23/09/2004 13:22:08” was a value of a time stamp, so
milliseconds of a time stamp is “1095920528000 and on the next second time stamp
is “23/09/2004 13:22:09” its millisecond’s value is “1095920529000.

There is the function in Java Platform, which return long number can find out
the value of milliseconds since midnight on January 1, 1970.

The appropriate number could divide these millisecond values to find out the
modulus. There are so many conditions have to be considered in calculation and there
are some chances, which have the divider as 2 or any odd numbers that can divide
1000 with modulus equal to 0. Even the definition of One-Time is the value always is
changed second by second but conversion of time stamp was represented in term of
volume of 1000 so, the modulus will be 0 whenever the divider equal to 2 or any odd
numbers that can divide 1000 with modulus equal to 0.

So, it is the congenial to convert Date-Time value to the number of seconds
since midnight on January 1, 1970. (Millisecond’s value / 1000)

There’s more than one conditions must be considered for calculate a forward
key value. One of these below formulas will be chosen in case of calculate forward

key from date-time values

e FWkey = modulus of (date-time’s milliseconds)/1000 divide by
its second value whenever second value is not equal to O and

modulus is not equal to 0

e FWhkey = modulus of (date-time’s milliseconds)/1000 divide by
its minute value whenever (second value is equal to 0 or modulus
by second is equal to 0) and minute value is not equal to 0 and
modulus is not equal to 0
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e FWhkey = modulus of (date-time’s milliseconds)/1000 divide by
its hour value whenever (second value is equal to 0 or modulus by
second is equal to 0) and (minute value is equal to 0 or modulus by
minute is equal to 0) and hour value is not equal to 0 and modulus

is not equal to 0

e FWhkey = modulus of (date-time’s milliseconds)/1000 divide by
its day value whenever (second value is equal to 0 or modulus by
second is equal to 0) and (minute value is equal to 0 or modulus by
minute is equal to 0) and (hour value is equal to 0 or modulus by
hour is equal to 0) and day value is not equal to 0 and modulus is

not equal to 0

e FWkey = modulus of (date-time’s milliseconds)/1000 divide by
its month value whenever (second value is equal to 0 or modulus
by second is equal to 0) and (minute value is equal to O or modulus
by minute is equal to 0) and (hour value is equal to 0 or modulus
by hour is equal to 0) and (day value is equal to 0 or modulus by
day is equal to 0) and month value is not equal to 0 and modulus is

not equal to 0

e FWhkey = modulus of (date-time’s milliseconds)/1000 divide by
its year value whenever (second value is equal to 0 or modulus by
second is equal to 0) and (minute value is equal to 0 or modulus by
minute is equal to 0) and (hour value is equal to 0 or modulus by
hour is equal to 0) and (day value is equal to 0 or modulus by day
is equal to 0) and (month value is equal to 0 or modulus by month
is equal to 0) and year value is not equal to 0 and modulus is not

equal to 0

e FWkey = 3 whenever
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modulus of (date-time’s milliseconds)/1000 divide by its second
value is equal to 0 and
modulus of (date-time’s milliseconds)/1000 divide by its minute
value is equal to 0 and
modulus of (date-time’s milliseconds)/1000 divide by its hour
value is equal to 0 and
modulus of (date-time’s milliseconds)/1000 divide by its day
value is equal to 0 and
modulus of (date-time’s milliseconds)/1000 divide by its month
value is equal to 0 and
modulus of (date-time’s milliseconds)/1000 divide by its year

value is equal to 0

For Example

Let Time Stamp equal to “06/02/2005 01:18:59”

With accurate formula,

modulus of (date-time’s milliseconds)/1000 divide by its second
value, so forward key can be found that modulus of 1107627539
divide by 59 equal to 7

Let Time Stamp equal to “06/02/2005 01:17:57”

Because of modulus of (date-time’s milliseconds)/1000 divide by
its second value, 1107627477 divide by 57 equal to 0

With accurate formula

modulus of (date-time’s milliseconds)/1000 divide by its minute
value, so forward key can be found that modulus of 1107627477
divide by 17 equal to 8

Let Time Stamp equal to “06/02/2005 01:32:32”
Because of modulus of (date-time’s milliseconds)/1000 divide by
its second value, 1107628352 divide by 32 equal to O
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and modulus of (date-time’s milliseconds)/1000 divide by its
minute value, 1107628352 divide by 32 equal to 0

and modulus of (date-time’s milliseconds)/1000 divide by its
hour value, 1107628352 divide by 1 equal to 0

With accurate formula

modulus of (date-time’s milliseconds)/1000 divide by its day
value, so forward key can be found that modulus of 1107628352
divide by 6 equal to 2

These below JAVA source code are a part of method about finding forward key,

which calculated from date-time values.

To proof these source code
Let String sDate = “06/02/2005 01:17:57”.

public String getSDate(){
return sDate;

ky

public void MethodCalcFWKey(){

java.util.Date oDate = new java.util.Date();

try{
java.text.SimpleDateFormat formatter = new
java.text.SimpleDateFormat("dd/MM/yyyy HH:mm:ss");
formatter.setLenient(false);
oDate = formatter.parse(getSDate());

}catch(java.text.ParseException e){
System.out.printin(e.getMessage());

}

GregorianCalendar calendar = new GregorianCalendar();
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calendar.setTime(oDate);
int iSecond = calendar.get(Calendar.SECOND);
int iMinute = calendar.get(Calendar.MINUTE);
int iHour = calendar.get(Calendar. HOUR_OF_DAY);
int iDay = calendar.get(Calendar.DAY_OF MONTH);
int iMonth = calendar.get(Calendar. MONTH) + 1;
int iYear = calendar.get(Calendar.YEAR);

if(iYear >= 2000)

iYear = iYear - 2000;

long IMilliSec = oDate.getTime();

IMilliSec = IMilliSec / 1000;

Long IResult = null;

if(iSecond != 0 && (IMilliSec%iSecond) '=0)
IResult = new Long(IMilliSec%iSecond);

else if (iMinute !'= 0 && (IMilliSec%iMinute) 1=0)
IResult = new Long(IMilliSec%iMinute);

else if (iHour != 0 && (IMilliSec%iHour) '=0)
IResult = new Long(IMilliSec%iHour);

else if (iDay != 0 && (IMilliSec%iDay) '=0)
IResult = new Long(IMilliSec%iDay);

else if (iMonth = 0 && (IMilliSec%iMonth) 1= 0)
IResult = new Long(IMilliSec%iMonth);

else if (iYear =0 && (IMilliSec%iYear) '=0)
IResult = new Long(IMilliSec%iYear);

else
IResult = new Long(3);

int iIFWKey = IResult.intValue();
setlIFWKey(iFWKey);
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public static void setlFWKey(int paiFWKey){
IFWKey = paiFWKey;
}

Finally, attribute name iFWKey would be set value ‘8’

Collecting and encoding individual information (Generate One Time Password)

Circumspect authentication usually needs the necessary information, which can
be used to identify owner accurately. The approach of authentication in this study also
needs the specific member information. Some information would be stored in system
database by user registration process while operating member’s log on process force
other information were immediately generated and be distributed to both of member
and system.

In process of user registration, member profile with appropriated format would
be stored in system database such as member first name, last name, email address etc.
Especially for OTP authentication, User PIN is the additional information, which
member must generate and enter it to the system.

After OTP registration process, system administrators would be noticed to
operate their job about generating the set of token application plug in relate to OTP
member profile. (Initialize 3 tokens for each new coming OTP member) Unique serial
number would be included in token source code. Then registered user will be
informed to download one of productive token and automatically set its serial to be
Active Token Serial for that member.

According with Challenge-Response system, while authentication process was
performing user has to request challenge message from authentication system. The
challenge message was included information to identify the source of message or
specific information, which has the purpose to displaying to destination receiver for

encoding then, sends it back to source. In this study challenge message would be
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created by system whenever user request and it would be stored as meantime relation
of user profile. So a part of challenge message can be included Time Stamp and
randomized Server String. The objective of Time Stamp is basis of generating
forward key of encryption. And Server String was the identical information for source
of message generator.

Whenever encryption process was triggered, user had to put User PIN to activate
his/her own token application, which was already included information of User PIN
and Active Token Serial. Then he/she had to continue access to authentication
system to get challenge message, which has necessary information about Time Stamp
and Server String that related with OTP user profile. Finally all of individual
information would be combined and encode by particular algorithm. (Caesar’s Cipher
with time stamp forward key) Result of encryption is the particular format of string
which separates information by preserve character ‘@’. The format of cipher text is
‘encode of Time Stamp@encode of Server String@encode of User PIN@encode of

Active Token Serial’.

For example
e Let defined string, using for date-time encoding is
“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstu
vwxyz01234567”

e Let Time Stamp equal to 06/02/2005 01:58:22 So, the encode of
this time stamp is “GBFB6W” and value of forward key is 16

e Let defined string, using for content encoding is
"ABCDEFGHIJKLMNOPQRSTUVWXY Z+-
*[ 2<>1#$%N&():[1;{},=."0123456789abcdefghijkmnopgrstuvwxy

le + mo

e Let Server String is “Monoalphabatic” So, the encode of this string
is “*DCDgAEXqrglys”
e Let User PIN is “demo” So, the encode of this string is “tuBD”
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e Let Active Token Serial is “1-93675” So, the encode of this string
is “h[pjmnl”

Then Cipher text is consolidation of these encoded information, which was

separated by special character “@”. So, cipher text is

“GBFB6W@*DCDgAEXxqgrglys@tuBD@h[pjmnl”

Decoding and verifying individual information (Verify One Time Password)

Authentication system usually gets the request from visitors who need to access
for conducting their business. OTP message was sent with login id to request for
special grant access to deeper transaction while the owner of login id was assuming
the normal grant access. Static password was used at first for access to web service,
mean that the owner of login id could prove himself/herself to the system and can
conduct his/her business in the normal level of service. Whenever licensee would like
to access to conduct special business. He/She had to request for challenge message
and bring it to precede a One Time Password as the explanation in previous section
(Collecting and encoding individual information)

This section is underlining for mechanism of cracking, decoding OTP message
and include separating information to verify with user profile, which were recorded in
system database.

After receiving OTP, system suddenly verified the format of message. Message
must has the correct format, which has 4 parts of information and each part was
separated by specific character “@”. So, first matter is limitation of message format
must has 3 places of specific character “@”. Whenever system can find separator
more than or less than 3 places in OTP message, mean that the wrong one was
sending from trespassers.

The next convention of both sender and receiver is the sequence of information,
which was separated by special character. First part of message, 6 characters, must
represent the cipher text of challenge message’s Date-Time, which can be brought
to calculate for backward key. Cipher text of Date-Time must be compared with

header reference string. (String, which can be converted to array of 60 characters).
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The second part of message must represent the cipher text of Server String, which
was united with Date-Time as challenge message. The next part is information
represent the cipher text of User PIN, which had ever retrieved from database and
was buried in source code of OTP generator. The last part of message represents the
cipher text of Serial Number of OTP generator, which was also included in
application’s source code and can be identified on relational database that which
number is the activated serial number of user.

After that, the matter of calculation for backward key would be cracked. First 6
alphabets of cipher message represent value of day, month, year, hour, minute and
second. Each alphabet would be compared with header reference, array of characters
that was transformed by string, and get the index of array. 6 values would be
converted in term of Date-Time and converted again to be millisecond since midnight
on January 1, 1970. Then with the same algorithm as encryption process the final
result of algorithm would be Backward Key of decryption. Such as “GBFB6W”,
which can be converted to 06/02/2005 01:58:22, is the main factor of result of
calculation, 16.

Backward key is the main point of next step. Reference string, same string as
reference in encryption process (SREF), would be used for transforming cipher
message. Each alphabet of cipher text of Server String would be compared with
reference string. Whenever cipher alphabet has same value as one of character in
array, system would get the array index of that character then consider on previous
index by reverse counting with a backward key value. So, system could identify the
character on the right indication.

Such as “*DCDgAEXxqrqglys” is a cipher text of Server String, if backward key is
16, 28 is an index of first alphabet ‘*’ base on reference string SREF then a result of
reverse counting from 28 with 16 is 12. Index of ‘M’ is 12 (base on SREF) so first
plain alphabet is ‘M’. With the same algorithm, the consolidation of plain characters
is “Monoalphabatic”.

Other cipher information, User PIN and Serial Number, could be used with
same algorithm to get the plain information. Such as “tuBD” is the cipher text of user
PIN while “h[pjmnl” is the cipher text of Token Serial Number. With the accurate
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algorithm, the consolidations of result are “demo” for user PIN and “1-93675” for
Serial Number.

After all of plain message could be searched by system, profile information,
User PIN and Active Serial Number, would be compared with user’s data, which were
completely recorded in relational database since user registration process was
successful. While Date-Time and Server String were be comparing with last challenge
message of conducting user. In case of one of information form OTP mismatch with

the information on database, the access was denied.

One Time Password (will be expired within appropriated interval)

Whenever visitor accepted challenge message, its allotted span of life must be
counted down simultaneously. This conceptual was considered to setting up in this
approach. The authentication approach of this study was originated base on functional
of authentication device. The one of beneficial qualifications is any password could
not be used twice to accessing to the system.

An OTP (one-time password) system generates a series of passwords that are
used to log on to a specific system. Once one of the passwords is used, it cannot be
used again. The logon system will always expect a new one-time password at the next
logon. This is done by expiration of challenge message. Therefore, the possibility of
replay attacks is eliminated.

In fact, system can investigate OTP message by cracking the Server String.
Server String, apart of challenge message, was generating uniquely by server site
whenever visitor request for challenge message. It was combined with time stamp and
was sent to visitor. This kind of message would be included in One-Time cipher
message (Date-time, Server String, User PIN and Active Serial Number). In point of
view of database, challenge message record was inserted relate with profile of visitor
whenever early generated challenge message was accepted by visitor. Then status of
early-accepted challenge message would be set to “‘Active’. While other records must
have status as ‘Used’ for completely used challenge message and ‘Expired’ for
uncompleted challenge message (visitor cannot response this message within

appropriated interval). In case of old Server String, with status as ‘Used’ or ‘Expired’,
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was sent again to request for grant access. System could investigate that used OTP
wasn’t enable for allowing to access to conduct special service.

Additional, not only password which was generated by authentication device
cannot be used again, but also generator device can be set the configuration for timing
to change dynamic message. 60 seconds might be set as a value of interval that
frequently change consequential message. To apply this conceptual to appropriated
authentication approach, active challenge message must be set expiration. Actually
interval would not be set directly on challenge message record. The current date-time,
when system was triggered for OTP verification, was the one factor of validation for
adapted interval. Subtraction of millisecond of current time and millisecond of date-
time header, apart of OTP was adapted from timestamp when challenge message was
generating, brought to compare with the appropriated interval, which was buried in
decryption algorithm. Such as 60 seconds is the right interval for operation since
generating challenge message to entering OTP to access to system. Whenever
decryption process was triggered result of current time subtract with the time of
generating challenge message must not more than 60 seconds, if not this accessing

was denied.
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CHAPTER V
DISCUSSION

This section describe about consideration on alternative authentication in this
study, the objective of this approach is the specific purpose for granting connection to

user who submit one-time password to authentication system. This process will be

used for grant access in role of special member who can conduct the extra service on

web site.

Gathering resolution by the assessable testing, the volunteers could explain
their satisfaction in the alternated security approach on web-based service in term of
more reliability was increased while the doubtfulness in process of self-registration,
token installation and log on by OTP also was considering after simply evaluation by
volunteers.

Conclusion by the volunteers can be advocated the following summary about
advantage and disadvantage of the alternative approach in this study.

There are some advantages of this authentication concept.

“Wipe out replay attack”

Due to the accustomed authentication by static password, it seem an anxious
about password interception had been remained in user’s mind. Whenever invader can
know user’s login id and its matched password, this constant information could be
used stealthily for illegal accessing to the system all the time. The concept of One
Time Password can remove this kind of anxiety. Interceptor cannot use the constant

password to get authentication. Although they can find the way to get the latest OTP,

the used OTP is just the garbage information of this approach.
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“More concise authentication for special transaction”

In case of demonstrative web service that represented the approach of this
study, the extra level of observable service could be separated ultimately from the
normal level service. The distinguishable feature is the way to request for authority to
access to system for that service. For normal level of service users can be authentic by
simple login id and constant password, while more concise process will be require

whenever user would like to access to extra level of service. By this significant

notification, whoever want to conduct the extra service can be ensured that the
specific service already had more complicated of authentication to identify the right

person.

“Two factors authentication concept was used in this approach”

Due to the one conspicuous concept in device based authentication- two
factors authentication, such as authentication on ATM, technology of banking
business, accessing needs both PIN number as well as the magnetic strip card. Even if
someone attains the PIN number, the card is also needed for access. In addition, if the
card is lost or stolen it cannot be used without the PIN.

Conclusion of the tester volunteers, it showed that all users could understand
in two substantial factors of this concept.

- Something user has - OTP members must install the matched token
application in their client machine.

- Something user knows - User PIN, which was memorized by owner, must be

input to activate the token client application and also this PIN would be included as

apart of One Time Password.

“Communication between the right persons”

The OTP members, who gain extra access authority by using OTP approach,
can be ensured that they were communicating with the right destination host while the
authentication process could make sure in the satisfying level that only extra member,
who owned the client application, can submit the set of individual information as One

Time Password to the system.
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In term of users, Challenge-Response process is the indication of reliable
communication with the right host. Only host was implicated with specific
authentication process could generate the right format of challenge message, which
would be validated by client process of generating OTP.

While the server side can be ensured in the satisfying level that the right
member submit the appropriated OTP from client side. Because of OTP is the
message includes the individual information, which must match with only one
registered user profile (This profile information also was included the last owned

challenge message).

There are some limitations have to concern in this authentication concept.

Although there are so many security concepts support together in this
approach for the main purpose of increasing the reliability of authentication on web-
based service, a little hole of any concept could expand the overall weakness of the

authentication system.

“Breakable demonstrative encode&decode algorithm”

Monoalphabetic cipher or simple substitution is the simple way of encrypting
text. Especially cryptanalysis of the Caesar Cipher can explain the weakness that this
kind of algorithm is so easy to crack. The following sample can represent the
weakness, which due to frequency distribution.

In English, some letters are used more frequently than others.

For example ‘THIS IS A CAT’

Letter ‘A’ occurs frequently in English while the letters ‘I’ and *S’ also occur
as a companion frequently in English sentence.

The message has actually been enciphered with a 27-symbol alphabet. (A
through Z and space for separator between words) So, encryption by Caesar Cipher is
‘WKLV LV D FDW’

By the simple clue, in English there are relatively few small words, which
combine 2 characters, frequency used. Such as ‘am’, ‘is’, ‘to’, ‘be’, *he’, “‘we’ and so
on. In this cipher message, it is so easy to substitute ‘LV’ with ‘IS’ so invader can
know ‘WKIS IS D FDW’. Even if they ‘re still not ensured to find the forward key,
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they can continue guess by simple clue. After word “is’, there’re so many times that
article “‘A’, *AN’ or “THE”’ is follow intransitive verb. So invader can know ‘WKIS IS
A FAW’. Whenever the attacks can guess the forward key, they can crack this cipher
message accurately.

Although encrypting algorithm in this study was improved to be more
complex than Caesar Cipher by adding the transmutable shift key, this algorithm was

still categorized to Monoalphabetic cipher.

“Still require constant password”

With demonstrative processes in this study, there are some constitutions that
still need the normal log on by login id and constant password before operating that
process. For example:

- Require accessing to system as normal user before conducting

process to get challenge massage to put into token application.
- Process of distributing password generator to the member. System

has to identify the right user by static password before granting

access to download token application

“The chance to intercept application installer”

Even using User PIN to activate client application support the concept of Two
Factors Authentication, the approach of this study still has the overlooked chance for
trespassers to steal members’ installation of token application.

The basic authentication by constant password may be enough for verify the
right member before let him/her get the installation from the private directory. But
what is the affectation, if he/she remained that installer in his/her machine after
installation was finished. Somebody, who can open that machine, also can access to
installer file then copy it to another machine. Then what is the violence, if unexpected
fellow already knew his/her User PIN and login id.

In case once interceptor can attain the email, which inform about special URL
for access to download individual installation from his/her quota. The damage would
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be occurred if invader could know the login id and constant password. And there is
most violence in case of trespasser already knew the User PIN.

“Inconvenience of token succession process”

Succession of token in quota of member seem form the usefulness with
concept of anytime-anywhere while the inconvenience of this process was evoking
the trouble to user who would like to return to the used machine. Due to process of

token succession, only latest version of token can be used for this authentication.

Whenever user already downloaded new token to new machine the previous machine

cannot be used until it keep the active version of token.

Because of anytime-anywhere is the one interested concept of web-based
service, so the productive authentication should support this concept also. But there
are confusions in this demonstrative concept of succession. It seem that users had to
be reminded all the time when they tried to use the client token. They had to control
the client application on their current machine to always have the correct version,
which matched with the profile information on the server side.

Whenever use moved to another machine, new version of token would be
activated and it evolved inactive status for the previous version on the old machine.
This is the normally concept of succession in this demonstrative. The confusion
would be occurred after that. In case of user would like to return to the previous
machine (anytime-anywhere), user had to control more than one version of token.
User had the option to remain the latest version of downloaded token by download it
again to previous machine then uninstall the local version and starting install the new
one. Alternative option, user could reactivate the previous version by access to the
private web page and changed status of the local version to be active. It means the last
version on new machine could not be used. Another option, user downloaded the
unused version to a previous machine and uninstall the local token then install the
new one. This option conducts the result that both previous token versions on both

machines could not be used.
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“Inconvenience of generating token quota by administrator”

Complexity of the administration process is the one concern of this supposed
web-based service. Disadvantage was shown in this demonstration that participation
of administration process frequently depend on the manual operation of web
administrator. Especially the processes of generating quota of token belong to each
member.

Administrative web pages were provided with the friendly interface to support
administrator about managing the account profiles that include the token quota
generating. Although system in this study would be generated java source code
(filename.java) automatically whenever new record of token was generated,
administrator still manually compile that source code to be the class files and use the

specific tool for collecting them as installer.

Specific tool (InstallAnywhere 5.5) was chosen for transforming all of
involved class files, with class extension (filename.class), to be the executed file, with
exe extension (filename.exe).

Since compiling java source code to be class files until executed file (.exe)
was produced in specific tool and associating this physical execution to member
profile, every step were operated manually by web administrator.
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CHAPTER VI
CONCLUSION AND RECOMMENDATION

6.1 Conclusion

This section describe about conclusion of this study. Inspiration of this study
is the interested functions of authentication system by device-based dynamic
password generating. The main purpose of this study is analysis for feasibility to
combine the process of authentication by One-Time Password into the web-based
service, which prepared extra processes for the specific members.

By gathering information and setting demonstrative case study, consequence
of the study showed the possibility in the satisfaction level to apply this authentication
concept to web-based service. Although authentication by using constant password on
web-based service cannot be avoided, One-Time Password can increase the reliability
for customer to using it in specific authentication for more beneficial transaction.

However this study just approach the idea to find out the solution for using
One-Time Password in web-based authentication. So many parts of this concept have

to be improved for set up producible authentication.

6.2 Recommendation

There were some recommendations about future study that involve the
opportunity of applying One-Time Password technology to the authentication system
of web-based service that was shown below.

- Using more complicated encode&decode algorithm

- Technology for generating token client application

- Message should be distributed via appropriated channel

- Continue study for tendency to apply on handheld devices
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Using more complicated encode&decode algorithm

Caesar’s cipher algorithm was chosen to modify the experimental algorithm in
this study. However there are so many algorithms that has more complex concept than
this demonstrative algorithm. Other kinds of Monoalphabetib Substitution algorithm
may be able to considered in order to replace Caesar’s cipher such as permutation-
reordering the elements of series.

If “a;, ap, as, ... &’ are the letters of the plaintext alphabet and = is

permutation of the numbers 1,2,3... ,k in a monoalphabetic substitution each Ci=aPi

For example:

If reference string in format of “a;,az,as, ... a’” is “A,B,C,D,E,F,G,H,I,J”

And permutation is & = 1,3,5,7,9,2,4,6,8,10 and m(as) = 7

Such as plain text is ‘F’, pj=as, S0 n(as) = 2

So cipher text is a; = ‘B’

There are many interested algorithms that can be candidate to choose for
modify its algorithm relate to this authentication concept. (Such as RSA algorithm)
Finding out the appropriated algorithm then apply to OTP concept is the one more

suggestion to extend this productivity.

Technology for generating token client application

Although many components of web service site were created with java
technology, it does not mean that distributed client application must be limited by
generating with java only.

In another word, the java technology was selected to provide the decryption
process on this demonstrative server site. But there is no limitation to build the

encryption process on client application by java only.
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It is interested that appropriated algorithm should be included in source code
as native method, which can be registered on client side (such as DLL file) and this
technology can be considered to develop as the plug in which can be added on the
web browser. In addition, it is possible to generate Visual Basic source code that
already include necessary information and decryption algorithm then execute the
token application in case of can be ensured that client side using Windows technology

as operation system.

Message should be distributed via appropriated channel

There are some limitation in the communication process, which has apart of
distributing information to users. Such as the response emails to inform user about the
successful of OTP self-registration or information of URL, which can be represented
the location of privacy login page, in the process of accessing to get the installation
file.

Due to the transmission of personal information must be controlled by more
secure process. While email channel may not secure enough for the real service, The
appropriated communication process should be considered to improve the approach of
this study. There is possibility to integrate the web-based service with the wireless
communication. Whatever message will be able to distribute to the client users via
short text message on mobile phone.

However to improve the communication process, the self-registration process
should be modified so that the details of user profile can be included the necessary

information for the appropriated communication channel

Continue study for tendency to apply on handheld devices

Although this study intends on web-based authentication that using computer-
based technology, the authentication device is manuscript of generating dynamic
password that was referred by the main concept of this approach.

Retracing to considering on original concept may be the right way to push up
the alternative approach of this study. Considering on device concept what is
interested to motivate this study. Due to after registration, the series of message on

device screen always synchronize with information of that device on server so the



Anusorn Kanyaprasankid Conclusion / 100

message can be used as the dynamic password in the authentication process. The
specific device had the algorithm inside so that encodes the new message in every
minute. And that wonder device is compact in order to can be carried easily. There are
interested ideas to put that algorithm into the different device, which can be brought
to anywhere and anytime.

Before submitting OTP to get authentication on web service, client users had
to access to website with normal authority and get challenge message, which was
generated from server side, and they had to activate the special application on their
mobile or pocket PC by entering user PIN then put that challenge message into
handheld device. Finally they can receive the time-based message, which was
generated by algorithm inside mobile phone or pocket PC. The special authentication

can be continuing. One time password was produced already.
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APPENDIX

This section describe about details of how to use the demonstrative web site

for every processes.

Self-registration process for normal level member

Logon process for normal level member

Self-registration process for extra level member, OTP user

Logon process for administrator

Account management for normal level member by administrator
Account management for extra level member - OTP user by administrator
Process for generating new token related to OTP user by administrator
Generate installer by InstallAnywhere 5.5

Associate installer file to token profile record by administrator
Activate and Download token to client machine

Install token application

Launch local token application

Logon process for extra level member, OTP user
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Self-registration process for normal level member

Z e Website - Microsoft Internet Explorer 18] x|
Fle Edt U Tools  H ‘
dmgak - = - @) (3] A | Qisearch [EFavortes Fveda (3 (EA- S HE B D & ~
Adhess [&] Hrtps/locatost:z080jindsx fsp = @0 [uks ?)
=l
Demonstiative Web Service
e
o HNomal Acoess Click
e SignUp Click
|
[&] pene [ [ BB ecalintranet

- Open main page of demonstrative web site by enter
“http://localhost:8080/index.jsp” in Address bar of web browser

- Click on link “Click” of signup menu item

/3 OTP Demostrative Website - Microsoft Internet Explorer

Bl Edt Vew Favorkes Tooks e % E
sk - =» - D & | Qsearch [aravories Girede FEA- S A EE O & »

Adikess [€] bitpsflocshost:a080ipages _Jogonsignup_ormalj=p =] @ [unks »
Self Registrstion for Normal Level

Enter your infomtian.

First Hame —
Last Name: 1
Login Id 1
Password 1
Confim Passwerd: [
emaildddess: [ |

Submit Reset

|

[&] bone [ [ B8 tocalintranst

- http://localhost:8080/pages_logon/signup_normal.jsp is opened
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/3 OTP Demostrative Website - Microsoft Internet Explorer 18] x|
Fle Edt Vew Favortes Tools Help ‘
deback + = - (D [H] A | Goearch CaFavortes Gvedn | E- S 2 W [ & -
address [{@] Fetplocahost 8080/pages_logen/signup_nomal jsp =] P ‘L\nl@ ”‘

Self Registrstion for Normal Level Authentication

Enter your infomat

Fitst Name Michael

Last Name [ngelo

Login Id myaccaunt

Passward: e —

Canfirm Pagsiward ; |-

e-mail Addiess Michael demo.com

Fizset

Home | k

&) Done || [ BEtocalintranet

- Enter client user’s information on Signup page
- The necessary information are First Name, Last Name, Login id, Password,
Confirm Password and e-mail Address then submit information to the system

by pressing Submit button
S

Fil= Edt View Favortes Took Help ‘
dagack - = - (D (2 A | Dsewch Caravortes Fwedn B | B S oA B 8 ) &% -

Adikess [€] bitpsflocshost:a080ipages _Jogonsignup_ormalj=p =] @ [unks »

Self i ion for Normal Level

Enter your infomtian.
Infarmwation i nat vald
Please, Enter your passwerd and confim it carectly mypassowrd, passward (at least 6 digis]

First Hame Michael
Last Name : [Engelo
Loginld myaccaunt

|

[&] Done [ [ B8 tocalintranst

- In Case entered data is invalid the signup page will be reloaded with alert
messages and waiting for valid information

- Client user has to reenter the right information and submit to system by
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pressing on Submit button

Internet Explorer 18] x|
Gredn B|A-SAEDE D H ~
Address [&] bt localhost @080 pages_logonflogon_normal jsprRedrect Text=true = e ‘L\nl@ ”‘
Congratulation for your registration, Michas!
please log on to the system by your new login name and pessword
Account 1D
Password
Submit | Reset
Hom
€] Done [ | [ BEtocalintranet

- Finally “http://localhost:8080/pages_logon/logon_normal.jsp” is opened to
allow user access to the system.
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Logon process for normal member

Z e Website - Microsoft Internet Explorer 18] x|
T Tt |
dmgak - = - @) (3] A | Qisearch [EFavortes Fveda (3 (EA- S HE B D & ~
Adhess [&] Hrtps/locatost:z080jindsx fsp = @0 [uks ?)

E
Demonstrative Web Service
Ace
o Homal Access Click
e SignUp Click
|
[&] pene

[ [ BB ecalintranet

- Open main page of demonstrative web site by enter
“http://localhost:8080/index.jsp” in Address bar of web browser
- Click on link “Click” of normal access menu item

/3 OTP Demostrative Website - Microsoft Internet Explorer

Flle Edt View Fovortes Took Help

\ ‘ &
Eback = - D [A | Dsearch [aravories Pirede F|E- S AEE D & » /

Address [€] Http:Jflocahhost :8080{pages_logon/logon_normal.isp

=] @ [unks »
|
Account 1D
Passwerd:

Submit Reset

=
2
=
&

-]
[&] bone

[ [ B8 tocalintranst

http://localhost:8080/pages_logon/normal_logon.jsp is opened
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EBack + = @.ﬁ\@s ch [ElFavorites Siveda (BB S S 28 0 & -

addvess [&] bt localhost @020 pages_logonflogen_normal.jsp

= e ‘L\nl@ ”‘

Accourt D ; [rpascaunt

Patzword: |1—
Rissst

€] Done:

Information is not valid
System cannot find information of myaccount, please iy to snter your Logindame and Password

Accourt 1D :
Password :

Submit Reset

=
2
=
&

[-|

€] Done [ | | B tocalintranet

- In Case entered data is invalid the logon page will be reloaded with alert
messages and waiting for valid information
- Client user has to reenter the right information and submit to system by

pressing on Submit button
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=& x|
GBack v = - D 2| Qsearch [GiFavoites Hiveda | - S8 A 2 B % -
Address [&] bt localhost @080ipages_contentjwelcame.jsp

01/05/2005 16:55:59
Member Code - UISR-0003

‘wielcome to our service  Michael Angelo

= e ‘L\nl@ ”‘

|

Welcome : Angelo

Member Number is - LISR-0003

First Name is Michasl
Last Mame is Angelo
Login ID is myaccount
emal Address is Michael@ demo.com
Aocount Stab i
Home | Back | Genetal Product

€] Done:

|| [ BEtocalintranet

allow client user access to introduction page,

“http://locclhost:8080/pages_content/welcom.jsp”

“General Product”

/3 DTP Demostrative Website - Microsoft Internet Explor
File  Edit Ve

Tools el

deback + = - (D [F A | Bsearch Caravortes Gvedn |- S E W 0 & -

[-|

These information, Account ID and Password, were verified before system

Then user can access to next page for conduct the service by click link

Address [&] bt flocalhost #080jpages_productjproduct.jsp

mber Code : 1SR-0003

‘wielcome to our service  Michael Angelo

Sample Page of Normal Level Service

This is area bar displaying our products ta: Michae!

Home | Back | Specisl Transaction

€] Done:

[ | | B tocalintranet

The sample page of normal level service,

http://localhost:8080/pages_product/product.jsp is opened

[-|

= e ‘ Links ”‘
01/05/2005 16:57.08
Mer
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Self-registration process for extra level member, OTP user

GBack + = - @

A | Disearch [EFavorites Pveda (BB S = E B H & ~

Address [€] http:/flocahhost :8080/pages_productjproduct.fsn

26/04/2005 23.32:45
Member Code - USR-0003
“w'elcome to our servics | Michael Angela

Sample Page of Normal Level Service

This ks area for displaying our products to - Michas!

Home | Back | Special Transaction

|
@

[ [ BB ecalintranet

- User can access to special page for conduct the extra service by click on link
“Special Transaction” on normal level service page

/3 OTP Demostrative Website - Microsoft Internet Explorer

_[8( x|
Flle Edt View Favorites Took Help

|
dagack - = - (D [2) A | Dsewrch [iFavortes Fvedn H|Eh- S B W [ & -

Address |Ej hittp: {flocalhost:3080{pages_logon)otp/logon_otp. jsp j @& ‘L\nls ”‘

25/04/2005 23:33:59
Member Code : 115R-0003
Weloome to our service : Michael Angelo

This is area for OTP merber, plase lagan.

Challangs Message -

Get Challenge | Accept

Account 1D myscoount

One Time Password
Special Signup Submit Reset

Home | Back

-]
[&] bone

[ [ B8 tocalintranst

- The first page of extra level service,
http://localhost:8080/pages_logon/otp/logon_otp.jsp is opened

Client user, who has never registered to system for special authentication, has
to request for OTP self-register page by click on link “Special Signup”
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23 OTP Demostrative Website - Microsoft Internet Explorer

file Edit View Favoites Tools  Help

deBack + = - (D (2] 4| Qisearch CaFmvortes Hvedn 8| Ey- 5 = 5 &

address [{@] Fttpocahost 8080/pages_logen/otp/sianup_otp sp =] P ‘L\nl@ »]
25/04/2005 23:35.04

Member Cade - LISR-0003

Welcome to our service : Michael Angelo

TP Loginld: myasscount

Same as Nomal Login Id

User PIN This PIN willbe sed for open yaur awn plugin
Confim PIN :

e-mail dddress © Michael@demo com OTF Plug In will be sent to this address

Submit Reset

N R =l
o e i - T=C

http://localhost:8080/pages_logon/otp/signup_otp.jsp is opened

23 OTP Demostrative Website - Microsoft Internet Explorer

Bak v = v @ ERA) \ @Saarth G

Addkess [ ] hzp: llocalhost 300jpages logoniotg/sanup_otp.jsp e | unks
IR04/2005 23.35.0¢

Member Code : USR-0003

wielzome (o our service : Michael Angelo

OTP Loginld - REEENRD

Game as Normal Login Id
Usar PIN This PIN willbe used for open your o plugin
Confim PIN - [=1

el Address | Michael@demo.com OTP Plug I will be et to this address

Rese

Home | Back

[&]pene

- |

[ [ B Localintranet

Enter client user’s information on OTP Signup page

The necessary information is just User PIN and Confirm PIN then submit
information to the system by pressing on Submit button
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=18] x|

es fveds (BB S S EH D& -
Addvess [&] bt localhost @020 pages_logon/atp/sianup_

otp.jsp

= e ‘L\nl@ ”‘

25/04/2005 23.54:01
Member Code - UISR-0003
‘wielcome to our service  Michael Angelo

|

Congratulation for your registration

€] Done:

[-|

|| [ BEtocalintranet

Finally “http://localhost:8080/pages_logon/otp/signup_otp.jsp” is reloaded to

Appendix /112

display greeting sentence for new coming registered user and inform user

about the time of the registration.
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Logon process for Administrator
=15 x|

To He
A | Disearch [EFavorites Pveda (BB S = E B H & ~
E

Address |ej http: flacalhost :8080pages_adminfpages_logon/logon_admin.jso

- |

[ [ BB ecalintranet

[&] pene
- Open main page of demonstrative web site by enter

“http://localhost:8080/pages_admin/pages_logon/logon_admin.jsp” in Address bar
=18] x|

of web browser
Help ‘

=] @ [unks »

=

Edt View Favortes Tools

Eile
ek v = - DD | Dsearch Garavore: Prede FE-SAEE O & -

Address |@ hittp: {localhost:8080/pages_adminpages_logon/logon_admin. jsp

Admin D : [webadmin
Password : [F=]

Fese

=
2
=
&

|

[ [ B8 tocalintranst

[&] bone
- Enter “webadmin” and “webadmin” order by Admin ID and Password then

submit information to the system by pressing on Submit button
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/2 OTP Demostrative Website - Microsoft Internet Explo

_18] x|
Fle Edt Vew Favortes Tools Help ‘
deback + = - (D [H] A | Goearch CaFavortes Gvedn | E- S 2 W [ & -

Address [&] bt localhost 080jpages_adminjpages_content jwelcome.jsp

= e ‘ Links ”‘
26/04/2005 00:00:23
Admin Code : USA-0000
i

‘wielcome to our service © Wiehddmin wehddmin

Welcome : Wehédmin

Member Number is - LISR-0000
First Mame s Webbdmin
Last Mame is ‘wiehfdmin
Login 1D is webadrin

webadmin@webdemo. com

-]
€] Done:

|| [ BEtocalintranet
These information, Admin ID and Password, were verified before system
allow administrator access to introduction page,

“http://locclhost:8080/pages_admin/pages_content/welcome.jsp”
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Account management for normal level member by administrator

e Website - Microsoft Internet Explorer

_18] %]
File E i Ton He ‘
GBack v = - @) (3] A | Qoearch [Favortes Fveda (F (B S E B [0 &
Address [{@] Mt/ Jlocahost =] Po ks ?

E

26,04/20065 00.00.23
Adrmin Code - USR-0000
ielcome to our service : Webddnin Wehddmin

x ._content/welcome. jsp

Welcome : Webddmin

Member Number is : LISR-0000

First Name is “wlehibdmin
Last Name is “wlehbdmin
LognID is webadmin

emal Address is webadminE webdemo. com
Account Status i active

Home | Back | Accounts

-]
[&] pene

[ [ BB ecalintranet

Administrator can access to the page for perform account management by
click on link “Account” on introduction page

/3 OTP Demostrative Website - Microsoft Internet Explorer

_[8( x|
Flle Edt View Favorites Took Help

|
dagack - = - (D [2) A | Dsewrch [iFavortes Fvedn H|Eh- S B W [ & -

Address [€] Http:flocahhost :8080{pages_adminjpages_manage_accountjac

counts_search.jsp

26/04/2008 00:02:02
Admin Code - USR-0000
Weloome to our service | Wehddmin WehAdmin

=] @ca [unks »
E

This is page for Normal Account Management | OTF Account
Seah By

Member Number
Login D
First Mame

Last Name
email &ddress
Status Al

Search Clear

Home | Back | Another ddmin Pages

-]
[&] bone

[ [ B8 tocalintranst

The administration page searching appropriated records of normal level
members,

“http://localhost:8080/pages_admin/pages_manage_account/accounts_search.j
sp” is opened
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/2 OTP Demostrative Website - Microsoft Internet Explorer

_18] x|
Fle Edt Vew Favortes Tools Help ‘
deBack + = - (D (2] 4| Qisearch CaFmvortes Hvedn 8| Ey- 5 = 5 &

address [{@] Fetp/ocahost 8080/pages_adminipages_manage_accountfaccounts_search.jsp =] P ‘ Links ”‘
26/04/2005 00:02.02

Admin Code - USR-0000
‘wielcome to our service © Wiehddmin wehddmin

This it page for Normal Account Management | OTP Account
Seah By

Memberhumber: [
Login ID ——
Fitst Mame M
Last Name — 1
emailaddess: [

Status Al

Clear

Home | Back | Another Admin Pages

|
&) Done || [ BEtocalintranet

Enter client user’s information in order to search the appropriated records

Such as “M*” and “All” order by First Name and Status then click on Search
button

/3 OTP Demostrative Website - Microsoft Internet Explorer

_[8( x|
Flle Edt View Favorites Took Help

|
dagack - = - (D [2) A | Dsewrch [iFavortes Fvedn H|Eh- S B W [ & -

Address |Ejhttp:N\nm\hust:ﬂuﬂutpages_admmtpages_manage_acmunuazzuunts_searzh.1sp j @& ‘L\nls ”‘

26/04/2005 00:04:43
Admin Code - USR-0000
Weloome to our service | Wehddmin WehAdmin

This is page for Normal Account Management | OTF Account

Seah By This is ares for displaying our products to - Webdmin

Membertumber: [ Member Number Login D First Hame Last Name Email
USA-0003 myaccount Michael  Angel Michask@demo com
Login D [
First Mame W+
Last Hame
emailAddiess . [

Status Al -
Search Clear

Another dmin Pages

Page 111 Total Recod - 1

Home | Back

-]
[&] bone

[ [ B8 tocalintranst

- This search page,

“http://localhost:8080/pages_admin/pages_manage_account/accounts_search.j
sp” was reloading then the search result is shown on the right side of page

Administrator can click on link, which is displayed as member id, so that the
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page for manage profile of this member will be loaded.

/3 OTP Demostrative Website - Microsoft Internet Explorer

=18 x|
File Edit Vew Favortes Tools Help

|
GBack v = - @) (3] A | Qoearch [Favortes Fveda (F (B S E B [0 &

Address [€] http:/flocalhost :8080/pages_adninipages_manage_accountjedit_normal_account jspimember_nun=U5R-0003

26/04/2006 (0.05:35
Admin Code - USR-0000
“welcome to our servics | \Webddmin \webddmin

Member Number - USR-0003

First Name [Michae!
Last Name [brgeb
Status [betive =]

Ernal Michael@ dema.cam
Submit | _Restore
ome | Seaich
[&] pene

[ [ BB ecalintranet

- The page for manage member’s profile
“http://localhost:8080/pages_admin/pages_manage_account/edit_normal_acco
unt.jsp” is opened

- Administrator can modify member’s information (First Name, Last Name,

Email Address and Status) then pressing on submit button to save this
modification.
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Account management for extra level member - OTP user by administrator

e Website - Microsoft Internet Explorer

nos _18] %]

File E i Ton He ‘

GBack v = - @) (3] A | Qoearch [Favortes Fveda (F (B S E B [0 &

Address [{@] Mt/ Jlocahost =] Po ks ?
E

26,04/20065 00.00.23

Adrmin Code - USR-0000

ielcome to our service : Webddnin Wehddmin

._content/welcome. jsp

Welcome : Webddmin

Member Number is : LISR-0000

First Name is “wlehibdmin
Last Name is “wlehbdmin
LognID is webadmin

emal Address is webadminE webdemo. com
Account Status i active

Home | Back | Accounts

-]
[&] pene

[ [ BB ecalintranet

Administrator can access to the page for perform account management by
click on link “Account” on introduction page

/3 OTP Demostrative Website - Microsoft Internet Explorer

_[8( x|
Flle Edt View Favorites Took Help

|
dagack - = - (D [2) A | Dsewrch [iFavortes Fvedn H|Eh- S B W [ & -

Adikess [] bitpsfflacathost:a000jpages _atrinfpsges _menags_sccountjac =] @ca [unks »

counts_search.jsp

26/04/2008 00:02:02
Admin Code - USR-0000
Weloome to our service | Wehddmin WehAdmin

This is page for Normal Account Management | OTF Account
Seah By

Member Number
Login D
First Mame

Last Name
email &ddress
Status Al

Search Clear

Home | Back | Another ddmin Pages

-]
[&] bone

[ [ B8 tocalintranst

The administration page searching appropriated records of normal level
members,

“http://localhost:8080/pages_admin/pages_manage_account/accounts_search.j
sp” is opened
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- Administrator can swap the page of normal account management to the page
of OTP account management by click on link “OTP Account”

2} 0TP Demostrative Website - Microsoft Internet Explorer
File Edit View Favortes Tooks  Help

=18x|
|
&back - = - @D 2] | Doeach GaFovortes Eiveds (BB S A S [ & -

adress [ ] brepalocahost _ad . MEnage_ACcoUNKjatp_accaunts_search. sp ~] Poo unks »‘

26/04/2005 00:05:10
Admin Code : USR-0000
“w'elcome ta our service : Webddmin ‘wWebddmin

Thiz s page for TP Account Management | Noimal Acoount
SeahBy
MemberNumber: [
LoginID — 1
FistMame: [
LastName: [
emaildddiess: [
Account Staws: [A1 =]
OTPStahs:  [A =]
Search | Clear |

Home | Back

=
&} pone

‘ | ‘ LDCE|Ir\tvar\et

- The administration page searching appropriated records of normal level
members,

“http://localhost:8080/pages_admin/pages_manage_account/otp_accounts_sea
rch.jsp” is opened

23 OTP Demostrative Website - Microsoft Internet Explorer

File Edit View

Tools  Help ‘

GBack v = - @) (3] A | Qisearch [EFavortes Fveda (F|BA- S HE B [0 & »

Adikess [&] bitp:/flocahost:a030ipages_adminipages_manage_accountiotp_accounts_search.jse = @0 [uks »)

26/04/2005 000310
Admin Code - USR-0000
“welcome to our servics | \Webddmin \webddmin

This ks page for TP Account Management | Noimal dccount
Searh By
Memberhumber: [
LoginID 1
First Mame 1
LastMawe: [
emailaddress: [
Account Status: [A1 =]
OTP Stats Prospect =
-

- |

[ [ BB Localintranet

- Enter OTP client user’s information in order to search the appropriated records
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- Such as “Prospect” for OTP Status then click on Search button

/3 OTP Demostrative Website - Microsoft Internet Explorer

=18] x|

File Edit View Favortes Tools  Help

GBack v = - @) (3] A | Qoearch [Favortes Fveda (F (B S E B [0 &

Address [€] http:/flocahhost 8080/ pages_adninipages_manage_accountjotp_accounts_search.jsp

~| e ‘L\nks ”‘

26/04/2005 0010045
Admin Code - USR-0000
“welcome to our servics | \Webddmin \webddmin

|

This ks page for TP Account Management | Noimal dccount

Searh By This is area for displaying our products to - Webddmin

USA0003 myaccount Micheel  Angele  Michasi@deme.com praspect
Login 1D
(EEdEL Page 171 Tatal Record : 1
Last Hame
email Address
AccountGtatus: [A1 7
TP Status Prospect =
Ceal

Home | Back

Mermber Number l— Member Humber Login ID  First Mame Last Name Email Angthing Else

- |

[&] pene

- This search page,

Local intranzt

“http://localhost:8080/pages_admin/pages_manage_account/otp_accounts_sea

rch.jsp” was reloading then the search result is shown on the right side of page
- Administrator can click on link, which is displayed as member id, so that the

page for manage profile of this member will be loaded.

/3 OTP Demostrative Website - Microsoft Internet Explorer

=18] x|

File  Edt View Favories Tools  Help ‘

GBack v = - @) (3] A | Qisearch [EFavortes Fveda (F|BA- S HE B [0 & »

Adhess [ Https locahost:2080/pages_adrinipages_manage_accountjedt_otp_sccount, jsp?member_num=LSR-0003 =] @o ks ?

26/04/2006 001210
Admin Code - USR-0000
“welcome to our servics | \Webddmin \webddmin

Edit OTP Account List Token

Member Mumber . ISR-0002
First Mame Michael
Last Mame Angeln

Email Michael@demo.com

User FIN rppin
OTF Status Frospect =
Submit | Festore

Home | Search

-]
[&]pene

[ [ BB Localintranet

- The page for manage member’s profile
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“http://localhost:8080/pages_admin/pages_manage_account/edit_otp_account.
jsp” is opened
- Administrator can modify member’s information (just User PIN and OTP

Status) then pressing on submit button to save this modification.
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Process for generating new token related to OTP user by administrator

/3 OTP Demostrative Website - Microsoft Internet Explorer

=18] x|

File Edit View Favortes Tools  Help

GBack v = - @) (3] A | Qoearch [Favortes Fveda (F (B S E B [0 &

Address [€] http:flocahhost 080/pages_adminipages_manage_accountjedic_otp_account. ispmember_num=LsR-0003

~| e ‘L\nks ”‘

26/04/2005 001210
&cimin Code - USA-0000
Welcame to our service : Webddrmin WebAdmin
Edit OTP Account List Token
Menber Nurber : USR-0003
Fist Name Michael
Last Wame Angelo
Emai Michasl@ demo. com
User PIN myein
TP Status Frospect =
Submit | _Restors
Home | Seaich
[&] Done

- On the page for manage member’s profile

[ [ BB ecalintranet

“http://localhost:8080/pages_admin/pages_manage_account/edit_otp_account.

jsp” administrator can list all of related token by pressing on “List Token”
button

/2 OTP Demostrative Website - Microsoft Internet Explorer

file Edit View Favoites Tools  Help

deback + = - (D [F A | Bsearch Caravortes Gvedn |- S E W 0 & -

Address |@j hittp: f{localhost:8080/pages_admin/pages_manage_accountjedit_otp_account. jsp?member_num=USR-0003

= e ‘L\nl@ ”‘

26/04/2005 00:14:07
Admin Code - USR-0000
‘wielcome to our service © Wiehddmin wehddmin

Edit OTP Account
tember Number : USR-0003

List Token | List of Token

Serial Number Status  Installation

Fist Name : Michael Gengrate New
Last Mame Angelo
Email Michael@ demo.com

Inform Michaei@dzma. cam

User PIN MRt
OTP Status Praspect =
Submit | Restore

=

ome | Search

[-|

€] Done:

[ | | B tocalintranet

- Inorder to generate new token and relate to this OTP user, administrator can

press on “Generate New” button.
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i8ix]

Ee G GEew Fowies b EEw ‘

GeBack + o - (2] @seerch |Dyrdders () 02 T X ) | FE-

Address |D C\romcat T\End_Product J5R-0003|1-930508 x| Pe ‘
Folders x (| 4 = [JExecuted
ol Tc = "C] L (e8] ToKEN1 930506 ava
{1 TCTEMP .
O et 1-930506
£ tomeat
-3 bin Select an item to view its description,
#-C1 common Sae alsos
& conf Hy Documents
C logs My Mstwork Plares
B0 server My Compurer
-] shared
1 temp

=+ webapps
-] ALL-ROGT
71 examples
(20 rooT
=0 bak =
“Coe
£ End_Praducts
] personalusr-0001
] personalusr-000z
2] personallisk-0003
=] 1o
2 include_files
{71 lava_source_Code
{21 lava_Source_Code_Bak
{1 log
{1 pages_admin
{1 pages_rontent
{1 pages_srror
{1 pages_logan
{1 pages_product

[
=

&

{1 pages_prospect

L0 wEs-INF
-] tomeat-docs
™ “a -
«| | >
2 object(s) (Disk Free space: 1.14 GB) [irzke 5 My Computer

- Personal directory of active OTP user would be created automatically on
server disk space. Suddenly the java source code file also was created and
stored in that directory automatically. (Administrator has to compile this java

file and store the product of this compilation, class files, to the appropriated

directory)

/2 OTP Demostrative Website - Microsoft Internet Explorer

Fle Edt Vew Favortes Tools Help ‘

deback + = - (D [F A | Bsearch Caravortes Gvedn |- S E W 0 & -

Address [&] bt localhost 080jpages_adminpages_manage_account edi_otp_account, jsp?member_num=L=R-0003 = e ‘Lml@ ”‘

26/04/2005 00:16:26
Admin Code - USR-0000
‘wielcome to our service © Wiehddmin wehddmin

Edit OTP Account List Token | List of Token

Member Nurber: UISF-0003 Serial Number Status  Installation
Fict Hame : Michasl 1930506 in stock. installation
Last Name fngelo Genarats New
Emal Michasl@demo. com

Inform Michel@demo.com |

User PIN [min
OTF Status Frospect =
Submit | Flestore

=

ome | Search

[-|

€] Done [ | | B tocalintranet
- This OTP account management page,

“http://localhost:8080/pages_admin/pages_manage_account/edit_otp_account.
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jsp” was reloading then the search result of new token is shown on the right
side of page
- Administrator can click on link, which is displayed as token’s serial number,

so that the page for manage profile of related token will be loaded.
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Generate installer by InstallAnywhere 5.5

ok Express
B Adobe Reader 6.0
Micrasoft Access

s Micrasof: Excel

WinZip (&) Microsoft Outiook
Micrasoft PawerPaint

wilaanms Office Micrasoft word

N 3 & Microsoft Activesync
aEnLanas Office

=
g ©
g

3
=]
g
H

g am FllesInstalanywhere 5.5 Now

B o PR

Documents

f Fh setings
r C% Search
{9
;I @ Shut Down. ..

FEil T KT U e s Y RAG BB L o

- Activate InstallAnywhere 5.5 (for window), specific application for create

installer from java class files, by using command Start button on task bar /
Programs / InstallAnywhere 5.5 Now / InstallAnywhere
S S

arme foryaur

E InstallAnywhere NOW!

HE—'W Pfﬂj&ﬂf Click the "Save As...
™ |InstallAnywhere project.

" Open Existing Project

— Hew Project

Froject File Mame: | Click"Sawe As.." Save Az |

Exit | Advanced Designer.. | Ahout... | [ Bl = |

- Popup window of starting the project for generate installer
- Administrator has to press on Save As... button
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F,' Installanywhere MOW! - TOKENO1 {(My_Produckt.iap_xml}) 101 =l
SEf fﬂfﬂ... Type the requested information about your product into each
field.
o Y

~ Project Info

Praduct Narme: | TOKEND1

(Dizplayed on Title Bar of Install Steps)
Installer Mame: Iinstall
Install Folder Mame: |$PRODUCT_NAME$

Exit |

Application & Shaout Mame: ITOKEND1|

Appendix / 126

- Enter the Product Name, Installer Name, Install Folder Name and Application

& Shortcut Name
- Then press on Next > button

F,' Installanywhere MOW! - TOKEND1 (My_Pruduct_.iap_Hml)

VRN &) 18]
—

ﬂﬂ'ﬂ' .FHES Click "Ad afile,
select the file \
0o

~ File/Folder Hierarchy

EI---Q User Install Folder (FUSER_IMSTALL_DIRE) ;l
...... Nl:lﬂlES
Add Files... |
Fermoye |
Kl | _»I_I
Exit | Advanced Designer.. | = Back | [t = |

- Popup window of adding java class files to installer

- Administrator has to press on Add File... button to select appropriated class

file to this project.



Fac. of Grad. Studies, Mahidol Univ. M.Sc.(Tech. Of Info. Sys. Management) / 127

& add Files To Project |
Falder: |_| JavaFiles ll A | < | . | v | ljﬁ_\-l 'l
Path: [D:webAdminmavaFiles ~| oo

Add Add All EEMmOVE

Files To Add:___.

Cancel | [Fone |

- Popup window of selecting appropriated java class files that were compiled
from java source code file.

- Administrator has to select all of related class files then press on Add button

[ addfiles Toproject U S8
Falder: |;|JavaFiIes ll il il Ll ll il !l
Path: |D:webadminavaFiles ~| oo]
1 Backup s (17 == L

Bl TEST

Add Add All Femove

Files To Add:

TOKEM1330506%1 class - DodWebAdmintavaFilesTOKEN1 93050681 class
TOKENT153040652 class - DWebhadminmJavaFilest TOKENT1930506%2 class
TOKEM1330506%3 class - DodWebAdminavaFilesTOKEN1 93050653 class
TOKENT153050654 class -- DOWebhAdmimJavaFilestTOKEN1 93060654 class

] TOKEN1330506 s - DiwWehAdminmJavaFilesiTOKENT930506

Cancel | Dione |

- Popup window of selecting appropriated java class files show the result of

selection
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- Administrator has to press on Done button to confirm this slection

F_‘ InstallAnywhere NOW! - TOKEND1 (My_Produckt.iap_=mil) - |EI|5|

Adﬂ' FHES Click"Add Files.." to add files to your project. Ta remaowe a file,
zelectthe file inthe tree and click "Remowe "

ve

~ File/Folder Hierarchy

=) User Install Folder (SUSER_INSTALL_DIRS)
[T} TOKEN183050881 class
[} ToKEN183050852 class
[T} TOKEN1830508$3 class
[} ToKEN193050654 clas

[ o

Add Files... |

Exit |

- Turn back to popup window of adding java class files to installer, which

display all of included class files.
- Administrator has to press on Next > button

F,' InstallAnywhere NOW! - TOKEND1 (My_Product.iap_xml})

Choose Majp...  CickAutomatically Fing Main Classes*ia locate all main
classes, ortype the name ofyour main class in the textbox

008 Click"Change..." to choose an icon for your LaunchAnwwhere
launcher.

. Choose Your Main Class

Main Class (Full Fackage Mame):

TOKEMN1930506

LaunchAmwhere lcon

= g Change... |
g Al

Default |

Altomatically Find Main Classes |

Click to automatically find all main classes inyour praject.

Exit | Advanced Designer... | = Back |

- Popup window of selecting the main class of java application

- Administrator has to press on Automatically Find Main Class button then
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press on Next > button

E InstallAnywhere NOW! - TOKEND1 (My_Produckt.iap_=mil) - |EI|5|

SEI l.‘fassparh Click "Autormatically Set Classpath” to do this task autamatically,
or choose any items on the list and select the "In Classpath®
0008 checkboxto add therm to the classpath.

— Set Classpath

Em Uszer Install Folder (§LISER_IMSTALL_DIRE)

_ ...... ND ﬂles
[N Elassmath

ClazspathfEz!

Exit |

- Popup window of setting the class path
- Administrator can skip this task by press on Next > button

F,' InstallAnywhere NOW! - TOKEND1 (My_Product.iap_sxml) .-.

Build Installer.. =etectal

installeris). To B 5| AV W dled with
00008 wadr installer, go to i

 Build Installer for...

Wiiithaut Wi Wiith Wi
Mac 05 ¥ []
WWindows [ 1
Al [1 =
HP- LI ] |
Linux [ =
Solaris ] |
Liniz (AID ]
Cther Java-Enahled Platfarms [

Click to go back to the "Set Clazsspath” step.

Exit | Advanced Designer... | = Back | Build I

- Popup window of selecting appropriated platform

- Administrator has to select Windows platform without Java Virtual Machine

then press on Build button.
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Bmldlng |

InstallAnywhere NOW!

Need more features?
Try InstallAnywhere Enterprise Edition you'll get:
= More Actions, Rules and Panels
# Complete Installer Customization
» Localization for 29 Languages

__-—'—‘_""h\
ZErRO =

Saving External Properties..

b Click Arrow to disclose Build Details...

- Popup window of indicating that installer is under producing

Try installer...
pQooee
~ Installer Location

YourWeh Installer is Locs

ID:‘LWebAdminllnstallatinns

Your Project is Saved at;

Exit InstallAnywhere.

Exit | Advanced Designer... | = Back | Tr\,flt

- Popup window of displaying that building installer is completed and show the
path of project result.

- Administrator has to press Exit button then go to the directory, which store the
expected installer.
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=18] x|

$oBack + b - (2] @seerch |Dyrdders (3 DY 03 X | FE-

Address [ Dewebdmin|Instalations| 230506y _Product|iy_Product_Euid_Outputiweb_InstalersiinstDatalwindovisiabi

j@ao‘

Folders

X

i *[1 TP sef Registration
- +L0 Master
20 Result
3 nvolvement:
Comw
] Programming
1 wetbema
{1 Raose
L1 searsz
£ setup
L1 Siebel
{1 SIEBEL ShortCut
L1 software
1 temp
£ tomeat

L1 visio 2000 Standard Edtion
L1 visinz00z
L visioPra
L1 vwrebiadmin
=] Installations
=3 1-g30506
- =0 My_Product
2] buidinstaller1 tmp
B My_Product_Build_Output
- B0 web_nstallers
£ Instoata
3 com
L mages
£ Windows
43 Mot
S

il S |

o

] -
M
NoVM
install.exe
Application

Modified: 4/26/2005 00: 34
Size: 1.31 MB

Attributes: (narmal)

Type: Application Size: 1.31 MB

|La1me

InstallAnywhere project.

OTP user who owns the quota of this token.

5 My Computer

Window explorer displays the path and file of install.exe, product of this

Administrator has to copy or move this install.exe to the personal directory of
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Associate installer file to token profile record by administrator

[Breccced =l8]x]|
Fle Edt Vew Favortes Took Hel \

Bak + = - 5] | Qsearch |Ghroders (| 03 08 X o | [l

Address [ C:ytomeat OOTIERd_Produc J5R-00031 uted | @50 ‘

Folders > [[= = [ inctal, =xz

L1 Email Admin = LC] L

L1 Email Inbound -

O Fuck Executed

L1 10ing_nT

£ Tretpub install.ese

2 j2sdk1.4.0_01 Application

- g ME-SETUR.T Modified: 4i26/2005 D0:34
Program Files

£ suparviser Size: 1,31 MB
C

L reTeme

L et

L1 tomeat

3 bin

-] common

-1 conf

-7 logs

B0 server

F_] shared

1 temp

B webspps

1 au-root

(] examples

=0 rooT
bk

| Qo
=] End_Praducts
¢ B+ personallsr-0001

B personalisr-0002
¢ B2 personalisr-0003
=] 1-930506

'3 Exeruted
0 includs_files

(21 Java_Source_Code &
R - -
< | 3

Type: Application Size: 1,31 MB

attributes: (normal)

I = py Computer

- Copy or move the installer.exe to personal directory of current OTP user (sub
directory “Executed” in personal directory is recommended)

/2 0TP Demostrative Website - Microsoft Internet Explorer & x|

Fil= Edt View Favortes Tooks Help ‘

dagack - = - (D [2) A | Dsewrch [iFavortes Fvedn H|Eh- S B W [ & -

Address |Ej http: flocalhost:8080/pages_adminpages_manage_accountfedit_otp_account jspPmember_num=LSR-0003 x| Pa ‘Lmls >

26/04/2005 00:16:26
Admin Code - USR-0000
Weloome to our service | Wehddmin WehAdmin

Edit OTP Account List Token | List of Token

Member Nurber: USR-0003 Serial Number Status  Installation
First Name : Michael 1930508 in stock. installation
Last Name Angelo Forrs
Emall: Michacl@dema.com

Infeim Michael@dema.com |

User FIN [mypin
OTP Status : Frospect =
Subnit | Restore

=

ome | Search

-]
[&] bone

[ [ B8 tocalintranst

- On OTP account management page, Administrator can click on link, which is

displayed as token’s serial number, so that the page for manage profile of
related token will be loaded.
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Address [&] bt localhost @080ipages_adminpages_manage_account e _otp_account,jsp?member_num=LsR-0003&token_serial=1-930506 = e ‘Lml@ ”‘

26/04/2005 003311
Admin Code - USR-0000
‘wielcome to our service © Wiehddmin wehddmin

Edit OTP Account ListToken_| Token Profile
Member Number - USR-0003 Token Seiial Number - 1530506

Firet Hame : Michael Token Status : [in Stack =]
Last Hame #Angelo Taken Path Mo Speciic Path
Emal Mishasl@dema.com

Taken File Mo Specific File Brawse...
User PIN MRt M
OTP Status Praspect =
Submit | Restore

=

ome | Search

... N -]
[&] Done

al intranet

- The page for manages OTP member’s profile is reloaded again with the form
for modifying the current token profile.

- Administrator can modify token’s information by browsing the physical

installer file (press on Browse... button).

Choose file

File name: Iinstall.exe =l Open

File:s af type: I,-’.\II Files (=) j Cancel /l
7

- Select installer from personal directory.
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/3 OTP Demostrative Website - Microsoft Internet Explorer 18] x|
Fle Edt Vew Favortes Tools Help ‘
deBack + = - (D (2] 4| Qisearch CaFmvortes Hvedn 8| Ey- 5 = 5 &

Address |@j hittp: {localhost:8080/pages_adminpages_manage_accountjedit_otp_account, jsp?member_num=USR-0003& oken_serial=1-930506 j @so ‘L\nl@ Ry
26/04/2005 003311

Admin Code - USR-0000
‘wielcome to our service © Wiehddmin wehddmin

Edit OTP Account List Token | Token Profile

Member Mumber : LISR-0003 Token Seiial Number : 1-330506

First Mame : Michael Taken Status : In Stock -
Last Hame #Angelo Taken Path Mo Speciic Path
Email Michael@ demo.com

Token Filz Mo Specific File |C:homcatwebappstRO0T  Browse...
User PIN MRt M
OTP Status Praspect =

Rasire

=

ome | Search

[-|

&) Done || [ BEtocalintranet
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- The page for manage OTP member’s profile display details of current token

already had token installer.

- Administrator has to press on Update button.

/2 0TP Demostrative Website - Microsoft Internet Explorer & x|

Fil= Edt View Favortes Tooks Help ‘

dagack - = - (D [2) A | Dsewrch [iFavortes Fvedn H|Eh- S B W [ & -

Address |Ej http: flocalhost:8080/pages_adminpages_manage_accountfedit_otp_account jspPmember_num=LSR-0003 x| Pa ‘Lmls >

26/04/2005 00:42:57
Admin Code - USR-0000
Weloome to our service | Wehddmin WehAdmin

Edit OTP Account List Token | List of Token

Member Mumber - LI5R-0003 Serial Number Status Installation
First Name:: Michael 1-930508 instock MEnd P IS A-000341-930506NE xecutedyinstall,

Last Name Angelo BBl
Emall: Michacl@dema.com
Inform Michael®demo. com

User FIN mypin
TP Status : Fraspect =
Submit | Restare

=

ome | Search

|

[&] bone [ [ B8 tocalintranst

- The page for manages OTP member’s profile display list of related token,

which was associated by physical installer already.

- Application can support administrator for generating email to inform remote

user by press on Inform <user’s email address> button
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/3 OTP Demostrative Website - Microsoft Internet Explorer

=101 |

26/04/2005 00:43:29
Adrmin Code : USR-0000
‘welcome to our service :Webddmin ‘W ebddmin

Ermail Responze to : Michael Angelo

To IM ichaelEdemo. com

Subject: Information of your token quota,

Fleaze click on link vizit web page for downloading your token ﬂ
applicatian,

http:/ Aocalkost 8080/End_Products/personallSR-
0003/ personal ] SR-0003_logon.jzp

Body:

=
Send | Reset I

Clase this window |

Popup windows display details of email, which has to be sent to remote user,

for informing he/she that the system already was finished about preparing the
components for prospect OTP user.

- Administrator has to press on Send button.
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‘3 OTP Demostrative Website - Microsoft Internet Explorer
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26/04/2005 00:44:28
Adrmin Code : USR-0000

‘welcome to our service :Webddmin ‘W ebddmin

Meszage has been zent.

- Inform ema

Copyright by Mahidol University
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Activate and Download token to client machine

it Information of your token quota. _ 1Ol =]
J File Edit View Insert Format  Tools  Message Help |
0| ¥ @@ o e Y0 M. B EBB
Send it Copy.  Paster  Undo Check  Speling | Attach  Priority Sign  Encrypt  Offline
From: Iwebadmin@demo.com (Demaonstrative web service) j
To: IMichael@demo.com
[EER Cc |
Subject: |InFormation of wour token quota.
[ Cardialipc =] E|B z uA|[S=SEEEESS|—QW
Flease click on link visit web page for downloading your token application.
http:flocalhost 8080/End  Productsipersonal USR-0003/personal USE-0003 logon.jsp
A

- Email from web administration display the content to inform client user that
try to process downloading token application.
- Client user has to access to personal web page for special logon to mange their

token quota.
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23 OTP Demostrative Website - Microsoft Internet Explorer

file Edit View Favoites Tools  Help

ok - = - D 2| Qsearch [GiFavorites Hiveda o f | By S8 E| % -

Address |@ hittp: {localhost:8080/End_Products/personalJSR-0003jpersonalUSR-0003 _logon . jsp

= e ‘L\nl@ =

Accourt 1D :
Password

Submit Reset

=
2
=
iR

[&] Done

Personal logon web page, which was initiated in personal directory, is opened

23 OTF Demostrative Website - Microsoft Internet Explorer

Address |@ http: fflacalhost:8080/End_Products/personalUSR-0003jpersonalUSR-0003_logan.jsp @so ‘L\nl@ Ry

Accourt D [rpascaunt
Passward: [

Ress

=
2
=
iR

-]
[&] Done

[T (B8 tocalintranet

Submit client user’s account id and static password through personal logon
page
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/3 OTP Demostrative Website - Microsoft Internet Explorer 18] x|
Fle Edt Vew Favortes Tools Help ‘
Bk - 4 - (@D [H A Qoeach [GiFavortes Gveda |- S 2B H &
address [{@] rttpo/ocahost 8080/pages_prospactflogon_normal jsp =] P ‘L\nl@ ”‘
coun, please iy 1o enter your Loginkame and Fassword
Accourt 1D
Password :
Submit Reszt
Home
&) Done || [ BEtocalintranet

- In Case entered data is invalid the logon page will be reloaded with alert
messages and waiting for valid information

- Client user has to reenter the right information and submit to system by

pressing on Submit button

/2 TP Demostrative Website - Microsoft Internet Explorer & x|
Fil= Edt View Favortes Took Help ‘
dagack - = - (D (2 A | Dsewch Caravortes Fwedn B | B S oA B 8 ) &% -
Adibess [E] bitpsfflocahost:a000jpagss _prospactjsslact tokenjsp =] @ [unks »
02/05/2005 132307
Member Code - LISF-0003
Weloome to our sarvics : Michas! Angelo
Weloome - Angelo List of Token Appisations in your quota
Member Nurber s+ LISR-0003 Serial Number Status Installation
First Hame is Michael 1:330508 instock  installstion
LatBanels At 1930607 instock  installation
Login D is Y Bccor 1830509 stock installsion
email dedress is Michael@demo. com
Ay int Stat Hi
wieh Senice | Back
[&] bone [ [ B8 tocalintranst

- These information, Account ID and Password, were verified before system
allow user access to web page for managing his/her token quota,
“http://locclhost:8080/pages_prospect/select_token.jsp”
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Client user can select one in list of tokens to update its status by click on link,
which is displayed as token’s serial number.

2} OTP Demostrative Website - Microsoft Internet Explorer & x|
File Edit Wew Favortes Tools Help

|
&back - = - @D 2] | Doeach GaFovortes Eiveds (BB S A S [ & -

Address [&] hrtp:fflacahast _prosp

idoninad_token, _runi=LSR-00038koken_serial=1-930505

02/05/2006 13:24:17
Member Code : ISR-0003
rvics

“w'elcome to our service © Michael Angelo

Please click on hyperink to download active token

Token Profile

Token Senial Mumber © 1330508

Token Status in stock
Activate

‘web Service | Back

=
&} pone

‘ | ‘ LDCE|Ir\tvar\et

The web page, using for activate the selected token application

http://localhost:8080/pages_prospect/download_token.jsp is opened

- Client user can set token status to be active by pressing on Activate button.

/2 OTP Demostrative Website - Microsoft Internet Explorer

= =18] x|
File  Edit Ve Tools  Help
Bk - - (D [H A Qoeach [GiFavoites vede |- S HE H &
Address |@j hittp: {localhost:8080/pages_prospectjdownioad_token.jsp?member_num=LISR-00038&¢cken_serial=1-930506

= e ‘L\nl@ ”‘
02/05/2005 13:25:43
E

Member Code - UISR-0003
‘wielcome to our service  Michael Angelo

Plaase click on hyperink ta donnload active token

Token Profile

Token Senial Mumber © 15930506 d/|

Token Status active

Activate

‘web Gervice | Back

-]
€] Done:

[ | | B tocalintranet

Status of current token record is changed to “Active” while system can

investigate for the others must have no status as active automatically.
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- And client user can get the installer file to his/her client machine by click on
link, which is displayed as token’s serial number.

23 OTP Demostrative Website - Microsoft Internet Explorer & x|
File Edit Wew Favortes Tools Help

GBack - = - @D (2] A QGewch GiFavortes @veda B S S % 1 &

Address [&] hrtp:fflacahast _prospectdonnlaad_taken.

_num=USR-00038koken_serial=1-830506 j fmn ‘L\nls >

02/05/2006 13:25:43
Member Code : ISR-0003
“w'elcome to our service © Michael Angelo

Please click on hyperink to download active token
Token Profile

Teke et S 41 o

Token Status : active

® You are downloading the file:
Activate

imstall. exe from localhost

‘web Service | Back

would youlike to apen the fle or save i to your computer?

Open

Cancel More Info

I7 | Agiays ask before pening tis bpe of ik

=
&} pone

‘ | ‘ LDCE|Ir\tvar\et

- Installation named “installer.exe” will be downloaded to local machine.

- Client user has to identify the right place to save this installer file.

/3 OTP Demostrative Websi rosoft Internet Explorer

EIET
Edt View Favarites Tools  Help ‘
dagack - = - (D (2 A | Dsewch Caravortes Fwedn B | B S oA B 8 ) &% -

Address |Ej http: flocalhost:8080/pages_prospect fdownload_token, jspemember_num=UISR-00038¢cken_serial=1-930506 x| pa ‘Lmls =
02/05/2005 13:25:43

Member Code : 115R-0003
Weloome to our service : Michael Angelo

Please click an hyperlink to download active token
Token Proe R =
Token Senial Mumber . 1930506 d/|
Token Status active

Activate Gt

install.ewe from localhost
‘web Service | Back NEENEN

[11]]
131 MB in 2 sec
Download to: C:ADocuments and Setting.. \install exe
Transfer rate: 675 KB /Sec

I~ LCiose this dialog bow when download completes

Open | penFoider [ Cose |

-]
[&] bone

[ ] | @ ocelintranat

- Installer is downloaded to local machine
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Install token application

L=

File Edit Wew Favaorites Tools  Help |

dmBack = =p - | {Qhsearch  LyFolders o4 | 3 0E X @ | Ed~

Address I[:I Ci\Documents and SettingsiAdministratoriDeskboplOTP source j @Go
[

OTP source

install.exe
Application

Modified: 5/2/2005 13:25
Size: 1,31 MB

Atkributes: (normal)

Type: Application Size: 1.31 MB

B = x)

Introduction

InstallAnywhere will guide you through the installation of TOKEMNDT.

Itiz strongly recommended that you quit all programs before
continuing with this installation.

Click the 'Mexdt' button to proceed to the next screen. Ifyou want to
change samething an a previous screen, click the ‘Previous' buttan.

You may cancel this installation at any time by clicking the 'Cancel’
hutton.

Cancel Frevias

- Popup window display introduction message

- Client user has to press on Next button
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=I5
Choose Install Folder
Introduction Where Would You Like to Install?
m Choose Install Folder CAProgram Files\TOKEMDT

| Gfinnse BHeHC Ut FRIHES
J Eres fetall 2t g e a1

- Niristallinone
B izt ol

Restare Default Folder Choose...

- Popup window allow user to select appropriated folder to install.
- User can use default folder or choose others then press on Next button.

2 TOKEND1 N ] |

| Choose Shortcut Folder
I ] .ucti%#

Choose I?Tsfal_@der
m Choose Shortcut Folder

| Prednstal st Eitimmary
\ &

Where would you like to create product icons?

' In a new Program Group: ITOKEND1

" In an existing Program Group: m
% In the Start Menu

" Onthe Deskiop

™ In the Guick Launch Bar

 Other: Ghoose.. |

" Don't create icons

[ Create lcons for Al Users

Cancel Previous

- Popup window allow user to identify the place where store the icon of token

application

- After select the appropriated place, user has to press on Next button
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i TOKEND1

Intraduction
Choose Install Folder
Choose Shortcut Folder
[:: Pre-Installation Summary
| Wrstalline

B i3tz Corriglziz

Cancel

_[olx]
Pre-lnstallation Summary

Please Review the Following Before Continuing:

Product Name:
TOKEMDT

Install Folder:
CAProgram FilestTOREMNDT

Shortcut Folder:
CiDocuments and SettingsladministratonStan
MenuPragramstTOKEMNDT

Disk Space Information (for Installation Target):
Feguired: 1,116,042 hytes
Awailable: 1,166,053 376 bytes

- Popup window show the pre-installation summary message

- After acknowledge, user has to press on Install button

2 TOKEND1

i \ |
\hu\uctiuﬁ \# l

Choose Install Folder
Choose Shortout Folder
Pre-Installation Su

W (ol =i
Installing TOKEMNO1

Installing... Uninstall My_Product.exe

- Popup window indicate the process of installation

Appendix / 144
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15

Install Complete

Introduction Congratulations! TOKEMO1 has been successiully installed to;
Choose Install Folder

Choose Shortcut Folder
Pre-Installation Summary Fress "Done” to quitthe installer.
Installing...

_n Install Complete

CAProgram FilestTOREMNDT

- Popup window show inform message that install completion
- After acknowledge, user has to press on Done button to finish installation

process

(5 accessories
& Internet Explorer
(] Outook Express
B Adobe Reader 6.0
Microsoft Access
Microsoft Excel
Microsaft Outlaok
winzip Microsoft PowerPoint
Microsoft Word
wlenanans Office @ Microsoft ActiveSync
Tah Adobe Photoshop Album 2.0 Starter Edtion
B Windaws Media Player
Installanywhers 5.5 Now
B microsoft visio
<% MM Messenger 7.0
ES TOKEMDL

sianais Office

Location: C:iProgram Files| TOKENDL

iglstart

IFEERIEEE N shencr > [RBSLAMB A 1590
- To open the token application, user can use the shortcut of application, which

identified in the step of installation.
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Launch local token application
=10l x]

Enter

- The first popup window is asking user for the right user PIN
=

mﬂ—
Enter

- Enter the user PIN

Eg'-al\‘lessage

@ Your PIN is no

E%%Message

@ Your PIN is not valid.

- Incase there are 3 times of error, the application will be terminated
automatically for that using time.
EEEDTP Generator ;Iglil

Enter your Challenge Message
|D£IDEIEDD5 1346 259@5ererString |

User PIN is : mypin

Generate One-Time Password

- After user the right PIN was verified, application will bring the screen for
generating One Time Password.
- Client user has to enter the challenge message into above text box before

using command to generate OTP
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Li

Enter your Challenge Message
|DEIDSIEDDS 1346255 TEEEEES |

User PIN is : mypin

Generate One-Time Password

- Put the challenge message into text box.
- Then press on the Generate One-Time Password button
EEEDTP Generator \ ikalglil

Enter your Challenge Me

=,
|D2.I'IZIS.I'2DEIS13:46:25@5?8668699

User PIN is : mypin

- Cipher message is generated then the expected One-Time Password is shown

in the below text box.
- Client user can bring this final message to use as One-Time Password in logon

process for extra level member, OTP user.



Anusorn Kanyaprasankid Appendix / 148

Logon process for extra level member, OTP user

s =18 x|
Fle Edt U Tools  H ‘
GBack v = - @) (3] A | Qoearch [Favortes Fveda (F (B S E B [0 &

Adhess [ Hitps locaost:2080/pages logonotp/logen_otp.jsp = @0 [uks ?)
02/05/2005 16:2254
Member Code - USR-0003
Wwelcame to aun semvice : Michael Angelo
This is area for DTP member, plase logon.
Challenge Message
Gt Challengs | Accept
Aesourt D mpacoount
One Time Password
Special Sianup Subrit | Fleset
Home | Back
[&] pene

[ [ BB ecalintranet

- After get authentication by logon process for normal level user, client user can

access to the web page for special authentication to next level of service
- On OTP logon web page,

“http://localhost:8080/pages_logon/otp/logon_otp.jsp”, client user has to get
challenge message by pressing on Get Challenge button

23 OTP Demostrative Website - Microsoft Internet Explorer

=18] x|
File Edit View Tools  Help ‘
Goak - 5 - @ [3) Al Deach Girevortes Guede BB Dol % 0B -
Address [€] Mttp:Hflocahhost :8080/pages_loganjotp/logun_otp. isp

02/06/2005 16:24:30
Member Code - USR-0003
“w'elcome to our servics | Michael Angela

This is area for OTF member, plase logon

Chalenge Message
02/06/2005 16:24.30@ 20237 26653

Giet Chalengs | Accept

Account 1D myacoount
(Ine Time Password
Special Sianup Submit | Fleset
Home | Back

[&]pene

[ [ BB Localintranet
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The immediate challenge message is displayed on the text box. Client user can

change to any message by pressing again on Get Challenge. Challenge
message can be changed all the time until user accepts it.

To accept the message user has to press on Accept button.

/2 OTP Demostrative Website - Microsoft Internet Explorer

(8] x|
Fle Edt Vew Favortes Tools Help ‘
Bk - 4 - (D [H A Qoearch [GiFavortes Gveda |- S 2B H &
address [{@] Fetpocahost 8080/pages_logen/otpflogon_otp.jsp =] P ‘L\nl@ ”‘
02/05/2005 15:25:18
Menmber Cade - LISR-0003
Welcome to our service - Michael Angelo
This s arsa for OTP member. plass logon
Challengs Message
02/05/2005 15:24: M@2023726653
AccountD : mpaccount

One Time Password

Special Signup Submit Reset

Home | Back

€] Done:

=l
[ ] | B8 ocainranet

While challenge message is accepted, the system is counting down for the
time that was limited for logon process.

Client user has to bring this challenge message using in token application

[E307P Generator & \

=10l x|

Enter your Challenge Message

|DEIDSIEDDS 16:24:30@2025T 266453 |
User PIN is : mypin

Generate One-Time Password
CFFOYe@BaafdScchYi@s Dvoti@y =f96h A

One-Time Password is generated on token application

Client user has to bring this OTP using on next step.
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/2 OTP Demostrative Website - Microsoft Internet Explorer

(8] x|
Fle Edt Vew Favortes Tools Help ‘
Bk - 4 - (@D [H A Qoeach [GiFavortes Gveda |- S 2B H &
address [{@] Fttpocahost 8080/pages_logen/otpflogon_otp.jsp =] P ‘L\nl@ ”‘
02/05/2005 15:25:18
Menmber Cade - LISR-0003
Welcome & Michael Angels
This s arsa for OTP member. plass logon
Challengs Message
02/05/2005 15:24: M@2023726653
AccountD : mypaccount
O Time Password: [

Special Sianup Submit | Reset
Home | Back
€] Done:

|| [ BEtocalintranet
- One-Time Password is entered to the text box and then information is

submitted to the authentication system by pressing on Submit button.

23 OTP Demostrativi Microsoft Internet Explorer

File Edit View

Eback - = - (@D 2] | Qoeach CaFavorites Eiveda (BB S S =B 0 & F

Address [€] htp:flacahast:a080{pages_logan/otp/logan_otp.jsp

=18 x]|

02/05/2006 16:27:62
Member Code : ISR-0003
rics

“w'elcome to our service © Michael Angelo

Infermation i nat valid.
o Your passnord is inearect,
This is area for OTP meriber, plase lagan.

Challengs Message

Get Challenge | Accept

Accourt 1D : myaccount
One Time Password

Special Signup Submit Reset

Home | Back

|
&} pone

[ [ [ ocalintranet

- In Case entered data is invalid the OTP logon page will be reloaded with alert
messages and waiting for valid information

- Client user has to reprocess since get new challenge message until resubmit
the One-Time Password to the system.
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& vebDemo_0TP.log - Notepad

o [ ]
File Edt Format Help
Decryption for 'USR-0002' is included |
- User PIN: '1234' (Compare with: "1234)

- Challenge Message is: '09/03/2005 15:66:28@709551363' (Compare with: '09/03/2005 15:66:28(@709551363")
- Token Serial Number is: '7-930508" (Compare with: '1-330505")
Access Completed timing: 09/03/2005 15:55:46

End
Decryption for 'USR-0003" is included
- User PIN: 'mypin' (Compare with: 'mygin')
- Challenge Message is: '02/05/2005 16:24:30@2029726653' (Compare with: '02/05/2005 16:24:30(22029726653")
- Token Serial Number ig: '1-930506" (Compare with: '1-3305067)
Access UnCormpleted timing: 02/05/2005 16:27:62
Cause last challenge message was already expired,

On server side, administrator can open log file to see the result of
authentication process.

In this sample log file show that this request using the expired challenge
message.

23 OTP Demostrative Website - Microsoft Internet Explorer

File Edit View Favortes Tooks  Help

GBack - = - @[3 A Gisearch [EFavari

Address [€] htp:lacahast:a080/pages_logan/otp/logan_otp.jsp

02/05/2008 16:37:38
Member Code : USR-0003
“w'elcome to our service © Michael Angelo

This is area for OTF member, plase logon

Challenge Message :
02/05/2005 16:37: 30@3E1161492

Accourt 1D myaccaunt FEA0TP Generator

One Time Password

Special Signup Rlesst

Home | Back

|
&} pone

1 [ B8 tocalintranet

Reprocess for special authentication by using One-Time Password

4| viebDemo_0TP.log - Notepad

oy [w] ]
File Edt Format Help
Decryption for 'USF-0003" iz included ;I
- User FIN: 'mypin' (Compare with: 'mypin')

- Challenge Message is:'02/05/2005 16:24:30@2029726853' (Compare with: '02/05/2005 18:24:30@2029726653)
- Token Serial Number is: '1-930606' (Cormpare with: '1-930506")

Access UnCompleted timing: 02/05/2005 16:27:52
Cause last challenge message was already expirad |

End
Decryption for 'USR-0003" is included
- User PIN: 'mypin' (Compare with: 'mygin')
- Challenge Message is: '02/05/2005 16:37:30@361161498' (Compare with: '02/05/2006 16:37:30@361161448)
- Token Serial Number is: '1-930506" (Compare with: '1-330506")
Access Completed timing: 02/05/2005 16:38:08

On server side, administrator can open log file to see the result of
authentication process.

In this sample log file show that this authentication is already completed.
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/2 OTP Demostrative Website - Microsoft Internet Explo

file Edit View Favoites Tools  Help

Appendix / 152

=18] x|

Bk - 4 - (@D [H A Qoeach [GiFavortes Gveda |- S 2B H &

Address [&] bt locahost 080jpages_contentotpfwelcome.jsp

02/05/2005 16:38:08
Meml USR-0003
13

‘wielcome to our extra service : Michael Angelo

= e ‘L\nl@ ”‘
|

Weloome - Angela

Member Number s+ USR-0003
First Mame s Hichael
Last Name is Angelo

OTP Status is achive

Home | Back | Estrs Product

€] Done:

[-|

|| [ BEtocalintranet

These information, Account ID and One-Time Password, were verified before

system allow OTP client user access to special greeting page,

“http://locclhost:8080/pages_content/otp/welcom.jsp”

Edt View Favortes Took  Help

Access to special page of extra service by click link “Extra Product”

il

=18 x|

sk - =» - D At | Qsearch [GiFmvontss veds o | - S A 2 B & -

Address [€] Http:Jflocahost :8080{pages_productotpjproduct.jsp

02/05/2005 16:40:31

Member Code : 115R-0003
Weloome to our extra servi

ice  Michael Angelo

=] @ [unks »

Sample Page of Special Level Service

Haome

This is area for displaying our products to : Michael

| Back | Lodout (Move aut from this Sepecial Service]

|

The sample page of extra level service,

[ [ B8 tocalintranst

http://localhost:8080/pages_product/otp/product.jsp is opened
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